Cyber Security SIG
March 7, 2024

Questions, Comments, Suggestions welcomed at
any time
Even Now




Most of our wealth, information, knowledge is digital
Most of that is available planet wide

To access requires digital
Computers, cell phones, Internet are digital
Humans need digital to understand / use digital

Al is digital
Awareness

Preparedness
Understanding

Back to today’s presentation




Audio recording of this session as MP4 file

Audio recording available at link shown above
Wake Words



https://vimeo.com/920658570?share=copy

SCCCCyber

Tuscdmy, March 5, 2034

105 iIPadOS Emergency Updates

Apple has stated i0S 174 updates due to comply with the EU DMA
regulations. Those updates were released today March 5, 2024 3 few
days prior to the deadline.

However, the 17.4 105 and iPad0S updates also addressed 2 major
security flaws. Updates to iPadOS 16.7.6 and Safari 17.3.1 available
now.

Consider these updates as urgent.
Paosted by o Jankinson at Tz £l 0 oo el =] | =]

Facebook, Instagram, Threads are currently down

Meta is aware BUT no updates
Posted by Jone Jenkinson at ;18 Ak o oo il El &

Bunday. Fabruary 13, 2024

Bank of America Data Breach 17-Feb-2024

Data breach notification filed in Maine. Persons affected used Bank of
America's deferred compensation plans.

The breach occurred at Infosys McocCamish Systems.
it s unlikely that we will be able fo determine with cerfainty what

personal informalion was accessed as a result of this incident af IME.

Accaording to our records, defermmed compensation plan information may
have included yvour first and last name, address, business email
address, date of birth, Social Security number, and other account
infarmation. ™

Pastad by Aohn Jankinson at




yvahoo/

Hi John

Are you trying to sign in?
IT 50, use this code to finish signing in.

432690

This sign in attempt was made on:
firefor, windows mt

February 13, 2024 at 10:12:21 AM PST

Texas, United States
T4 194 228 152

Didn*t sign in recently?
Review your account activity and remowve the
devices and apps that vou don't recognize.




570 files posted to GitHub

[-Soon private security contractor

China Ministry of Public Security

20 targets Countries & telecommunications firms
Al helping with analysis

[-Soon@proton.me January GitHub February
Embarrass company?




Rabbit R1

Smart Glasses ' :

Humane Ai Pin
Samsung Galaxy S24

Prophetic Halo

Al hardware




New plugins

Kayak, Shopify, OpenTable, ...

New skills

Show device info, Empty Recycle, ...
Outlook




Actor obtained access to US government agency

Using credentials of former employee

VPN, LDAP, etc. Former employee was IT administrator
Credentials used were stolen in another data breach
FBI disrupts GRU-led hacking group

Use of thousands of home and small business routers
OpenAl Sora realistic videos from text prompts

How does it work? Protected technology

Removing static noise until video is produced
spacetime patches > latent space > pixel decoder
New York magazine financial columnist scammed
$50,000 in shoe box handed to stranger

MMS technique to fingerprint smart devices
ChromeOS with Al




Camera transmission cables leak images
Chrome Private Network Access protections
External site direct to internal site

Preflight request
Access-Control-Request-Private-Network header
Google Chrome with Gemini option soon
Android Safe Browsing Android phones soon
Wyze cameras

“We have now identified a security issue where some
users were able to see thumbnails of cameras that were
not their own in the Events tab.”

13,000 thumbnails exposed 1,504 clicked on
thumbnails

FBI takes control of Moobot impacted routers
Unsecured Admin passwords

FTC fraud & scams $10B reported

28,500 exchange servers vulnerable Internet exposed




Guilty verdict
Thousands counterfeit iPhones for repair authentic iPhones in return
Android 15 Hide 2FA from other apps

US Executive order Protect US coast Chinese manufactured ship-to-
shore cranes

US Executive order restrict data brokers selling American data to
“countries of concern” China, Russia, Iran, North Korea, Cuba

Commerce Department open investigation

foreign-made software in cars

Reddit getting $60Million to train AI on Reddit posts
Also, Tumblr, WordPress

Legal way to counter copyright suits?

Wi-Fi vulnerability fixes underway Linux, ChromeOS Android
Proton Pass available as Windows app macOS & Linux this year
SmartPhone sensors

Motion, Location, Environment

Accelerometer, Gyroscope, GPS, LIiDAR, Ultrasonic, Hall Effect, Barometer,
temperature, ambient light, proximity, magnetometer, heart rate




Poland’s new PM
“Previous PM used Pegasus spyware”
Variston spyware company shutting down
US cyber attack Iranian ship

disrupt ability to share info with Houthis
Data broker tracked and sold location data
Visitors of Planned Parenthood clinics
Finger Friction Sounds

Before Contact prints, Finger detail photos

Now Finger swiping friction sounds

Groqg New Gen-Al Language Processing Unit
Answers: instant, factual, cited, hundreds of words
Albedo Space low-orbit satellites zoom in individuals

"we are acutely aware of the privacy implications and potential
for abuse/misuse.”

HP “rent-a-printer”




Windows 11

80 Vulnerabilities

5 critical

2 Actively exploited

Windows Malicious Software Removal Tool x64 - v5.121 (KB890830) Downloading - 96%

2024-02 Cumulative Update for Windows 11 Version 23H2 for x64-based Systems (KB5034765) Downloading - 0%

2024-02 Cumulative Update for NET Framework 3.5 and 4.8.1 for Windows 11, version 23H2 for x64 Downloading < 0%
(KBS034467) o e

2024-02 .NET 6.0.27 Security Update for x64 Client (KB5035119) Downloading - 0%




Signal to support Usernames ephemeral usernames
Protecting cell phone numbers

Virtually Unhackable chip

Light & silicon for math manipulations

Speeds and energy saving

Vector-matrix multiplication

no requirements to store information in memory

Al & fusion

‘Avoiding fusion plasma tearing instability with deep
reinforcement learning’

Xmail to replace Gmail — NOT

AT&T outage reason - Impact

Meta outage Instagram outage DNS <-> IP address
LastPass outage this morning

ConnectWise ScreenConnect product vulnerability

Avast jumpshot shutdown FTC imposes $16.5M fine
2014 - 2020 sold to 100 companies Ars Technica story



https://arstechnica.com/tech-policy/2024/02/avast-ordered-to-stop-selling-browsing-data-from-its-browsing-privacy-apps/

UnitedHealth cyber attack — IT systems disconnected
Attacker’s statement removed

$22M payment

Blackcat / ALPHV exit scam?

Change Healthcare 1-in-3 American

digital clearinghouse

Pharmacies struggle with cyber attacks

including all US military

Logjam in administrative functions

US Department of Health and Human Services
request to waive prior authorizations

accept paper bills

DOJ suit to stop UnitedHealth acquisition of Change
50% of ALL claims

Remember Colonial Pipeline? Small but vital




Empire Transfer

extract cookies Safari & Chrome

extract contacts
passwords from password managers, crypto keys, cc info,

21 new malware families
Empire well known record label

EM P' R E @ Secure File Transfer

Right Click File
— — Then Click Open

Click Ok/ Yes on any following
popups to securely open the
document!
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Related Atomic Stealer

Kill action if VirtualBox or VMWare
_ess attacks on macOS

More severe attacks on macOS










LockBit ransomware LockBit next generation encryption
US, UK, Europe Operation Cronos

Multiple persons arrested $110 million unspent bitcoin
Encryption keys distributed to victims PHP vulnerability

Pioneer of Ransomware as a service hack-&-leak name-&-shame

$15 million bounty ‘we are fine’

14,000 accounts shutdown “we are back, stronger than ever”
Mega, Tutanota, Proton ConnectWise

Lists of companies nonreporting .JK lead 2-year investigation

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT _ 7 .k

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos’

INCA S0l sesca coor - T s s O SR N

LockBit seized




Images of you
Free level
Paid level

Opt out “just need a scan of your passport”




Invoices & payment 18.4%

Document sharing 7.9%

Notifications of unread messages &

Notifications requiring attention 5.5%

Action required 4.5%

Account suspended/compromised/attention 3.5%




Someone contacts you
Problem or something of value
Act quickly

So, lure you to contact them

Online Ads on mobile devices

Victim search energy bill or similar

Ads geolocated No links Phone number
MalwareBytes Report

CreditKkarma



https://www.malwarebytes.com/blog/threat-intelligence/2024/02/massive-utility-scam-campaign-spreads-via-online-ads

12:04 -

= Google

<L energy billing department LA HOR
Images News Shopping Videos Maps
Gponsomd scam \‘

o) Make A Bill Payment 3

http://www.makeabillpayment.com/

Pay Your Bills Online - Bill Pay Services 24/7.
Unbeatable promotions on Energy bills. Get
discounts tailored to your needs. We are...

A Call +1 888-497-3560

Make A Bill Payment

S <

i ol Tesla
https://billing.tesla.com

Energy Billing Portal - Tesla

Tesla Energy Billing Portal. ... Energy Billing
PortalSkip to main content. Please Login Login.
Tesia © 2024.

People also ask

AA & Qenergy billing departmer %

M M O

12:04 -2 LTE =

= My Ad Center >

P Report ad

—

B About this advertiser ~

Advertiser identity verified by
Google \
Advertiser

Snow Tech

2

Location
Pakistan

See more ads this advertiser has shown using
Google

@ Why you're seeing this ad ~

Ad Settings

Update your choices for ads from Google in
Ad Settings

AA & Qenergy billing departmer %

M M O
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Shopping Videos Maps Books Perspect

Sponsored scam :

T Make A Bill Payment
T httpr//www.makeabilipayment.com/

Pay Your Bills Online - Bill Pay Services 24/7.
Unbeatable promotions on Energy bills. Get...

L Call +1888-497-3560
Make A Bill Payment

Sponsored scam

© Energy Blling /
h http//www.energybilling.net/energy/bill-pay

Pay Lower Bills Every Month - Monthly Dues
Pending?. Call Now If You Are Paying Higher Tha...

= Call +1 855-200-3417
Energy Blling

Sponsored scam

& Home Utility Services /
http://www.homeutilityservices.com/energy/pa...

Pay Energy Bill Online - Get Discount on Energy >ay Ene
Bills.. Pay your energy bill online in single click... e

- Home Utility Services B TR0 .

= Qenergy billing department m







DNSSEC

One (1) DNS packet to disrupt Internet access
DNSSEC uses cryptography to authenticate
Cryptographic signatures CIA

Bad DNS

Send all relevant keys with corresponding signatures
Misconfigured, incorrect, unsupported ciphers
2 million times CPU processing time

56 seconds up to 16 hours
Standard 1999
Recent fixes by Google & Cloudflare

Could have been REALLY BAD

Gather IP addresses of critical sites




February 20

Mozilla introduces a new website compatibility report tool
in Firefox that Firefox users may use to report broken sites
to the organization.

Tooltips and form controls text is now also translated by
Firefox's integrated translation feature.

Firefox View information may now be searched.

Known Issue: Firefox on machines with older AMD
processors may render thumbnails as "all black" in file
dialogs. Mozilla suggests updating the graphics driver to
address the issue.




Backdoor malware

Lazarus — North Korea

Remote access

Upload files Download files photos etc.
RC4-encrypted socket

Sleep & hibernate shell

Zero-out infection traces

Unusual system behaviors

VirusTotal detection August 2023




Linear city powered by renewable energy

$1 Trillion giga-project

150 miles long, 1640 feet high, 650 feet wide
9 million residents

JORDAN
Gulf of

Agaba—
EGYPT tHeom}
- B
Sharm el-Sheikh The Line

SAUDI
ARABIA




Post-quantum cryptographic messaging protocol
PQ3

I0S 17.4 macOS 14.4 watchOS 10.4

Replace current protocols later this year

After updates

Harvest now, Decrypt later

Level 3 security




Today we are announcing the most significant
cryptographic security upgrade in iMessage
history with the introduction of PQ3, a
groundbreaking post-quantum cryptographic
protocol that advances the state of the art of
end-to-end secure messaging. With compromise-
resilient encryption and extensive defenses
against even highly sophisticated quantum
attacks, PQ3 is the first messaging protocol to
reach what we call Level 3 security — providing
protocol protections that surpass those in all
other widely deployed messaging apps. To our
knowledge, PQ3 has the strongest security
properties of any at-scale messaging protocol in
the world.




Although such quantum computers don't yet
exist, extremely well-resourced attackers can
already prepare for their possible arrival by
taking advantage of the steep decrease in
modern data storage costs. The premise is
simple: such attackers can collect large amounts
of today's encrypted data and file it all away for
future reference. Even though they can't decrypt
any of this data today, they can retain it until
they acquire a quantum computer that can
decrypt it in the future, an attack scenario known
as Harvest Now, Decrypt Later.




Quantum-Security Cryptography in Messaging Apps

Classical Cryptography
Not quantum secure

Level 0

No and-to-end
encryption
by default

QQ

Skype
Telegram
WeChat

Lovell

End-to-end
encryption
by default

Line
Viber
WhatsApp
Signal (previous)
iMessage (previous)

Post-Quantum Cryptography (PQC)
With end-to-end encryption by default
Level 3 Future
PQC key PQC key
establishment establishment
* +
Ongoing PQC Ongoing PQC
rekeying rekeying
+
PQC
authentication

Signal iMessage
with PQXDH with PQ3

Protection against current threats
from quantum computers including
*Harvest Now, Decrypt Later”

Protection against
future threats from
quantum computers




Google Safe Browsing Site Status

https://transparencyreport.google.com/safe-browsing/search?hl=en

NordVPN Link Checker

https://nordvpn.com/link-checker/

Bitdefender Scamio
https://www.bitdefendercomy/solutions/scamio.html

Free to use
May require account registration



https://transparencyreport.google.com/safe-browsing/search?hl=en
https://nordvpn.com/link-checker/
https://www.bitdefender.com/solutions/scamio.html




Trace inventory
Steal an one location, refund at another




February 5, 2024 éo ;\' §q/%’ ‘)/gl g

: i it on your billing
We're providing the attached check due to a refund on your accoynt. This amount may appear as a deb y
statement.

We're here to help .
service

We appreciate the opportunity to serve your account needs. If you have any questions, please call the customer

number listed on your statement for assistance. We're available 24 hours a day, seven days a week.

- -
To Remove Document Fold and Tear Along This Perforation T

47488830

Paytothe ~
Order of EIEERZITIRTE
One Thousand Nine Hundred Seventy Five and 32/100 % 4% 34k % 4% b5 4 &k 4K 4ok o .55 5 4k ook 4 ok o o

Iz SN T o ROREARS

Bankof_Americ‘a?%;_;,_g_:"; S S S

itz 2 Z N2 2N e

Not Valid After 120 Days -

*00L ?LBAB 30 123224047061 489003433




This amount may appear as a debit
Your signature on back
Account info




Shortcut vulnerability CVE-2024-23204

Chain tasks together Linux pipes

Access sensitive info without user consent
Import good shortcuts

Expand URL

select sensitive data | import | encode | forward




Bitwarden auto-fil option adds phishing resistance

Detects malicious form fields

Bitwarden will only fill credentials when a user selects a form field, mitigating the risk of
automatic credential filling on malicious websites or iframes without user awareness.

Users have the option to password-protect login information, adding another layer of
security when using autofill.

Extensive third-party penetration testing was conducted and to identify and close
security gaps, presumably including those related to iframes and subdomains.




O

Sign in to GitHub

Usemame or email address

top. luck 96128 fastmail.com

Password Forgot passwora?

Sign in with a passkay

New to GitHuo? Create an account

Terrns Privecy Do Contect GiiHuh Support

Auto-fill

Auto-fill keyboard shortcut

Show auto-fill menu on form fields
Off
Off

When field is selected (on focus)

\ When auto-fill icon is selecte |

— » G —

Applies to all logged in accounts. Turn off your browser’s
built in password manager serttings to avoid conflicts. Edit
browser settings.

Auto-fill on page load O

loads. WARNING: Compromised or untrusted websites can
exploit autofill on page load. Learn more about auto-fill. [

if a login form is detected, auto-fill when the web page

Auto-fill on page load

You can turn off autc-fill on page load for individual login
items from the item's Edit view.




Ban use of Al generated voices for marketing calls
February 8 decision:

"Although voice cloning and other uses of Al on calls are still evolving, we

have already seen their use in ways that can uniquely harm consumers and
those whose voice is cloned,"

“Voice cloning can convince a called party that a trusted person, or someone
they care about such as a family member, wants or needs them to take
some action that they would not otherwise take," the agency wrote.
"Requiring consent for such calls arms consumers with the right not to

receive such calls or, if they do, the knowledge that they should be cautious
about them."

New amendment Telephone Consumer Protection Act
Voice Cloning Challenge
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University of Waterloo in Canada

Error screen

Touchscreen to increase sales

Facial recognition “feature” with no warning

Cover cameras

Manufacturer’s website demographic sensor

Age, gender

Yeahbut “data is local”

No storage, communication, transmission of imagery
Touchscreen offers:

combo deals, promotions, Al powered production
recommendations

Super Market mood cameras




Chinese attack US State department

Detect due to higher paid tier of support
Microsoft new allows access to more detailed logs
When data collection brokers go bankrupt
Restrictions on “use, sale, licensing, transfer”
Viethnam to collect biometric data

iris scans, voice samples, DNA National Identity database
Privacy protections?

Germany’s e-ID

India’s Aadhaar program

Just takes one

Australian telecom Tangerine data breach

All employees & customers MFA requirement

1 contractor
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Credit Card Chip to rinc




Status symbol
D ura bl I Ity Contact Pad

_ ) Smart Card Chip
Historical 11,_

Plastic card
BANK CARD | layer

_1.23‘} Sb"|8 QB_\b SYHIAE

JOHN SMITH

Contactless
inlay with
antenna

Metal Credit Cards







Credit cards made from metal Do Not Shred
Google ended geofence program

Used by law enforcement

Which device was at/near crime scene

Now data obtained from AT&T and T-Mobile
Less accurate — no GPS from phones

Google adding Gemini to any/everything
NIST releases Cyber Security Framework 2.0

8,000+ domains of trusted brands hijacked
Evade Sender Policy Framework protections
Evade DomainKeys Identified mail

Evade Domain-based Message Authentication, Reporting and Compliance

Legitimate and briefly active domains
e.g. msnmarthastewartsweeps[.]Jcom




APT?29
Tactics, Techniques, Procedures

Shifting to cloud

Obtaining access to cloud infrastructure via service and
dormant accounts by means of brute-force and password
spraying attacks, pivoting away from exploiting software
vulnerabilities in on-premise networks

Using tokens to access victims' accounts without the need for
a password

Leveraging password spraying and credential reuse techniques
to seize control of personal accounts, use prompt bombing to

bypass multi-factor authentication (MFA) requirements, and
then relgistering their own device to gain access to the
networ

Makin? it harder to distinguish malicious connections from

typical users by utilizing residential proxies to make the
malicious traffic appear as if it's originating from IP addresses
within internet service provider (ISP) ranges used for
residential broadband customers and conceal their true origins




Russia Internet
Telegram down

Facebook & Instagram appear
27-Feb-2024

FBI & partners warn Ubiquiti EdgeRouters advisory
Russian state actors

Attacks from YOUR IP Address

Microsoft AppLocker vulnerability CVE-2024-21338
Escalate Administrator privilege to kernel level

North Korean hackers FudModule rootkit

Lazarus crypto attacks gained $1B last year

XY International 5 million messages/day

Database exposed on Internet without password

Face Scans to access Websites — then bank account drain



https://www.justice.gov/opa/pr/justice-department-conducts-court-authorized-disruption-botnet-controlled-russian

I— Create ~

February 2024

&\ Search for people

My calendars

Contacts
[ Tasks
Other calendars + A

[ Holidays in United States




Unsolicited marketing message
Settings

¢ Settings

General Alternate calendars
None
Language and region

Time zone

World clock Events from Gmail

Gmail can automatically create events that can be displayed on your calendar. These events will
Event settings help you keep track of thinas like fliahts and other reservations.

Notification settings Show events automatically created by Gmail in my calendar

: ; Privacy of email everits
View options y i

Only me
Events from Gmail To get events from Gmail, you must also turn on Smart features and personalization in Gmail settings.
Learn more

Working hours & location




SMS & Voice Calls
Mobile devices

Single Sign on

Binance, Coinbase, Gemini, Kraken, Shakeplay, Caleb & Brown, Trezor

CAPTCHA test to encrypt defeat security
Then fake logon page

“Please wait”




Android Updates
Gemini app
Gemini access in Messages App
Android Auto
Message summary Suggested reply
Lookout
Captions and media content descriptions
Google Lens TalkBack
Google Docs
Scribble with finger/stylus
Wear OS
Wallet app check tickets, boarding passes, tokens
Tax Preparation Software

Permissions/privacy

Terms of Service  Privacy

“We just need your OK on a couple of things,”

Credit Karma

Nevada attempt to block Meta’s end-to-end encryption for minors
Messenger - Extreme urgency - safety and well-being of Nevada children
Available since 2016 December 2023 as default




Apps that require enhanced customer information

Food delivery, Uber, etc.

Opt out? Sell that data?

DoorDash fined $375,000 California privacy laws

EU security & defense subcommittee members

Spyware detected Members urged to have phones scanned
The fine folks wanting to force root certificates

Router security sensitive changes requiring router button press

Mac Calendly calendar scheduling tool

GitHub repository confusion attacks

The ease of automatic generation of accounts and repos on GitHub and
alike, using comfortable APIs and soft rate limits that are easy to bypass,
combined with the huge number of repos to hide among, make it a perfect
target for covertly infecting the software supply chain.




4 of 15 undersea cables in Red Sea damaged

Morris II self-replicating AI worm

Generative Al powered email assistants

American Express data breach

American Express Travel related services company
WhatsApp changes increase scams & spam

Third party messaging EU DMA

Tesla Berlin factory arson attack electricity pylon

North Korea hacks South Korea chip equipment

Ivanti IOC bad also

Sun City Computer Club’s Facebook Page

Warning Doorbell Cameras Help Warnings Information
Anycubic 3D printers benign warning — Connected printers
Canada Supreme Court - rules IP addresses are PII
225,000 ChatGPT credentials for sale Dark Web markets




Microsoft Edge - third party cookies

Privacy Sandbox

Proton Mail — aliases

Ransomware giants join forces

GhostSec & Stormous

Hacked WordPress sites visitor’s browsers

injected scripts bruteforce password guessing on other sites




Bank of America Infosys McCamish Systems

Name, address, SSN, DoB, account & credit card numbers
Notification letter Attorney General Texas & Maine

Fidelity Life Insurance customers

Bank account routing numbers, credit card numbers
Access codes, SSN, state of residence, password, PIN
LockBit

October 20 -> November 2 2023

Treasure office of Foreign Assets Control sanctions
Intellexa Alliance spyware & surveillance systems
US government officials







Recovery Seminar
https://vimeo.com/8822729747?share=copy
NOW, Your input, experiences, ...

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, Presentations, classes
Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?



https://vimeo.com/882272974?share=copy
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