Cyber Security SIG
January 4, 2024

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording available at link shown
above



https://vimeo.com/899955799?share=copy

Apple-commissioned Study MIT

2.6 billion personal records data breaches
Apple Study PDF

Apple Advanced Data Protection for iCloud
End-to-End encryption

Beeper

Blue bubbles Green bubbles



https://www.apple.com/newsroom/pdfs/The-Continued-Threat-to-Personal-Data-Key-Factors-Behind-the-2023-Increase.pdf
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LLM trained on PII?




First American Financial Corporation
2"d |argest title insurance company
systems offline cyber attack

Many real estate deals delayed
Georgetown post office passport application
Stolen in post office?

Passport documents, money.

Driver’s license, birth certificate, SSN, etc.

https://www.fox7austinsCoORnEewWs/georgetown-texas-post-
office-passport-application

New York Times suit OpenAl, Microsoft
Copyright infringement

Fair Use

Integris Health patients — extortion emails
“Here's your data” $50 bitcoin & Tor
Sell on Dark web January 5



https://www.fox7austin.com/news/georgetown-texas-post-office-passport-application
https://www.fox7austin.com/news/georgetown-texas-post-office-passport-application
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In App purchase

Enter iPhone passcode for “TikTok"
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Essential Horoscope for Android — 100,000 downloads
3D Skin Editor for PE Minecraft — 100,000 downloads
Logo Maker Pro — 100,000 downloads

Auto Click Repeater — 10,000 downloads

Count Easy Calorie Calculator — 10,000 downloads
Sound Volume Extender — 5,000 downloads
LetterLink — 1,000 downloads

NUMEROLOGY: PERSONAL HOROSCOPE &NUMBER
PREDICTIONS - 1,000 downloads

Step Keeper: Easy Pedometer — 500 downloads
Track Your Sleep — 500 downloads
Sound Volume Booster — 100 downloads

Astrological Navigator: Daily Horoscope & Tarot — 100
downloads

Universal Calculator — 100 downloads




Delivery Lost

Provide info for us to track lost delivery
Unauthorized purchase with your account
Give us bank info to refund that purchase
Your account has problems/issues

give us personal info to correct errors

Prime subscription price increase
Give us access to your PC to lower price




Bltdef_ender Privacy Policy FAQs John Jenkinson o
Scamio

-
Chat WIth Your conversation Send feedback Share Scamio o8
-
Scamio.

Got a phishing email, tricky message, or
fake ad? Describe the details or share @
with Scamio what you want to check.

Thursday

Scamio 414 F

Hey, I'm Scamio!

Add a screenshot or I'm here to help you out. Describe the scam details, or
o select an option:

image

Send a clear picture, QR code, or
PDF and make sure you include
the sender details for
screenshots.

Send a link

Find out within seconds if a
website or app is legitimate.
Instead of sharing or clicking on
suspicious links, simply add
them to the chat.

Copy and paste a text

Analyze a text Check a screenshot or image Verify a link
Be it a weird instant message, a

text from an unknown number, or

an email from an untrusted E Send a message

sender, you should verify it first.

Chat with Scamio in your favorite

Scamio Al




Al chatbot

Requires Bitdefender account
WEB site at Bitdefender

Up to date daily, hourly




Scamibo 10 0P

Your request is being processed... Please wail

The latest screenshot you sent has been analyzed. It appears to be an
unsolicited insurance offer emadl from Liberty Mutuald, which Is a common
tactic used in phishing scams. Always verify financial offers or advisories with
a trusted financial advisor or institution. As always, your security is our prioety,
Brian. Please share if you have more content for analysis.

& &




Schmad 17 .45 AM

e Processing... Please wait.

Please keep in mind that | do not have the ability 10 assess, access or
retrieve personal data you have submitted. My design priontizes user
privacy and seécurity, and when analyzing the submitted personal data such
as email addresses, names or phone numbers, | Can asses only those
threats that are incheded in Bitdefender's database of known seécunty
threats.

The acan of the provided screenshot shows that it is an email waming
regarding WhatsApp account deactivation due 1o third-party app usage. This
is 3 common tactic used in support scams. it is advised that you should
never give remote access 10 your device unless you are sure of the
legitimacy of the request. Always verify through official channels. If you
have any more guestions or concerns, feel free 1o ask.

d &

Give me some tips to aveid scama Need mare help

\—/
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loday 5:U5FM

+1(704) 728-7414

https://
chat.whatsapp.com/

This is an invite for a
secure way to include
everyone in the
neighborhood watch
text. Just clink on the
link and let me know if

there are any questions .

Lisa
+1(404) 861-1714

Well, | seen the one

neighborhood watch

sign where is the other
g two or three

Scamio 526 F)

@ | am processing your request. Please wait a moment

The scan result indicates that the contentis an invitation to a neighborhood
watch group, showing no signs of a scam. Please et me know if you need
assistance with anything else.

sl

Please keep inmind that | do not have the ability to assess, access or refrieve
personal data you have submitted. My design prioritizes user privacy and
security, and when analyzing the submitted personal data such as email
addresses, names or phone numbers, | can asses only those threats that are
included in Bitdefenders database of known security threats.




Low Effort High Return Billions of targets
Norton Labs report

https://www.nortonlifelock.com/blogs/norton-
labs/social-media-phishing-lures

Locked Account

Copyright violation Logon to fix
Get Verified here

Follower generation services

Profile hacking services
Two-Factor authentication interception

FTC scam tips
https://consumer.ftc.gov/articles/how-avoid-scam
Sun City Resources Computer Club, NRO Anti-Fraud



https://www.nortonlifelock.com/blogs/norton-labs/social-media-phishing-lures
https://www.nortonlifelock.com/blogs/norton-labs/social-media-phishing-lures
https://consumer.ftc.gov/articles/how-avoid-scam

Account Verification
Form

We have received numerous complainis
that you viclated our copyright laws
regarding your account. Iif you do not
give us feadback, your account will be
removed within 24 hours. If you think this
is wrong, please verify your information
below. We ask for this information
bacause we cannot verfy thal you are
the real owner of your account.

U Meta | ©




Buyer Beware Seller Beware

Facebook Marketplace
“I paid you with Zelle” (or similar)
Check your Spam folder

From: Zelle Pagizeteoninetrans actiond02@amail com>

To:
Subject: "ACCOUNT LT

zZelle

$40.00

PENDING

We have a problem crediting your $40.00 USD because the status of your account is not a business user which makes your
account have limits. This amount seems to be above your Hmit

To fully expand your account into a business account and deposit your funds now. contact Sender immediately to send you

an additional payment of $200.00 USD into your Zelle account to expand your account imit. Soon as this is done, we will
credit your account with the total sum of $240.00 USD

An alert has been sent 10 your buyer in regards to the $200.00 additional payment he has 10 send 1o you, we will secure this
transaction with high priority that neither the buyer nor the seller will lose a dime in this transaction.

‘ Zelie Pay
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'lnstagmm Log in to Snapchat

Log in to Twitter

New To Snaperar”? Sign Up
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FILL TO UPGRADE YOUR LINKEDIN ACCOUNT
IF YOUR ACCOUNT J5 NOT UPDATED
TOOAY YOUR ACCOUNT WILL BE DELETED
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Hella Change Your Password 1o
Secure Your Acoount

SOmeona may Nave taKen your password, 50 you

il D DOoed out OF Al BES8I0NS BXCHRE YOU

ANYONE UYING 10 (Bl your account will o longer e

Bbie 10 Access o
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Reset Password
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Account Secunty process
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Next Steps to Cancel Account disabled
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Your Account Violates Facebook Policy

We noticed unusual activity in your account. Someone has reported your account
Copyright infringement for abuse and resulted in the account being disabled.

Help Team

We reviewed and decided your account i violaing

lease Enter your usemame and follow

Badore fiing out the oppedl foem,
you must login 1o your account

Account Alert!
For security reasons, we will immediately deactivate your account if
yOu lgnore this waming

appea

“ We will walk you through several steps to cancel a deactivated account. “




Sign in to Twitter
Dan't Iosa your verified status §
‘We updated aur werification policy, and you could ba atfected

Pliage read thi rules and make any necessary changes
bry May 5, 2022,

Email, of usemame

Forgot passward?
Don't have an account? Sign up

Blue Badge Center

Instagram Badge Form m o TikTok

TikTok Blue Badge

“ Fusena

We'v D) Peviesning your account for “
approximately 48 hours and we've
undersiond thal your account is Higible
for werification. We request this
Infermation s v &ne unable to verily
that you are the irue owner of your
account for the varificaton bck,

(X Metal©




- Instogram, f . are @‘]
Free Instagram

Hack password NSTAGRAM EMAR FINDER APPLICATION

Who Recovery App _ s o i eseinane
~ FIND EMAIL!
Stalks Your Instagram - B A N G 10 =

ABOUT INSTAGRAM EMAIL FINDER

Find out who stalks your account

2021

If you want to know How to hack facebook
password online you're on the best website

Hack Facebook Account




Free Instagram Followers Trial

Sm O

1. Enter your Instagrom Username SENERATE UNLIMITED FOLLOWIRS TAGRAM ACCOUNT WITH THE FORM BELOW

S Folimry

ConTmuL

GENERATE NOW




Microsoft disables ms-appinstaller protocol
Attackers using to install malware

MSIX file format

bypass Microsoft Defender SmartScreen
browser warnings executable downloads
Copilot Al chatbot on iOS, Android

Privacy & security concerns

New exploit OAuth2

Google accounts

Maintain valid sessions

Regenerate cookies

Despite password reset

Despite IP address change

Masepie malware — Russia hacks Ukraine & Poland




MOVEit Mass Attack

Cisco IOS XE Attacks

US Government Hacked via Microsoft 365
Citrix Bleed Attack

Okta’s Customer Support Data Breach
Western Digital Cyber Attack

MGM Resorts Breach

Royal Ransomware Attack Over the City of
Dallas

GoAnywhere Attacks
3CX Software Supply Chain Attack




Google Chrome Browser
Incognito mode
Yeahbut sell ads & track web traffic




Unprompted OTP codes?

Investigate

i0S 17.2 7 fix Flipper Zero attacks

Top 40 ways your email address gets to spammers
Data breaches

email harvesting

Dictionary attacks Brute force

Use of CC vs BCC

Companies sell them

Spammers use Phishing

You gave it to them (sweepstakes, too good to be true)

Social Media

eMail targeting companies

Online jury duty

Operation Triangulation Results

Google Chrome disables cookies (30 million users) 1%

Popup, eyeball, settings




Multiple email - fit for purpose
Set do not show images

Do not o
Don’t clic

Use, ena

nen attachments
K (but links are made for clicking)

nle, update security suites

All platforms

Direct access for any/all accounts
Scrub information on Internet




Proton Mail — Best for strong encryption

StartMail — Private email hosted in The
Netherlands

Mailfence - A secure and customizable email
service

Tuta — Secure Email for Any Device

Mailbox.org — Affordable private German email
service

Posteo — Reliable anonymous email service
Runbox — Private email in Norway

CounterMail — Swedish email with strong security
features

Kolab Now - Swiss email, compliant with GDPR,
HIPAA, and PCI

Soverin — Basic private email service




Privacy Tab

@ @ O

Cam C (2) https://account.microsoft.com/privacy?lang=en-US&refd=account.microsoft.com AN Drd a3 (8] o= .

BY Microsoft account | Privacy x -+ - (]

Microsoft acco Your info Priv. Payment & billing Services & subscriptions Devices

Privacy

Welcome to your privacy dashboard

Privacy starts with putting you in control of your data and giving you the tools and information you need to make choices you can
feel good about. This website is the place where you can manage your privacy settings for the Microsoft products and services you
use, and where you can view and clear the data for your Microsoft account activity.

Learn more about our commitment to privacy

® 41 &R OB € L » QX

Make sure you're safe and secure Q

Review your account safety settings to strengthen your online security.

Get started

Manage your activity data

This is where you can manage the activity data for your Microsoft account. Expand any category to view or clear its data. Only you can
see this data. Some data might not be displayed here or might not be available yet. Learn more about your data on this page. (=) Feedback




Safety review

Check valid email
& phone number

Account recovery info

Review the info used to recover your account. We only use
recovery info to contact you if we detect suspicious
activity or you lose access to your account.

~ I T

Recovery email

p I .
Recovery phone number




Use AUthentlcatOr & Safety review

Secure sign-in

Get secure and passwordless sign-in with Microsoft
Authenticator

You're using Microsoft Authenticator
Now it's easier and more secure to sign in to your

account




BY Additional security options x |+

&)

& © D
<« C

Security

Ways to prove who you are

> [=2 enter password
> B3 email a code
Text a code

Send sign-in notification

Enter a code from an authenticator
app

Use a security key

® o o @ 1

Add a new way to sign in or verify

https://account.live.com/proofs/manage/additional?mkt=en-US&refd =account. microsoft. com&refp

Q,

Change
Last u

Change >

Yubikey

=security8uaid=d

Manage sign-in and verification options for your Microsoft account. Learn more about sign-in and verification.

© Up to date

© Up to date

© Up to date

© Up to date

© Up to date

© Up todate




& @ @ BT Additional security options x | =+ = o
&« C 3 hups//accountlive.com/proofs/manage/additional?mkt=en-US&refd =account microsoft. com&refp=security8uaid=d52582aede5 A 3 o o= .-
P
> D Use a security key Yubikey €© Up to date

@ Add a new way to sign in or verify

Additional security

To increase the security of your account, remove your password or require two steps to sign in.

Passwordless account
OFF

Two-step verification
ON

=,

Turm on Turn off

e LERONRD e QX

Learn more about removing your password

Learn more about two-step verification

Microsoft account Your info Privacy Security Rewards Payment & billing Services & subscriptions Devices

Set up two-step verification

Two-step verification adds an extra layer of protection to your account. After you've turned it on, we'll ask you to enter an additional security code when you sign in. We'll
provide this security code only to you.

In the following steps, we’ll help you:

1. Make sure you have up-to-date security info where you can receive security codes.
2. Print or write down your recovery code.

3. Create app passwords for apps and devices (such as Xbox 360, Windows Phone 8 (or earlier), or mail apps on your other devices) that don't support two-step verification
codes.

@ English (United States) Privacy & cookies Terms of use Contact us © Microsoft 2020




Colorado Justices targets

Maine secretary of state home swatted
Xfinity last 4 of SSN

Government randomizing SSN 2011
35.9 million customers and prior customers

PhoneCam P

Current Issues




EasyPark data breach

Millions

Were they park & when

Sync smart phone to car

LE warrant — access phone data via car

AirTag & stalking

Secret Sharing & error correction

National Amusements hacked

Parent co of CBS & Paramount

Details unknown — even to National Amusements?
iOS 17.3 Developer beta pulled today — boot loop
January Android security update Pixel devices




Bypass Windows protections

Windows WinSxS folder executables
Legitimate binaries -> non-standard directories




i0S 8

Swipe left

Easy for you — no unlock first
Easy for thief

Settings > Face IS & Passcode
<passcode>

Allow Access when Locked

Consider Siri




ALLOW ACCESS WHEN LOCKED:

Sites with OTP code
At top of notification

Today View and Search
Notification Center
Control Center

Lock Screen Widgets
Live Activities

Siri

Reply with Message
Home Control

Wallet

Return Missed Calls

Accessories




Outbound SMTP server
v

00

lllJ

R
data

Inbound SMTP server
h 4

00

s
data

mail FROM:<admin@sender>
rcpt TO:<targetfreceiver>
data




Simple Mail Transfer Protocol
Fake sender addresses
Bypass security measures

SMTP commands

Message data

.{

8.8

data\r\n
From: userfgmx.net\zr\n

wider . example\r\n

Massage #1\r\n

Smuggled SMTP commands

Smuggled message data




14,000 accounts
Then 6.9 million accounts
DNA relatives

“not me, I don’t use 23andMe”
A relative might ...

Change of terms of service

23andMe response



https://www.documentcloud.org/documents/24252535-response-letter-to-tycko-zavareei-llp

Microsoft Edge: AI Browser
iIOS and Android
CHECK Settings




GPT-3.5
DALL-E 3

> Copilot

Your everyday Al companion

with b Bing

Microsoft Copilot is powered by Al, so surprises and mistakes are
possible. Please share feedback so we can improve! Terms Privacy

EUSE GPT-4 (iﬁ)]

Some ideas to get you started

Where should | travel if | have pollen
allergies?

Write a song that celebrates the beauty of
Earth

Make a song that captures the spirit of
growing up

Welcome back. I'm excited to share more
with you. What do you want to create

@ Ask me anything...




Ask Al Create images Write content
anything with words in seconds

1215 all ¥ - 12:15 all ¥ - 12:15 ol = -

=2 .

What can | do for you? Write an email to congratulate

my colleague on her promotion

Create an image of a cute
happy dog singing with a

What kind of flower is this? microphone

Sure, | can help you with writing
an email to congratulate your
colleague on her promotion. Here
is a possible email template that
you can use:

Subject: Congratulations on your
promotion!

Hi [colleague's name],

| am so happy to hear the news of
your promotion to [new position].
You deserve this recognition for
your hard work, dedication, and
leadership skills

The flower in the image is called
a bird of paradise, also known as
Strelitzia reginae. It is native to
Africa and is an evergreen variety
and is a tropical plant. Powered by DALL-E 3

o
©
@
©
©
@
©
©




LibreWolf
Firefox fork

Removes embedded server links and other "phoning home" functionality.
Deletes all cookies and websites when closed.
Includes only search engines that respect privacy (such as DuckDuckGo).

uBlockOrigin is installed by default with custom filter lists and Tracking Protection
set to Strict Mode.

Strips all tracking elements from URLs.

Enables a feature called dFPI (aka Total Cookie Protection).
Enables RFP anti-fingerprinting.

Displays user language as en-US to websites.

Disables WebGL (to further protect against fingerprinting).
Prevents access to OS-level location services.

Limits ICE candidate generation to a single interface.
Forces DNS and WebRTC inside a proxy when in use.

Trims cross-origin referrers.

Disables link prefetching.

Disables speculative connections.

Disables disk cache and clears temporary files when closed.
Disables form autofill.

Disables search and form history.




) NewTab

€ > C

-& Import bookmarks...

x|+

Q_ Search or enter address

@ Search the web

| About LibreWolf

LibreWolf

121.0-1

Windows MSIX package

mozilla-MSIX - 1.0

LibreWaolf is an independent fork of Firefox, with the
primary geals of privacy, security and user freedom,
hitps://librewolf.net/




Chrome 120.0.6099.200 (Official Build)
Edge 120.0.2210.91 (Official build)
Firefox 121.0 (64-bit)

Brave Version 1.61.109 Chromium:;
120.0.6099.144 (Official Build)

Tor 13.0.8 (based on Mozilla Firefox
115.6.0esr)

Vivaldi 6.5.3206.48
DuckDuckGo 0.61.5
Safari 17.2.1
LibreWolf 121.0.1







Questions from January 3, 2024
Bank & Credit Union bill pay?
Electronic if possible, otherwise paper check

My check account has routing and account
numbers. How are those protected?

Electronic transfers are traceable. Violations are

investigated. Thus, the current trend for gift cards and cyber
currency. Mask those account numbers if possible.




Recovery Seminar
https://vimeo.com/8822729747?share=copy
NOW, Your input, experiences, ...

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, Presentations, classes
Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?



https://vimeo.com/882272974?share=copy

	Slide 1: Sun City Computer Club
	Slide 2: Audio Recording In Progress    SIG attendees are required to be members of the chartered club sponsoring that SIG. Sun City Community Association By-law  
	Slide 3
	Slide 4: LLM trained on PII?
	Slide 5: Current Issues
	Slide 6: Current Issues
	Slide 7: Bad Bad Android Apps
	Slide 8: Amazon Scams
	Slide 9: Scamio  AI Scam detection
	Slide 10: Scamio
	Slide 11
	Slide 12
	Slide 13: Scamio
	Slide 14: Social Media Dangers
	Slide 15: Social Media 
	Slide 16: Social Media Dangers
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23: Current Issues
	Slide 24: Top 10 Hacks 2023 (so far)
	Slide 25: Google $5B settlement
	Slide 26: Current Issues
	Slide 27: Protect eMail addresses
	Slide 28: Top Privacy & Secure Email services
	Slide 29: Re-Secure Microsoft Account
	Slide 30: Re-Secure Microsoft Account
	Slide 31: Re-Secure Microsoft Account
	Slide 32: Re-Secure Microsoft Account
	Slide 33: Re-Secure Microsoft Account
	Slide 34: Current Issues
	Slide 35: Current Issues
	Slide 36: Windows DLL Search Order 
	Slide 37: iDevice Reply from lock screen
	Slide 38
	Slide 39: SMTP smuggling
	Slide 40: SMTP smuggling
	Slide 41: 23andMe
	Slide 42: Microsoft Edge browser with AI
	Slide 43: Microsoft Copilot
	Slide 44: Microsoft Copilot
	Slide 45: YAA Privacy browser
	Slide 46
	Slide 47: Browser Versions 4-Jan-2024
	Slide 48
	Slide 49: Scams and Computer Safety
	Slide 50: SCCCCyber@gmail.com

