Windows SIG

December 12, 2023
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the
chartered club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
In person meetings

More SIGS Room Reservations Ad Hoc
Computer Club Vimeo Account

CA Vimeo Account



https://vimeo.com/893890477?share=copy

Windows Update

Updates available
Last checked: Today, 12:53 PM

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.403.383.0) -
Current Channel (Broad)
Status: Installing - 0%

2023-12 Cumulative Update for Windows 10 Version 22H2 for x64-based Systems (KB5033372)
Status: Downloading - 0%




Windows Update

m Updates available to download

L |/ Last checked: Today, 1:08 PM

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.403.383.0) - Current Channel
(Broad)

Download & install all

Completed

2023-12 Cumulative Update for Windows 11 Version 22H2 for armb4-based Systems (KB5033375) Download & install




67 fixes

/7 Critical

21 Elevation of Privilege Vulnerabilities
26 Remote Code Execution Vulnerabilities
10 Information Disclosure Vulnerabilities
3 Denial of Service Vulnerabilities

7 Spoofing Vulnerabilities

5 Chromium




Updates
Bug fixes
Al




Library

Updates & downloads (4) Update all
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Very Important







SmartScreen Filter

Settings > Privacy and Security >
Windows Security

Windows Security > App & Browser control
Reputation-based protection




@ Reputation-based protection

These settings protect your device from malicious or potentially unwanted
apps, files, and websites.

Check apps and files

Microsoft Defender SmartScreen helps protect your device by checking
for unrecognized apps and files fram the web.

@ on

SmartScreen for Microsoft Edge

Microsoft Defender SmartScreen helps protect your device from malicious
sites and downloads.

@ o

Phishing protection

When you sign into Windows using a password, help protect your
password from malicious apps and sites.

@ on

H Warn others about suspicious apps and sites
H Warn me about malicious apps and sites
E| Warn me about password reuse

E| Warn me about unsafe password storage

Learn more

Potentially unwanted app blocking

Protect your device from low-reputation apps that might cause
unexpected behaviors.

@ o

n Block apps

n Block downloads

Protection history

SmartScreen for Microsoft Store apps

Microsoft Defender SmartScreen protects your device by checking web
content that Microsoft Store apps use.

@ o




Constant checking for Update
Task Scheduler
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and Features

v 1 @ » CenlrelPanel » Programs » Programs and Festures Saarch Programe and Features 0

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the fist and then click Uninstall, Change or Repair,

& Tum Windaws features on or

off Organise ~
Name ' Date maodified Type
1-Zip 16,04 (x54) 475 MB
B Adobe Shockwave Player 121 33.0M8B
T35 AnarchyRhythms VST Plug-In (32 ba) (2.5.1.1)
&) Achampeo Burning Studio 16 226 MB
B Asi04ALL
& Audacity 213 52.2MB
€ CCleaner
% daHomet Version 1.34
(¥ discoDSP Hightife v1.4 213 MB
@ Orumazon 1.6.2 (32bit) 3.05 M8
Energy Stas 6,73 MB
& FactStone Image Viewsr 6.2
(w1 FFmpeg (Windows) for Audacity vession 2.2.2 254MB
(7] Firebird v2.1 22.0MB
(7 FL Studio 12
(A7 FL Studio ASIO

€ Google Chrome 352 MB
A ~ T R S

.. Currently installed programs Total size: 2,55 GB

[.l'! O programs instailed




IDevices, Macs, PC
Windows 365 app

Stream copy from remote PC, Azure,
Windows 365, Microsoft Dev Box, Remote
Desktop Service

Multiple Monitors
Display resolutions and scaling

Device redirection

Webcams, printers, storage

Business accounts — consumers soon?
Microsoft move totally to cloud model
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Welcome to Windows App

B Wtk &

Hello David, welcome!

Pinned devices

Cloud PC Contoso Desktop
== [ Commd |

Pinned apps

q Eacel ﬁ Word c Wicrosoh Edge
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Welcome to
Windows App

Connect 10 the devices. desktops, and apps that you
156 Sor wark from your phyeical device
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Windows App is built
to provide security

Windows App delivers secure &xpecances 10 protect
Your work and Prvacy
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Shape Windows App

to suit you ‘
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Printers renamed HP LaserlJet M101-M106
Windows 10, windows 11
Metadata mix-up HP -> Microsoft

- Microsoft Print to PDF Manufacturer: HP Status: 0 document(s) in queue

‘r\ e Model: |HP LaserJet M101-M106

Category: Printer

Mix-up then causes HP Smart app to be installed

Update soon?




» Clean Windows 11 23H2 vs 22H?2
« Neowin Benchmark Report

(W N~ - . Essentials
"’&} r\!‘:: owin (higher = better)

20059 19591

12481 12366 11756 11517

8245 8381

App startup Video Conferen
Win 11 23H2 mWin 11 22H2

Neowin Benchmark



https://www.neowin.net/news/clean-windows-11-23h2-benchmarked-against-windows-11-22h2/

macOS Universal Print
Subscription based Azure cloud













Extended Security Update program
A LEIRGEE




Was Bing Chat




i Captain's log, Stardate 43996.2. Th *® T

File Edit View

Captain's log, Stardate 43996.2. The Enterprise remains concealed in the dust cloud.
And to my surprise, the Borg have maintained their position, waiting for us to come

out of hiding. I have no explanation for their special interest in me or this ship.

ke continue to prepare our defenses for the inevitable confrontation. But I must

admit, on this night I contemplate the distinct possibility that no defense may be
adequate against this enemy.

Ln1, Col 48 14 of 445 characters 100% Windows (CRLF)




Discoveries
Copilot Helpful <-> Harmful?




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com
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