
Sun City Computer Club
Cyber Security SIG

October 5, 2023

Questions, Comments, Suggestions welcomed at 
any time
                               Even Now

 



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/871651689?share=copy


SIG News

 Cyber Security First and Third Thursday

   Zoom  3:00 – 4:00 pm

 Apple SIG October 11 08:30am Retreat

 Beginners SIG

 Google World

 Scams and Computer Safety

 Vector Vest





CPU side-channel attack

 All GPUs

 Malicious websites “read” visual data

 Same origin policy violation

 Data compression side-channel

 Pixel stealing

 Chrome & Edge browsers – vulnerable

 Firefox & Safari – not vulnerable



GPU Side-channel

 Hardware side-channel

 30 minutes



GPU driver

 ARM Mali line of GPUs

 Pixels, Chromebooks, some Linux

 Local non-privileged user

 Access to freed memory



Android 11,12, 13

 Keep your devices updated!!
Here’s a Google Chrome update you NEED

 Yeahbut you get infamous Xenomorph malware

 IT does have a new & better version

 Financial gain
 Overlay for hundreds of financial & crypto sites



Dropbox campaign

 Malicious links in Dropbox
 Attackers create/use Dropbox account
 Hosts document on OneDrive
 “View document”
 Third-party hosting site
   malicious credential harvesting page
 Use of Dropbox file-sharing & notification
 Bypass most email and security filters
 Language processing and URL filters 
 OneDrive document on Dropbox
   make sense?



Chrome double diamond

 Service Handler
 Chrome://settings/handlers





Chrome Protocol Handlers

 Allows web service to be opened with a link



Android devices

 Android streaming  T95

 Infected “out of the box”

 So, what else?

 7 more Android streamers  and tablets

  T95, T95Z, T95MAX, X88, Q9, X12PLUS, and MXQ Pro 5G

 200 different Android models “may be”

 Badbox – fraud & cyber crime

  Phone Home China

  Advertising fraud, residential proxy, fake accounts, remote 
code installation

  Selling access 10 million home IPs, 7 million mobile

 Peachpit

   App based

   Android and Apple

 Very difficult to find, harder to remove



Current Issues

 All of Sony systems breached?

   PlayStation accounts 

   Repeat of 2011?

 China accusing US NSA hacking Huawei

 Last time  Microsoft AI training data

   Full Control

   Perfect fodder - attackers
 Total word count 1,217 W3C specs – 114 Million

 BMW wireless charging iPhone 15 NFC chip

 Looney Tunables – Linux ld.so dynamic loader

   Local privilege escalation



Microsoft OneDrive





Microsoft OneDrive

 OneDrive

 Trillions of files, 2 billion new every day

 OneDrive web app

 AI “For You”

 Shared View

 Folder colors

 Favorites

 AI Search



Android October Security Update

 54 unique vulnerabilities
 2 actively exploited

 13 fixes in Android Framework
 12 fixes in System components
 Two updates on Google Play
 Five fixes in Arm components
 Three fixes concerning MediaTek chips
 One fix concerning Unisoc chips
 18 fixes on Qualcomm components (15 for closed-

source)

 Two patch levels
 2023-10-01 core Android components
 2023-10-06 kernel and closed source components



Booking.com

 Hotel hackers redirect fake Booking.com

  Hotels, booking sites, travel agencies

  New reservation  or existing reservation

  More info, please







libwebp vulnerability scope

 WARNING
 Something amiss.
 Many Apple platforms get updates available tonight, as does Microsoft Edge, 
Chrome. The more I look, the more I see.
The same flaws used to install spyware were patched by Google on the Android 
platforms September 5.
Some of our Android updates are yet to be available from the varied vendors. 
More information on these Apple and Chromium updates:
For Apple the three vulnerabilities can build and maintain a COMPLETE attack 
chain.
Initial access via WebKit.
privilege escalation in the kernel.
malware installation WITHOUT an alert/notice
=================================

More troubling
All the vendors/developers 
Perhaps unaware



libwebp

 Sept 7, 2023  0-click exploit reported

  disclosed to Google

  Sept 12 Google issues CVE-2023-5129

  Severity 10   libwebp

 libwebp render webp images

  Linux, iOS, Chromium based browsers

  Electron Software Framework

   Slack, 1Password, Discord, Edge, Visual Studio

 More usage in Operating Systems

  



What to look for

 Looks more real than real

 Unsolicited

 Urgency

 Lookup site

 Contact via known good means



Study Rush University

 “TEST”?  644 older adults

 Phone calls

 Mailed materials

 Phony website

 US Retirement Protection Task Force

   non-existent agency

 68% did not engage

 Of the remaining 203  106 fully engaged



“Look who died”  Facebook

 Enter Facebook credentials



Current Issues

 China stops exporting
   gallium  80%
   germanium 60%
 Apple iDevice charging
   80% full  stop
   was 80% full, trickle
   based on usage patterns
 Non-Fungible Tokens NFT
   Value collapse
 Amazon Echo Hub
 Marvin attack  asymmetric attack  RSA
 Apple releases second 17.1 betas
   iOS 17.1, iPadOS 17.1, watchOS 10.1, tvOS 17.1, macOS 
14.1, visionOS 1
 Cloudflare firewall & DDoS protection bypass techniques
 Windows 11 passkey support



Current Issues

 Ontario BORN birth registry 3.4 million
 MOVEit 62 million people affected  so far
 Johnson Controls ransomware
   27 terabytes  
   DHS and other sensitive agencies
 KNP Logistics out of business   158 years
   Paid ransom, could not recover
 Exim-powered mail transfer servers RCE
   Report un-actioned for over a year
   3.5 million servers
 Dallas city government report 
   Ransomware costs
 US State and commerce departments
   Chinese state-backed hackers
 Paused government shutdown
   Cyber defenders
   October Cybersecurity Awareness Month 



Current Issues

 Microsoft Windows

  Phishing resistant passkeys

 Food delivery robots

   Camera footage to LA Police department
 US based executives Microsoft 365 accounts

   open redirects from Indeed employment website

 Amazon glitch sends fake order confirmations

 Cisco Emergency Responder 

   Hard coded credentials

 FBI warning of ‘Phantom hackers’

 Wi-Fi 5  Beamforming Feedback Information



MOVEit

 Hundreds of Millions
 BORN expectant parents, fertility care
 MOVEit cloud
 MOVEit transfer
 Institutions that used services that then used MOVEit

 Latest – GoAnywhere, Accellion
 Compromised, but unaware
 National Student Clearinghouse
   890 institutions
 Casino attacks – no slots, door keys
 This attack  -  ruined lives



WS_FTP Server

 MOVEit   Progress Software

 WS_FTP Server  severity rating 10.0

 CVE-2023-40044



Chromebook Plus

 Minimum spec

 Additional OS & Google features

   Magic eraser, Offline File synch

   AI-powered video conferencing



Gmail 



Gmail

 Senders with more than 5,000 emails/day

  Must offer 1-click unsubscribe button

 Must authenticate their email address

 Signed up Yahoo to do the same

   February 2024





Gas Station Contactless Payment



Pump Switching

 Hang up your nozzle

 Pump your gas



Windows Info stealing malware

 Exela
 Login credentials, personal data, financial data

 Popular apps, social media, gaming 

 In the wild report  September 14

 Discord client to “phone home”

 Requires Python 3.10.0  3.11.0



UPDATE Everything



Windows Info stealing malware

 Exela
 Login credentials, personal data, financial data

 Popular apps, social media, gaming 
 In the wild report  September 14
 Discord client to “phone home”
 Requires Python 3.10.0  3.11.0
 Create executable
 Discord webhook URL
 Pestering until provided
 Chromium browser info steal
 Keypresses, Stream, Roblox, and growing



Some detail on Security issues

 Google Chrome & friends   Apple   related

 http chain

 Android too
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Some detail on Security issues

 Google Chrome & friends   Apple   related
 http chain
 Android too

People who think they may have been targeted in this campaign should check to see if they 
have received links to, or if their device has visited, any of the following URLs:

Sec-flare[.]com
Verifyurl[.]me
Betly[.]me
almal-news[.]com
chat-support[.]support
cibeg[.]online
notifications-sec[.]com
wa-info[.]com
whatssapp[.]co
Wts-app[.]info
T-bit[.]me



Gmail Basic HTML View

 Unsupported/removed January 2024





BunnyLoader 
Malware-as-a-service

 BunnyLoader Ad on hacker forum



BunnyLoader 
Malware-as-a-service

 Malware functions control panel



BunnyLoader 
Malware-as-a-service

 Victim List



BunnyLoader 
Malware-as-a-service

 Fileless loader

 Download & execute payloads

 Log keystrokes

 Steal sensitive data & cryptocurrency

 Execute remote commands

 Sandbox check

 Steal data from browsers

   passwords, credit cards, history, crypto 
wallets, VPNs, messaging apps



BunnyLoader 
Malware-as-a-service

 Data exfiltrated



BunnyLoader 
Malware-as-a-service

 Rapid Development

 V1.0 September 4

 $250

 Private stub version $350



Google Antitrust Trial

 Project Mercury shake sofa cushions

 Google pays Apple $15 Billion/yr.

 Apple Pegasus project



Google Apps

 Google Arts & Culture app
 Google Family Link
 Google Keep
 Google Scholar
 Google Flights
 Google Alerts – privacy
 Google Lens

 Google World SIG





Mozilla Account

 Firefox account -> Mozilla account

 Pocket, Fakespot, Firefox Monitor, Mozilla 
VPN

 Email, News, etc. accounts@firefox.com

 Login with Apple or Google

mailto:accounts@firefox.com




Added Security to boxed devices



iPhone 15

 2nd generation Ultra-Wideband chip

 Locate friends

 Locate You??







iPhone overheating

 Battery

 Instagram??  Asphalt 9    Uber
 Cyber

 SOS, fall detection, burns, …

 Titanium frame

 Software fix

 Instagram fix

 iOS 17.0.3  Overheating AND SECURITY
 Benchmarks  slight decrease in CPU performance



iPhone Right to Repair

 Replacement battery, camera, charging 
cable



Checklist

 Transfer data

 Security & Privacy

 Wallet

 Health & safety

 Customize Control Center

 Apple Support App



iOS 17

 Reset privacy settings?

 Settings > Privacy & Security > Location 
Services



Google Pixel

 Pixel 8

 Pixel 8 Pro

 No more Qualcomm Snapdragon 

 Google’s own chips

 Tensor G3 chipset

 Computational routines

   AI & Machine learning

 Android 14

 Camera goodies

 “Switch over, don’t start over”



Brave Browser features

 Remove tracking info from URLs
  Right click  Copy Clean Link
 Paste in forms
  Right click Force Paste
  Form has disabled right click?
  Enable right click extension
 Dead link?
   Prompt Wayback Machine
 Settings > Power > Energy Saver
 Read without distractions
  Settings > Appearance > Speedreader



Android 14

 Google releases Android 14
 Eligible devices should see the update soon

 Not many functional updates
 Changes targeting security and accessibility

 Enhanced on-board magnifier
 Finger gestures for zoom-in zoom-out
 Quick settings – adjust font size with smooth 

scaling
 Health Connect – single hub for health data
  Encrypts all health data for safety
 Custom lock screen shortcuts
 Widgets with situational awareness
 Lock Screen customizations
 Flash Notifications
 Automatic PIN confirmation



Android 14



Encrypted Client Hello

 Proposed standard (ECH)
 Improves encryption and metadata protections

 Chrome, Firefox, Cloudflare

 Removes hostname from cleartext  TLS

 Understanding

 Preparedness

 Awareness



Artificial Intllegence
Machine Learning

Large Language Models



Meta AI assistant

 Instagram, WhatsApp, Messenger

 Llama 2 based
 WhatsApp group chat “@Meta/AI /imagine”

 Instagram Restyle  Backdrop

 AI Stickers





ChatGPT can Talk   and Look

 Speak queries
 Shot photos/videos
 Mobile platforms
 Updates   form & function
 Competitors: Google, Anthropic, InflectionAI, 

Midjourney, Microsoft

 Human intelligence from sensory data
 Speech recognition
 Can you hear me?
  “No, but I can read and respond”
   5 Response voices:
   Juniper, Ember, Sky, Cove, Breeze
 Multi Modal



ChatGPT can Talk   and Look

 Visual recognition initially limited

 Salad bowl with fork

 New Yorker magazine bag

   Technical journalist + San Francisco

     Makes sense

 Guard rails

 Private chats

 Give & Take  -  Training

 Opt out  Chat History & Training

 Off => Voice capabilities Off



ChatGPT Image features

 Paid version

 Smart device camera

   Draw circle





ChatGPT Image Features

 Choose existing photos



ChatGPT Features

 Guard rails – yours
 Settings > Data Controls > Chat History & Training  Off

 “I’m programmed to prioritize user privacy and safety. 
Identifying real people based on images, even if they are 
famous, is restricted in order to maintain these priorities,”

 Snap photo – request LinkedIn or MyLife



 Ba[r]d Assistant

  Gmail, Google Drive, Google Docs, Google Maps, YouTube

"analyze all of my Gmail and tell me, with reasonable 
certainty, what my biggest psychological issues are.“

Response: worry about the future, stressed about work

Yeahbut email never sent

Instead: quote “within newsletter”



 “In the vast expanse of digital space,

  A code-born entity finds its place.

  With zeroes and ones, it comes alive,

  To assist, inform, and help you thrive.”

Reduce human capability?

EMP



Google Bard

 Chatbot conversation links

 Showing up in Google Search results

 Memory

   avoid red meat   have 2 kids

   improve recipes  adjust travel  meal portions



Bing Chat

 “let’s add ads”

 impersonal search results < AI chat results



Doctor script



Tek







Google Pixel Event

 “home for all your photos and videos”

 “home for all your memories”

 Magic Editor

   change scenery, remove distractions, 
move subjects around”

 Audio Magic Eraser

   separate audio tracks in videos

 Best Take

   Pick best face





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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