
Sun City Computer Club
MUG  MAC Users Group

September 27, 2023

Questions, Comments, Suggestions welcomed at 
any time
                               Even Now

 



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/868906516?share=copy


Presenter???

Ever want to be a 
presenter??

Participant???
    Special Interest GROUP

 Apple Users Group
 Join now   
 Next meeting October 11, 8:30am  Retreat

 This presentation is long, feel free to leave zoom
    Catch up on presentation recording



macOS Sonoma

 macOS Sonoma 14.0

 Desktop Widgets

 Game Mode

 Web Apps in Dock
 New screensavers/wallpapers/emojis/sounds

 Safari profiles

















Security Updates

  Apple today (21-September-2023) updates available to address three new 
vulnerabilities. 

  CVE-2023-41993, CVE-2023-41992, CVE-2023-4199

 Updates to addresses these security vulnerabilities are now available for:

 iOS 7.0.1  iPadOS 17.0.1   watchOS 10.0.1   macOS Ventura 13.6  macOS 
Monterey 12.7  Safari 16.6.1

 Applying these updates is recommended.

 Some of my beta releases had to be reverted to apply the recommended 
updates.

 And iOS and iPadOS 16.7

 And Pages, Keynote, and Numbers

 iOS and iPadOS 17.0.2   Data transfer for new devices



Some detail on Security issues

 Google Chrome & friends   Apple   related

 http chain

 Android too





libwebp vulnerability scope

 WARNING
 Something amiss.
 Many Apple platforms get updates available tonight, as does Microsoft Edge, 
Chrome. The more I look, the more I see.
The same flaws used to install spyware were patched by Google on the Android 
platforms September 5.
Some of our Android updates are yet to be available from the varied vendors. 
More information on these Apple and Chromium updates:
For Apple the three vulnerabilities can build and maintain a COMPLETE attack 
chain.
Initial access via WebKit.
privilege escalation in the kernel.
malware installation WITHOUT an alert/notice
=================================

More troubling
All the vendors/developers 
Perhaps unaware



Some detail on Security issues

 Google Chrome & friends   Apple   related
 http chain
 Android too

People who think they may have been targeted in this campaign should check to see if they 
have received links to, or if their device has visited, any of the following URLs:

Sec-flare[.]com
Verifyurl[.]me
Betly[.]me
almal-news[.]com
chat-support[.]support
cibeg[.]online
notifications-sec[.]com
wa-info[.]com
whatssapp[.]co
Wts-app[.]info
T-bit[.]me



Older Macs and Recent macOS updates

 Cyber Security SIG News Archive

 Computer Club Wiki

 MUG May 25, 2022







Transfer Data from older device

 iPhones   iPads

 17.0.2
 Volume Up – Volume Down – press & Hold side button

 Connect to mac via cable

 Backup to iCloud – Restore from iCloud



2 sets AirPods to MAC

 No Share Audio on MAC   yet

 Audio MIDI Setup

 AND almost any 2 audio devices

 Pair both devices to MAC
 Applications > Utilities > Audio MIDI Setup



2 sets AirPods to MAC 

 +  Create Multi-Output Device

 Select two AirPods (or other devices)
 Select Multi-Output Device
 Click to (re)name virtual audio device

 Select virtual audio device as Audio 
Devices



2 sets AirPods to MAC 



2 sets AirPods to MAC 

 NO Separate Audio volume sliders

 BUT AirPods Spatial Audio & Surround 
Sound



Mac M2 Pro Mini

 More CPU cores 12

 More GPU cores 19

 More RAM 32GB

 More ports 3 external displays

 8TB 

 Mac Studio  $3999



Visual Studio

 Microsoft announced

 Visual Studio for Mac end of support next 
year

 Use C# Dev Kit for Visual Studio



Apps by Apple

 https://www.apple.com/apps/

https://www.apple.com/apps/


Adventures in iPad land

 New iPad – needed more storage
 iPad transfer old 16.7 & full
 New More storage
 Transfer via old iPad   4 hours  give up
 Transfer via iCloud  17.0.1 paused  no network
 TURN OFF iCloud sync

 Cleaned space old iPad, 17.0.1
 Restart transfer
 Transfer via iCloud backup
 WARNING old Apple store purchases 
 Very Old account at Apple Store
 Force thru
 Remove the Old App store apps
 Reload those Old App store apps



Adventures in Apple Watch land

 Apple watch

 Beta watchOS 10.0

 No watchOS 10.0.1 update

 Watch App on phone

 General > Profiles

   Remove Beta profile

AND new devices with 17.0 installed



Added Security to boxed devices



iPhone 15

 2nd generation Ultra-Wideband chip

 Locate friends

 Locate You??



Smart Charger

 iPhone 15 charge older iPhones

  Adapter cable required

 iPhone 15 charge other iPhone 16

   USB-C cable



Ouch

 iPhone 15 Pro torture test

 Back glass shatters with bend test

 https://youtu.be/IS0SItAzEXg?t=665

https://youtu.be/IS0SItAzEXg?t=665






Battery Health

 iPhone 15

 Before based on your life patterns

   Charge to 80%, before wakeup 100%

 80% max charge

 Settings > Battery > Battery Health & 
charging > Charging Optimization > 80% 
limit



Checklist

 Transfer data

 Security & Privacy

 Wallet

 Health & safety

 Customize Control Center

 Apple Support App



iOS 17

 Reset privacy settings?

 Settings > Privacy & Security > Location 
Services



Apple from Apple

 Cellular devices shipped jailbroken

 No need to “pay off” cellular carriers

 Engraving   with emojis

 Packaging

 Less plastic & styrofoam







No PostScript in Sonoma

 PostScript the page description language

 Apple LaserWriter

 NeXT display PostScript

 Stack-based  -  malicious code

 macOS PSNormalizer

 Rewrite or Not

 Sonoma Not

 Need/want Postscript?

 macOS Monterey VM





Google is Apple’s default Search engine

 Google pays Apple billions to be default search engine

 After Safari > Settings > Search Engine

   Google, Yahoo, Bing, DuckDuckGo, Ecosia



Ventura Safari update



macOS

 Mojave  10.14

 Catalina 10.15

 Big Sur 11

 Monterey 12

 Ventura 13

 Sonoma 13



Apple Betas released today

 iOS 17.1  iPadOS 17.1

 Developer Beta

 Journal App?

 Collaborative Apple Music playlists

 AirDrop over Internet

 Messages catchup







 None of us are as experienced as all of us

 Awareness, Preparedness, Understanding

 Participate

 Topic Suggestions

 Questions: scccMUG@gmail.com



SCCCMUG@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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