
Sun City Computer Club
Cyber Security SIG

August 17, 2023

Questions, Comments, Suggestions welcomed at 
any time
                               Even Now

 



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/855512995?share=copy


 This presentation is LONG

    feel free to view the remainder on Vimeo

 Apple Users Group September 7  9:00am

   Retreat   Parking

 New SIGs

   Gaming

   Scams and Computer Security



Current Issues

 Black Hat 2023  August 5-10
 Defcon August 10-13
 Cyber attack U.K Electoral Commission
   40 million
   August 2021   Detected October 2022
   Disclosed August 2023
 Colorado public school students 2004-2020
   Investigations, BUT no meaningful privacy laws

   $375M  -  Identity theft enrollments
 Black Hat keynote  Ukraine & Us Cyber chiefs
 CISA investigation  Cloud Security
   Microsoft Azure   Master Keys   Vulnerability
   Microsoft hosted government email access
 Gilgo Beach murder case – forensics
   Cellular data    financial data



Current Issues

 TunnelCrack – most VPNs leak
 Black Hat FBI talk  DDoS networks
 Keyboards have memory, smarts, history, 

noise
 Vulnerabilities in casino card shufflers
 Prospect Medical Holdings attribution
 China hacked Japan sensitive defense 

networks (how did we know?)
 DEFCON hack the Sphere, several neon signs

 Rickroll
 NYT  Recreate song with brain waves
 Discord.io data breach
 Google Maps   Swipe Up    Not Tap



Google Search Generative Experience

 “understand and quickly find key points”

 “Generative AI is experimental. Quality 
and availability may vary.”

 “Abridgments and condensations of 
copyrighted material can be illegal as 
infringing derivatives if they supplant 
demand for the original,”



iOS 16   Fake Airplane Mode

 For persistence
 Cuts access except for attacker



Google Chrome Updates

 116.0.5845.97

 Google Password Manager

   New Look

   Across apps

   Check password safety

















Chrome Topics

 FLoC Federated Learning of Cohorts
 Tracking for Ads
 Topics API
 DoNotTrack – tracking
 Global Privacy Control – Privacy
 Topics Privacy forward -  non tracking
 Local to browser Topic
 349 topics
 Rolling 3 week “epochs”
 5 “random” topics to site query
 Resource intensive



Chrome Topics

 Chrome on track to shutdown 3rd party cookies   2024

 Multiple browsers   each fit for purpose





Instagram



USPS Informed Delivery

 An email of a neighbor's postal mail
 USPS Change of Address fraud
 Thief acquires name and address
 Change of Address via mail
   Not online, not in-person
   More authentication
 Access your mail at their address
 Financial statements
 Pharmacy delivery

 Got a change of address form?
 USPS should notify both ola and new address
  Contact local US Postal Inspection office
  1-877-876-2455



 You can encrypt ALMOST everything

 BUT your location

 And the location of everyone else

 Malware only gets better

  So do security responses



Firefox extension

 Multi-Account Containers

 Problem: A Google login logs in for ALL

 Customize containers

   Colors, names, icons



Consider your wallet/purse

 Passport
 Social Security Card
 Family Photos
 Financial details
 Items with address (except Drivers License)
 Address / Phone lists
 Irreplicable items
 Membership Cards
 Birth certificate
 Excess cash
 Old Receipts
 Excess credit/debit cards
 Spare Keys
 PIN & Password cheat sheets
 Blank checks







Hospital Cyber Attack

 Prospect Medical Holdings

 Based in California
 Sites in Texas, Connecticut, Rhode Island, Pennsylvania

 Digiheals



Google Chrome

 Version 115.0.5790.111

 Improved download tray



Google Chrome

 Version 115.0.5790.111

 Improved download tray

   Download notifications moved 

   Animated ring as downloads progress

   See all downloads given 24-hour period

   Smarter downloads  

 Smarter searching

   Related to this page 



Google Chrome

 Online Trends  (Android)



Google Chrome

 Expand Touch to Search Options



Android malware

 Credential theft via OCR
 CherryBlos
 Recognize then steal credentials stored on 

screen
 Overlay recognized screens:
   Binance and other crypto currencies
   Withdrawals replaced wallet addresses
   Safeguards for screenshots bypassed
    Accessibility functions
    Auto click “Allow”



Android & Bluetooth trackers

 New Safety tool from Google

 Apple AirTags

 Google & Apple teamed for standards

 Android 11 and older

   Personal Safety

 Android 12 and later

  Safety & Emergency

Unknown tracker alerts









Android & Bluetooth trackers

 Currently only Apple AirTags



Android & Bluetooth trackers

 Tap on-screen Play Sound to locate device

 Advice on what-to-do-next



OneDrive flaw

 OneDrive  Microsoft cloud storage
 OneDrive App  
  File Explorer folder  OneDrive
  OneDrive App synchs files with OneDrive
  OneDrive App stores logs in single directory

  Those logs contain session tokens
  Session tokens used to create junctions
  Those junctions create access outside OneDrive
  Target end point
  Encrypt those files  
  Ransomware
   Target now contains encrypted backups of encrypted files
  Endpoint detection does not detect sanctioned OneDrive 
App
  Malware first  OneDrive App second



Smart Device Hidden Camera Detection

 Electromagnetic fields

 Light reflection from camera lens

 Detect Infrared

 Bluetooth

 Wi-Fi

  

Physical detection:

Smoke detectors, night lights, clocks, 
stuffed toys, books, 



Keystroke Acoustic attack

 Deep learning model

 95% accuracy  (using zoom  93%)

 Zoom Chat (text typed and sound)



Current Issues

 Cloudzy – cloud hosting company
  registered in Wyoming
  Iranian based hosts
  Assisted 17 government hacking groups
 Multiple Chinese APT groups 
   Planted beachheads
   NYT report  US military bases 
    Critical infrastructures   air gaped
    Guam telecommunications systems
 Pentagon investigation
   Engineer in Tennessee    Critical compromise
   17 Air Force facilities   stolen radio equipment
     potentially FBI
 In use SSD then encrypt?



Current Issues

 BeyondTrust
   US company   privileged identity management
    Vulnerability  CVSS 10.0
    unauthenticated attacker inject commands
    NO PASSWORD or Credentials required
    Disclosure behind paywall

 US inter-agency intelligence fusion center
   NYPD   Flipper Zero   
 US Senate  bill to allow marijuana users 
   Security clearance
 Cannon printers
   Factory reset does NOT clear Wi-Fi settings
 OpenAI bankruptcy?
 Macs use as proxy exit nodes increasing



Current Issues

 AI Incident Database
   Indexing harms and near harms of AI
https://incidentdatabase.ai/
 Worldcoin – scan your iris for cryptocurrency

 LetMeSpy  Android spying app
   Shutdown -  cyber attack deleted all its data

 Newer infection avoidance techniques
  File extension rename   appending
  Inflate size  past limits of detection
  Multiple programming languages
 ChromeOS update 115.0.5790.182
 WhatsApp testing AI-generated stickers

https://incidentdatabase.ai/




Comcast Xfinity Storm-Ready WiFi

 Cellular backup Internet

 WiFi extender

 Rechargeable battery   4 hour



Edge browser

 Save screenshot of every webpage

 View for history

 View for offline





Google Credential Manager
Android API



Google Credential Manager
Android API

 Web sites support

 Beta testing other password managers

 Android 14



Multiple    Multiple    Multiple

  any entity who is able to obtain access, 
even transient access, to your eMail flow

  obtains unfettered access to your entire     
online life



Gmail Enhanced Security

 “improve your security in Google Chrome 
and Gmail when you're signed in,” 
“temporarily associates” this information 
with your Google account to help protect 
across Google apps.

 May 2020





Google Chrome Ad control

 Extensions
 Settings

 Privacy and security > Site Settings

   Content > Additional context settings



Google Chrome Ad Control



Google Messages 

 Now (August 8) End-to-End encryption
 Android <-> Android
 Now the default
 Includes group chats

BUT NOT iMessage
   even 1 iMessage user turns off encryption
 Rich Communications Services (RCS)
 Check RCS in Settings

 WhatsApp, Signal, Telegram, iMessage



Financial Institutions fined
Using iMessage and Signal

 $549 million

 1934 Securities Exchange Act

 Self-report, cooperate, remediate



WhatsApp 

 Screen Sharing 



WhatsApp Screen Sharing



WhatsApp

 Screen Lock

   Conversations behind locked screen

 MFA 2-step Authentication

   6-digit pin

 Security Notifications



NRO Anti-Scam

 Latest Anti-fraud Alert

 Voice Scams

 By now you have probably seen news reports of the new improved version of grandparent scams. 
In the older version, you got a call from someone claiming to be your grandchild, telling you about 
an emergency and why they needed you to send money asap. The caller’s voice was probably 
muffled, and the caller might have explained that away by saying, for example, that his or her 
nose was broken in “the accident.”

 Those were scary enough. Now though, scammers are using AI to do voice cloning. Now the caller 
can sound EXACTLY like your grandchild or other relative or friend. Some writers suggest that you 
and your grandchildren agree on a password or passphrase now, so that if you receive a call about 
an emergency, you can ask for the password or passphrase.

 Voice cloning raises another problem as well. Scammers can also obtain a recording of your voice, 
simply by getting you to talk on the phone.  Unfortunately, AI voice cloning is now good enough to 
fool voice recognition systems.  Recent articles say that for a few dollars, anyone with an internet 
connection and a recording of another person’s voice can synthesize that voice in a few minutes. 
So, if you use voice recognition as part of your authentication process for accessing any of your 
financial or other important accounts, you should consider using or adding a different factor.

 More scams targeting seniors start with a phone call than any other method. If you need yet 
another reason to stop answering phone calls from people you do not know, remember that the 
stranger calling you may be recording your voice.



Current Issues

 Google Chrome to release weekly updates
   Was 15 days
 Executive order to limit investments
   China sectors
   semiconductors & microelectronics
   quantum information technologies
   certain artificial intelligence
 NightOwl app enables Users to share internet traffic by 

modifying their device’s network settings to be used as a 
gateway for internet traffic. Additionally, the User’s device acts 
as a gateway for NightOwl app’s Clients, including companies 
that specialize in web and market research, SEO, brand 
protection, content delivery, cybersecurity, etc. systems

 NightOwl  Mac app   Now malicious



AI Cyber Challenge

 AIxCC
 Biden administration  August 9, 2023
 Major 2-year competition
 DARPA led
 Major collaborators
 $20M in prizes/awards
 Qualifying event Spring 2024
 Top teams DEF CON 2024
 Final phase DEF CON 2025
 Winning codes implemented “right away”
 Executive order -  legislation 
   Help America lead the way in responsible AI 
innovation



Amazon AI Reviews summarizer

 Large numbers of reviews

 Read reviews that mention

 Amazon mobile app





GPTbot

 Threat to source content

 Self sabotage?

 CCBot  





Global Privacy Control

 Firefox, Brave, DuckDuckGo browsers

 May 5, 2022 Cyber Security SIG

 GPC mechanism to inform sites:

   Respect your privacy rights

   Not to be tracked

   Data Not sold

https://globalprivacycontrol.org/

https://globalprivacycontrol.org/


Global Privacy Control

 Control??





TechCrunch

 Online news   High Tech & Startup

 Acquired by AOL  2010

 Verizon purchased AOL & Yahoo 2015

 2012 Verizon sold AOL, Yahoo, 
TechCrunch to Apollo Global Management

   Yahoo! Inc





Review of Review 

 After link to TechCrunch
 Black overlay
   lower quality experience

    blocking certain editorial content

    third-party ads

  To enhance your Yahoo experience, allow us to share 
and sell your personal information.

This includes technical identifiers
https://legal.yahoo.com/us/en/yah
oo/privacy/technical-
identifiers/index.html

https://legal.yahoo.com/us/en/yahoo/privacy/technical-identifiers/index.html
https://legal.yahoo.com/us/en/yahoo/privacy/technical-identifiers/index.html
https://legal.yahoo.com/us/en/yahoo/privacy/technical-identifiers/index.html


Global Privacy Control

 Identifiers => You, Family, coworkers, …

 Yeahbut  I use Do Not track

 Do Not Track >> More trackable

 Privacy laws

 California Consumer Privacy Act

 California Privacy Rights Act

 Nevada, Utah, Colorado, Virginia, 
Connecticut

 GPC privacy    DNT tracking



Global Privacy Control 

 Browser Test

https://globalprivacycontrol.org/orgs

https://globalprivacycontrol.org/orgs


SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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