Windows SIG

April 11, 2023
Questions, Comments, Suggestions welcomed at
any time
Even Now
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Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the chartered
club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

iDevices

Topic Suggestions - plea(se)

Your suggestions future presentations
In person meetings



https://vimeo.com/816701343

Ever want to be a
presenter??




114 Vulnerabilities
/ Critical

1 Actively exploited
Max CVSS 9.8




Windows Update

m Updates available
U Last checked: Today, 12:04 PM

Windows Malicious Software Removal Tool x64 - v5.112 (KB890830)
2023-04 Cumulative Update for Windows 11 Version 22H2 for x64-based Systems (KB5025239)

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.387.695.0)




Windows Update

~ | Updates available
™~ | Last checked: Today, 12:06 PM

Windows Malicious Software Removal Tool x64 - v5.112
(KB890830)
Status: Pending install

2023-04 Cumulative Update for Windows 10 Version 22H2 for
xb4-based Systems (KB5025221)
Status: Downloading - 66%




Windows Update > Advanced options

O Receive updates for other Microsoft products
Get Microsoft Office and other updates together with Windows updates

Get me up to date
Restart as soon as possible (even during active hours) to finish updating, and notify me
restarting so | can make sure this device is on and plugged in

Download updates over metered connections
Data charges may apply

Motify me when a restart is required to finish updating
Show notification when your device requires a restart o finish updating

Active hours
We won't restart your device during these hours

15 minutes before

Currently 6:00 AM to 12:00 AM




(n) Home
D New

= Open

Info
Save
Save As
Print

Share

Account

More...

Account

User Information

o John Jenkinson

Sign out
Switch account

Account Privacy

| Manage Settings

Office Background:

|. Circles and Stripes

Office Theme:

|. Use systern setting

Connected Services:
& OneDrive - Personal

| Add a service v |

Product Information

B Microsoft

Subscription Product for jenkinsonj
Microsoft 365

This product contains

A | Office Updates
I:J Updates are automatically downloaded and installed.
Update
Options ~

| Office Insider
0 Join the Office Insider program and get early access to new releases of Office.

Office
Insider ~




Microsoft Store

Microsoft
Solitaire
8 Collection

T
a9

» }:R , ui
¥ LA

Gaming
D
5

fovies & T

' Free to Stream; "
Free to Play

Top free apps

Questions from Last Time




Search apps, games, movies, and more

a
N
Home Library

EB Updates & downloads (1)

Get updates Update all
Movies & TV
Microsoft Corporation

Update available

Movies & TV

Messenger
Meta

Sort and filter ~




Depends




Full Disk encryption
Protects against disk separate from PC
Decryption keys stored on PC in Windows




Windows 10 21H2 June 13, 2023




Consider SSD replace

Consider C drive repartition
Copy License sticker/entitlement
Old PC?

Transfer files via OneDrive

https://www.microsoft.com/en-
us/windows/transferyour-data?r=1

Normal (time & date, TZ, etc.)

STOP - take Media Creation Tool backup
Windows Update(s)

Media Creation Tool backup #2

Task Manager Startup Tab Disable
Restart



https://www.microsoft.com/en-us/windows/transfer-your-data?r=1
https://www.microsoft.com/en-us/windows/transfer-your-data?r=1

Keep “old” disk as external just-in-case
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Wallet

Payment methods
My ofters
Passwords

| Crypto wallet

Satitfied with web3 walet? b §2

Crypto wallet

Your cryptocurrency
$ 0.00
+SO.000«0.00M

No tokens yet

Whian you purchass crypto, they'¥ appaar hate 50 you can track and manage your assets

Connected dApps

Go and explore

With your pernmession. dApps decentralized apps) can hedp you make the

mast of vour wallet on \Web3

e =

# Ethereum Mainaet . 0. 1980

Watchlist

9 Ethereum
ETH

Dai Stablecom

@ &

97323
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$100 _




Future?

Feature?

Hardware wallet please

Non-custodial

“loss of funds will not be reimbursed”
Password & trusted recovery method




Edge Bing.com/chat

a ™ o Bing Al - Search x + - [ x
L @ M (*)  https://www.bing.com/search?q=Bing +Al&showcony=1 A T8 0 = & oo b)
~
B Microsoft Bing Q SEARCH £ crar User 2 230 @ 0
picky toddler who only eats orange- oA, : i
selling pet vacuums?" space In the volce of a pirate”
colored food?" 90 P P
Let's learn together. Bing is powered by Al, so surprises and mistakes are possible. Make sure to
check the facts, and share feedback so we can learn and improve!
Terms of Use  Privacy Statement
Choose a conversation style | Freview
More Mare Mare
Creative Balanced Precise
”a'l New topic (=) Ask me anything..
0/2000 e

M feedback | o

ing Chat 3

.Y




Chat Style

Creative — more freedom
Balanced - more neutral
Precise — more accurately
2000-character input
Stop Responding
Follow-up

Hover over content to reveal source

Provide feedback — thumb up/down
New Topic
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Command Prompt
App

Open

Run as administrator

Open file location

Pin to Start

Pin to taskbar




Administrator: Command Prompt

not supported on this system.

C:\>het helpmsg

Unable to abort




Commanc Promot

Microsoft

(c) Micros

certutil




Wl Even Viewes

Fle Acten View Help
&% m @

N Evont Viewss (Local)

v g Custom Views
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» System File Checker SFC

Check integrity of protected system files
-

AAN\S WS ¥ 3§
Then What?




» Deployment Image Servicing and Management
DISM

Microsoft Windows [Version 18.8.22621.1413]
)} Microsoft Corporation. All rights reserved.

l:: C )I

C:\Windows\System22>dism

Deployment Image Servicing and Management tool
Version: 18.6.22621.1

DISM.exe [dism_options] {Imaging command} [<Imaging_ arguments> ]
DISM.exe {/Image:<path_to offline_ image> SOnline} [dism options]
{servicing command} [<servicing_arguments>]

DESCRIPTION:

DISM enumerates, installs, wninstalls, configures, and updates features
and packages in Windows images. The commands that are available depend
on the image being serviced and whether the image is offline or running.

FFU COMMANDS :

SCapture-Ffu Captures a physical disk image into a new FFU file.

SApply-Ffu Applies an .ffu image.

SSplit-Ffu Splits an existing .ffu file into multiple read-only
split FFU files.

SOptimize-Ffu Optimizes a FFU file so that it can be applied to storage
of a different size.

Then What?




‘ B Administrator: Command Prompt

Microsoft Windows [Version 10.0.25136.1000]
(¢) Microsoft Corporation. All rights reserved.

C:\Windows\System32:DISM /Online /Cleanup-Image /ScanHealth

Deployment Image Servicing and Management tool
Version: 10.6.25136.1000

Image Version: 10.0.25136.1000

] No component store corruption detected.

The operation completed successfully.

C:\Windows\System32>




@mentions

Create, assign, track tasks
Add hyperlinks into comments
Insert images into cells




Improved load times & game performance
NVMe SSD and DirectX 12 graphics card
Enabled by default

Windows + G => Xbox Game Bar

Gear icon > Gaming features

Direct Storage
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o Create content with Copilot

draft a proposal from yesterday’'s B | meeting notes|

% 0




Edge browser

most any OS

ople Linux ChromeOS Android
ndated a lot

Pushy A LOT




Image Creator
Drop

Edit Image
Efficiency Mode




word online - Search x 2 Word | Microsoft 365 w" Document 16.docx - Microsoft

) ! onedrnive. live.com

Document 16 - Saved to OneDrive ~ < Image Creator

Home Insert Layout

Flv & B U

b Bing Image Creator

Al revolution

Created with Al




Frequently
asked 5o

What is Image Creator? @

How do | use Image @

Creator?

Is there a waiting list to @
use Image Creator?

What languages are @
supported?

How do | create better @
prompts?

How do Microsoft @

Rewards work with
Image Creator?

What if | have other @

questions about Image
Creator?




a photo of a sleeping lion in a room with blue flower wallpaper and gold curtains

Explore ideas  Creations

Created with Al




word online - Search * 2 Word | Microsoft 365 w  Document 16.docx - Microsoft *

onedrive. live.com

Document 16 - Saved to OneDrive ~ Drop C)

Home Insert Layout

To send your first file or note, select the &
button or type in the message box below.

+

@

Or drag and drop files here to select them
faster.

“

New file




Windows 11/10 Tips, Tricks, Helr X | [5] New tab

O G;] [il https://www [j Open link in new tab

SOONE LOMIEE ) v CNNn el 3 -~ ~

TARLEM S e W Open link in new window
Comslassing thccasterkosgrt

Ixtermtre sprcar wha ¢ovdr 2o

SONERN AT TR pad a0 e £
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ps o Open link in InPrivate window
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et s Create QR Code for this image
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e hr Cvaeel

"Y% 202
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= Send link to your devices

Save link as

Do you want to downlc¢ Copy link
external content — Outl

Open image in new tab

B | TheWindowsClub‘1

Save image as
~ .
Copy image

Copy image link

Edit image




Browser Essentials

Monitor performance and security

[ m] Swnkey Beta Qets Bing Chatwil x4 — () Yy

“— > WAAW W N " i lew . -ty al y i 1 ! C . o= @& o G - 2

D

‘:) Neowin o e Q Lo Browser essentlals e WX

Performance

SwiftKey Beta gets Bing Chat with the

A Save Dattery with eMiclency mods L ]

9 None of your taks are sleeping ywt

i 2O R ¢

Ve
Test Windows 11 ARM on x867 (7) Browser performance Healtt
+
' 1y
: r Safety
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Dangerous downicedi blocked
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START NOW
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But wait, there is more ...




Block autoplay videos
edge://settings/content/mediaAutoplay




() Added security | hitps//www.thurrott com

Search the web

Recent Stories D)

View all articles (3)
Google Releases Nearby

Share Beta for Windows
Google Suddenly Limits Drive to 5

Million Files Per User

B ted o0 Ape 01, 2023 by Pauld Thurrott in Clou! Google

Woih 4 Comments

* R

5 Reasons to Try
confirmed that it has siléntiyinstituted 3.5 ' Microsoft Teams 2.0.
file limitin Drive, even for those Whio pays )

* R

Ask Pauk: March 31
(Premium)

Wekome to
Currently on Forums

. The root of all evil; Incentives . [CLOSED] Ask Paul for this Friday, March 31
Turbolax-Ad

. Which retadler type do you start your tech buying? . From the Editor’s Desk for Monday, March 27

2580 o Qu g ©

lit Window




Evolved Widgets Board

- (=]
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Settings

Cherie Yang Windows Update

Cherie_Yang@outlook.com
m You're up to date

u Last checked: Today, 6:45 PM

Find a setting

System

Check for updates

Bluetooth & devices
Get the latest updates as soon as they're available
Be among the first to get the latest non-security updates, fixes { imptovements as they roll out

Network & internet

Personalization

Learn more

on @D

Pause updates
Apps

Accounts )
Update history
Time & language
Gaming Advanced options
Delivery optimization, optional

Accessibility

@ Windows Insider Program

aet praview bullds of Windows to shate feodback on new festure

Privacy & security
| @ Windows Update

%) Windows Update is committed to helping reduce carbon emissions. Learn more

a Get help

&7 Give feedback

Windows Future

Pause for 1 week




Enhanced Phishing Protection

Microsoft Defender SmartScreen

Print Screen key PrtSc - Snipping Tool
Google Nearby Share Windows PC Beta




Microsoft Store Install

System Properties > Advanced > Startup
and Recovery > Write debugging
information > Complete memory dump

t {8+ Control Panel » All Control Panel tems » System

System startup

Control Panel Home View bassein " b Default operating system:
1ew basic information about your computer ~

# Device Manager Windows edition (] Time to display kst of operating systems:

y [ Time to display recovery options when needed:
& Remote settings Windows 8 Pro

QTR © 2012 Microsoft Corporation. All nights reserved.
System fadure

[&] wirite an event to the system log
(] Automatically restart

Advanced system settings Get more features with a new edition of Windows

System

Rating: System rating is not available
Processor: Intel(R) Core(TM) i7-3610QM CPU @
Installed memory (RAM): 8,00 GB (7,90 GB usable)

System type: 64-bit Operating System, xbd-based p|
Pen and Touch: Limited Touch Support with 10 Touc!




WinDBG > Open Dump File
Analyze Call Stack
Identify crash cause

https://www.msn.com/en-
us/news/technology/Rew-to-troubleshoot-
common-windowsS=#88Issues-with-windbg



https://www.msn.com/en-us/news/technology/how-to-troubleshoot-common-windows-10-issues-with-windbg
https://www.msn.com/en-us/news/technology/how-to-troubleshoot-common-windows-10-issues-with-windbg
https://www.msn.com/en-us/news/technology/how-to-troubleshoot-common-windows-10-issues-with-windbg

Avoid VM or Dual boot

WSL 2

Access Linux Tools and utilities

Better performance - dedicated Linux kernel
Simple Setup

Integration with Windows

Enhanced Docker integration

Visual Studio Code

https://www.msn.Com/en=
us/news/technology/how=to-set-up-vs-code-
with-wsl-2-on-windows-10-and-11



https://www.msn.com/en-us/news/technology/how-to-set-up-vs-code-with-wsl-2-on-windows-10-and-11
https://www.msn.com/en-us/news/technology/how-to-set-up-vs-code-with-wsl-2-on-windows-10-and-11
https://www.msn.com/en-us/news/technology/how-to-set-up-vs-code-with-wsl-2-on-windows-10-and-11

Include cell video in email
OneDrive




Registry Preview

; temp.reg - Registry Preview

f
a Open file... Save file [E:S Save file as... (@) editfile...

| Windows Registry Editor Version 5.00

; Turns off caps lock
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Cont
"Scancode Map"=hex:00,00,00,00,00,00,00,00,02,00,

: DOSKEY
[HKEY_CURRENT_USER\Software\Microsoft\Command Pro
"AutoRun"="%SystemDrive%\\Utils\\autorun.cmd"

; Hide icons © means show everything; 1 means aut
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Cur
"EnableAutoTray"=dword:00000001

; Explorer, LaunchTo 1 is This PC, 2 is Home
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Cur
"Hidden"=dword: 00000001

"HideFileExt"=dword: 00000000

"LaunchTo"=dword: 00000002
"AutoCheckSelect"=dword: 00000000
"NavPaneExpandToCurrentFolder"=dword: 00000001
"DontUsePowerShellOnWinX"=dword: 00000001

G Reload from file (® Write to Registry... $o8

HKEY_LOCAL_MACHINE
SYSTEM
CurrentControlSet
Control
Keyboard Layout

HKEY_CURRENT_USER

Name Type
] Hidden REG_DWORD
%] HideFileExt REG_DWORD
#4] LaunchTo REG_DWORD
1] AutoCheckSelect REG_DWORD

91 NaviDanaBvmanAdTAMirrant  REA MA/NADRN

Value

00000001
00000000
00000002

00000000

nnnnnnnN




ACCOUNT(S)
Local Account
Microsoft Account
ADMINISTRATOR

https://sccccyberblogspot.com/2017/01/ad
ministrator. html

https://sccccyberblogspot.com/2020/02/wi
ndows-10-local-account-administrator.html



https://sccccyber.blogspot.com/2017/01/administrator.html
https://sccccyber.blogspot.com/2017/01/administrator.html
https://sccccyber.blogspot.com/2020/02/windows-10-local-account-administrator.html
https://sccccyber.blogspot.com/2020/02/windows-10-local-account-administrator.html

BACKUP Media Creation Tool

De-Bloat
Manual Add or remove programs

Reset A




Update Windows Apps .NET
Update

Update

Setup Recovery

Backup

Transfer files

Transfer Apps

Multiple Browsers
Backup old PC Remove Old Disk(s)




BitLocker
Other options




OneDrive or Cloud storage
File & Folder permissions
ACLs & SID e

m Administrators PWFSN4\Administrators)
m Domain Admins [LIYADYD omain Admins)
ﬁi Filestoreddmin_Staff [LIVAD\Filestoreddmin_Staff)

ews, Ally [allyson@liverpool. ac.uk)

racahnravn Inenanal framsmaharavnd@ilivad v a0 0k

" |

Permissions for Matthews, &lly Bllow Deny
Madify
Read & Execute
List Folder Contents
Read
Write
Special Permissions

For special permissions of for advanced settings.  Advanced I
click Advanced. —

Your Data




File Transfer Utility

External Drive

Restoring backup from old PC
Application specific files




365 Copilot
Microsoft Office




&4/ Task Manager [} — O X
File Options View
Processes Performance App history Startup Users Details Services
6% 68% 17% 0%
Name Status CPU | Memory Disk |  Network | Power usage
> Slack (6) 0.1% 1822 MB 0.1 MB/s 0Mbps Verylow
> ° Kotatogram Desktop 0% 31.2 MB 0 MB/s 0 Mbps Very low
> [l Phone Link (2) 03% 1003 MB 0 MB/s 0 Mbps  Very low
> ' EpicGamestauncher (7) 02% 4831 MB 0.1 MB/s 0 Mbps Very low
> @ A8 0.1% 54.1 MB 0 MB/s 0 Mbps  Very low
2 Adobe Content Synchronizer (32 bit) 0% 12.2 MB 0 MB/s 0 Mbps Very low
> .24 Service Host: DNS Client 0% 3.7 MB 0 MB/s 0 Mbps Very low
> ] Service Host: Windows Push Notifications System Service 0% 2.2 MB 0 MB/s 0 Mbps Very low
v I Microsoft Word (3) 0% 1348 MB 0 MB/s 0 Mbps  Very low
@ Document! - Word 0% 803 MB 0 MB/s 0 Mbps Very low
‘@ Artificial Intelligence (Al) Host for the Microsoft® Windows® Operat... 0% 9.6 MB 0 MB/s 0 Mbps  Very low
[®] Artificial Intelligence (Al) Host for the Microsoft® Windows® Operat.., 0% 449 MB 0 MB/s 0 Mbps Very low
> B Gaming Services (2) 0% 7.5 MB 0 MB/s 0 Mbps  Very low
(O Signal 0%  482MB 0 MB/s 0 Mbps Very low
4 Microsoft Windows Search Protocol Host 0% 1.3 MB 0 MB/s 0 Mbps Very low
> [ search 0% 0 MB 0 MB/s 0 Mbps Very low
B NVIDIA Share 0%  72MB  OMB/s  0Mbps \‘w =
< “‘.'-
! Fewer details End task




Processes Fo Run new task
Name Status
Apps (2)

v B' Microsoft Word (10)

Artificial Intelligence (Al) ...

Artificial Intelligence (Al) ...

[ Crashpad

8 Microsoft Word

[ WebView2 GPU Process

[l WebView2 Manager

il WebView?2 Utility: Networ...

[l WebView? Utility: Storage...

[l WebView?2 Spare Renderer  Efficiency...
E' WebView?2: https://uci.ed...  Efficiency...

> kM Task Manager

N2,
N2,

@ End task

35%
CPU

1.2%
0%
0%
0%

1.2%
0%
0%
0%
0%
0%
0%

13.4%

40%
Memory

207.6 MB

48.7 MB
8.3 MB
0.9 MB

94.8 MB
8.1 MB

21.1 MB
4.0 MB
2.7 MB
6.7 MB

12.3 MB

47.0 MB

1%
Disk

0 MB/s

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
CdlE /s

0.1 MB/s

Ne




Microsoft® Word for Microsoft 365 MSO (Version 2302
Build 16.0.16130.20332) 64-bit

Microsoft® Word for Microsoft 365 MSO (Version 2305
Build 16.0.16403.20000) 64-bit

Today

Microsoft® Word for Microsoft 365 MSO (Version 2305
Build 16.0.16407.20000) 64-bit




" OFFICE6

¢ 5 v A T Microsoft Office » root » vs > ProgramFilesCommonX64 » Microsoft Shared » OFFICE16 > v G Search OFFICE16

A

) @ John - Personal O Name Date modified Type Size

4 ADALPREVIOUSDLL 4/18/2021 11,06 PM Application extension
Woesktop  # aidll 2/14/2023 1:24 PM Application extension
4 Downloads # Tai 2/14/2023 1:24 PM Application
& Documents # W aimgr 211472023 124 PM Application
Rpicures  # | AirSpace Etwman 5/3/2021 4:56 PM MAN File

Bmsic  # ARWERDLL 1/12/2023 337 M Application extension
109 items




Word

Formatting, rewriting, improvement suggestions
Excel
Complex data




. Document1 - Saved v

File Home Insert Layout References Review View Help

\va"«,wm v!ﬂv'B 1 uvevAv-u : §v|bv|pv nl‘v V3

o Create content with Copilot

s

draft a proposal from yesterday’s @ | meeting notes|

% 0




~ - \ . " . -~ .
W' AutoSave (@ o g ) Document? - Mayank Parmar v 24

File Home Insert Draw Design Layout References Mailings Review View Help k ¢ Comments I Editing ~

Calibri (Body - - A 9 ( ) L & Dictate

. : y >
Styles  Editing | Copilot Wansaibe Editor

vizd | - : A Read Aloud

Clipboard & Paragraph G Styles & Voice Editor

What do you want to do (B...




W Autosave @ o) 5]

File Home Insert Draw

L)

Paste

Design

Calbn (Body

B

Clipboard 1§

Document?2

Layout

References

Mailings

Review

View

Iy

Styles

v

Help

(
Pt
7/

Editing

il

V

Copiiot

9 Yranscribe

Mayank Parmar

V4 Editing ¥

© Comments
»

» Dictate

Editor
A’ Read Aloud

Voice Editor

What do you want to do (B... V




W' AutoSave (@ of E:rh [ Document? - Mayank Parmar ¥

Filee Home Insert Draw Design Layout References Mailings Review View Help =k  Comments iEdmng-

v
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& q
Styles  Editing  Copilot Fanscribe Editor
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None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com
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