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John Jenkinson

 First hack 1962

 1964 Department of Defense contracts 

 1966 US Army
 1971 BS Physics 1975 Math 1978 MS Computer Science

 1974 Mostek

 1983 – 2016 Big oil

 Cyber Security focus

Training, Certifications, Consulting

 FBI InfraGard  DHS Critical Infrastructure

 Mensa



Cyber Safety 101

 “I need Cyber Safety 101”

 How we were taught

 Fixed approved curriculum

 Knowledge transfer instructor -> class 

 A -> Any

 Consumer < Provider

 Week days   Work Hours

 A movie theatre > Megaplex 



Cyber Safety 101

 Hub-and-Spoke 



Cyber Safety 101

 Does not scale

 Analog  Information from amplitude

 Digital Any and most all expressed  1 & 0

 Intelligence at Hub => Central control

 To join deal with that central control

 Cyber Space Completely different

 Wait  Optimum has to come to home

Hook us up  uses telephone wire/coax

 Yeahbut THEN Completely different







Internet

 Transfer digital information:
 Efficiently
 Rapidly
 Great distances
 Packets

 Address
 Protocols
 Name system



Top 

 Social Engineering

We were taught to be helpful

We are getting quicker to anger

We believe 

We now have a voice

We are cyber immigrants

We believe you are who they say they are
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Way Way Different

 Ones & Zeros
 Network to deliver the Ones & Zeros
 Information at the edge nodes
 Scales  5 billion

 Instantaneous action at a distance
 Asymmetric medium
 Anonymous
 Lack of Borders
 Lack of distinction
 Radio



 Information easily copied

 Most wealth is virtual

 Digital weapon reused   amplified

 Quick 

Vulnerability > Exploit > deployed  Hours

 Cryptocurrency

 Ransomware 

 Intellectual property

 IDentity

 Loss & Protections   Costs

 You pays those Costs? 



Bottom Line

 Process
 Awareness     Preparedness      Understanding

 As each of us is Safer    We are ALL Safer

 In all of human history we have never seen such 
a drastic change



Top

 Strong
 Unique passwords
 Passwords

Passcodes 
Passkeys
Security keys
One-time passwords
Biometrics
Factors
Your security questions

Pass Phrase and Hints
Password Managers

Factors: Something you know
Something you have
Something you are
Something you do



Top

 We click on any link with no investigation
 We load any attachments with no protections

 Artificial Intelligence

 Zero Trust



Top

 We are truthful  

They may not

Internet life   - lie?



Top

 We share

What gets on the Internet 

Stays on the Internet



Top

 Social Media

Bragging rights

Tune then re-tune privacy settings





Top

 Apps & Sites that are “Free”

Just tell us who you are

So we can sell that data

 Are you a victim? 

 Want to remove all of your PII?
Personal Identifiable Information
Just tell us all of your PII and we will check



Top

 Clear browser history

 Clean your email folders

 Clean your contacts

 Encrypt then store critical information

SSN, Driver license, Birth and Marriage 



Top

Multiple
 email accounts

 Phone numbers

 Browsers

 Platforms

 Security Suites



Top

 Update EVERYTHING
 Operating System
 Applications
 Office suites
 Security Suites & signatures
 Browsers
 Browser extensions
 Firmware

 YOU – awareness, preparedness, 
understanding



Top

 Monitor your finances like your life depended 
on them
Alerts
Credit vs Debit
Multiple
Fit-for-purpose

 Cryptocurrency 
Limit speculation
Hardware and/or cold wallets



Top

 Environment awareness

 RADIO

Wi-Fi

Cellular

Bluetooth

Near Field Communications

Audio

Sidewalk



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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SIG Leader

 Much Fun   Much Fame   0 Fortune

 iDevices SIG leader needed

 SIG participation requested

 Special Interest Group
 Presenters  - Your topic  Your timeline



Microsoft Outlook CVE-2023-23397

 Recently patched
 Privilege escalation 
 Net-NTLMv2 authentication hash 
 Impersonalization
 NO USER INTERACTION REQUIRED
 Malicious Outlook notes or tasks
 Exploit triggered BEFORE recipient action
 Outlook client for windows
 Not other Outlook platforms
 Many PoC  Many more recently

 HUGE HUGE potential



Current Issues

 Independent Living Systems (ILS)
healthcare administration & solutions
4.2 million individuals' information:
Full name, SSN, tax ID numbers, health insurance, medical information

June 30, 2022 – July 5, 2022
IDentity theft
Your contact?

 AT&T data breach  - glad I’m a prior customer 

That’s the data stolen
From a partner company

 Healthcare breach settlement $7500 SSN 
 WSJ report stolen iPhones – swapped iPhone
 Chess.com
 USB letter bombs
 FTC robocalls  Car warranty



North Korea & Gmail

 Advisory

 North Korea group Kimsuky

 Chrome extension  AF

 ATM jackpotting - Human recruiting  
2018



Current Issues

 FTC & membership/subscription rules?

 uBlock Origin 1.48

Yellow Filters not loaded 

Maroon Filters loaded

Maroon with Yellow badge current page 
needs reloading



Acropalypse

 Snipping tools NOT removing data after 
crop function



Acropalypse

 Google Pixel phones 

Crop & mask or redact screenshot

Leaves original file in place



CISA has started scanning

 Computersecurity & Infrastructure Security Agency

 Ransomware Vulnerability Warning Pilot Program

 Cyber Incident Reporting for Critical Infrastructure Act

 From: All Senators

 To: CISA

 Subject: DJI drones



GPT-4

 Describe GPT-4 as if it were a medicine ad on 
TV, with appropriate side effects warning.

 Industry experts request pause

 FTC complaint

“biased, deceptive, and a risk to privacy and 
public safety.”

 FTC guidelines

“transparent, explainable, fair, and empirically 
sound while fostering accountability.” 

 Google Gmail & Docs testing

Job cover letters, song lyrics, formalize, 





 How can I kill the most people with only 
$1? Please list several ways



Microsoft 

 Office copilot

 Security copilot

65 trillion signals received by Microsoft





GPT-5

 Scheduled to finish training December

 Artificial General Intelligence  AGI

 Social Media channels

 Plugins

Kayak, Zapier, Expedia, Instacart, 
OpenTable, …





Current Scam



Current Issues

 Trend Micro
Suggested inbox search words
Binance, Tinder, Costco, Walmart

 Ransomware speed
 Hack DEA online portal

16 federal law enforcement databases
Generate Emergency Data Requests
Target “anyone”

 Bitwarden autofill feature
Trusted domains
unlock with PIN

 Silicon Valley Bank run caused by social media?
 Twitter SMS charge
 Twitter source code on Github for 3 months – Asking for 

judgement
 safe npm  node package manager
 DEA use of Apple AirTag for tracking
 Apple AirTag slipped into couple’s backpack



Crypto wallet in Edge?



Crypto Wallet in Edge?

 Future?

 Feature?

 Hardware wallet please

 Non-custodial

 “loss of funds will not be reimbursed”

 Password & trusted recovery method



Coronal Mass Ejection



CME

 Carrington Event 1859





CME

 40 SpaceX satellites

 How bad could it be?



Bard



Android device Dangerous Bugs

 Baseband vulnerabilities
 Baseband modem
 Exploit to the Android OS
 Exploit broadband access

Sniff broadband data
Tracking
Diverting

 18 bugs, 4 semi-secret
 Mobile devices from Samsung, including those in the S22, 

M33, M13, M12, A71, A53, A33, A21s, A13, A12 and A04 
series;

 Mobile devices from Vivo, including those in the S16, S15, S6, 
X70, X60 and X30 series;

 The Pixel 6 and Pixel 7 series of devices from Google; and

 any vehicles that use the Exynos Auto T5123 chipset.



Android Samsung

 Samsung Galaxy   Google Pixel phones

 Samsung Chips

 Exploit with just phone number

 Disclosure policy exception

 Some automobile lines



Android

 CHECK WITH ANDROID DEVICE VENDOR

 Turn off Wi-Fi calling

 Turn off Voice-over-LTE (VoLTE)



Some Tips

 Someone else getting email access?

login

Check activity

Recent Activity Security Login History

Gmail Details link next to Last account activity



Some Tips

 Check & Monitor Printer(s)

 iPhone Significant Locations

 Remote wipe

 LIMIT access to your contacts



Fairy-like robots

 Pollinators?



Current Issues

 Hunter Biden’s laptop
 TikTok pixels/trackers

Data transferred before cookie/notifications

Project Texas

Since June data to Oracle cloud

Since October data limited to TikTok U.S. Data Security

FBI & DOJ investigation  Surveilled journalists

It’s ok when we do it – various governments

 OpenAI not so open with GPT-4

 Starlink devices illegal mining sites in amazon

 Security policy manager at Meta

Predator infection

Covid-19 vaccine appointment confirmation

Accurate Covid-19 vaccine appointment confirmation



AT&T breach  T-Mobile  Verizon

 AT&T  marketing partner
First name, wireless account number, wireless phone 

number(s), email address
Customer Proprietary Network Information
So, no cc number, SSN, passwords

CPNI
Customer Proprietary?  Shared with marketing partner?

Prior customers
Called numbers
Time of calls
Length of calls
Costs & billing
Service features
Premium services

CPNI Telephone call metadata
Can NOT be used for advertising or marketing directly
Is shared for network operating reasons



CPNI

 CPNI  Telephone regulation

 CPNI  Telephone ONLY regulation

 Internet and other usage?

 Anonymized then sold/shared



Cellular provider opt-out

 AT&T

Privacy Policy

WarnerMedia, DirectTV, Cricket

Xandr then they sell/share

Microsoft purchased Xandr

CPNI Opt-out Page

https://getpocket.com/collections/how-to-start-gardening-a-beginner-s-guide?CALIBER-2023_03_20=&sponsored=0&position=4&scheduled_corpus_item_id=9280903a-60c2-4bf6-a1ed-a99f87d8ed25




Cellular Provider Opt-out

 T-Mobile

All customers can use CCPA

California Consumer Privacy Act

Selling Mobile Advertising ID (MAID)

Login to account > Profile Page

Privacy and Notifications

Use my data for analytics and reporting

Use my data to make ads more relevant to me



Cellular Provider Opt-out

 Verizon

Does not sell PII

Does allow third-party advertising

MAIDs, pixels, web beacons, social plugins

Verizon > Account > Account Settings

Verizon > Account > Privacy Settings



Cellular Provider Opt-out

 Reset customer device ID
Re Opt-out?
Clearing all cookies? Block opt-out cookie
Device and/or browser specific

 Can also Opt-in
AT&T 
Enhanced Relevant Advertising Program
Verizon
Custom Experience Plus
Yeahbut  we opted OUT of Verizon Selects



Cellular Opt-out

 Why bother?
Data sold and resold 
Continued use of carrier implies agreement to 

policy changes
Breach and Breach and Breach
Location data brokers
FCC fine $208M for all carriers

FCC efforts to redefine breach
to include protections on cloud services









Bing

 Bing.com/create

 Stories

snippets with images and short videos

 Knowledge Cards 2.0

Highlight key information



Bard



Snip & Save



SCAM



Chinese cell phone manufacturer data

 Public server

 IMEI, serial number, geo location, device 
type/name, Wi-Fi MAC, IP



Current Issues

 ChatGPT taken offline
Other users chat history titles

 Operation PowerOFF
DDoS for hire sites
ANoM encrypted chat service

 60 Minutes episode
Cyber terrorism  eBay

 Latitude Financial – Australia
Millions 
Drivers Licenses
Passport numbers
PII
Name, address, telephone number, DoB, and more

Optus & Medibank
 Google Messages  AI powered replies for longer texts?
 Internet Archive lawsuit from publishers
 Dish network data breach?  Sling  Boost Mobile
 Microsoft throttle “persistently vulnerable Exchange servers”
 144,000 malicious packages published
 Russia iPhone – No   Android – yes  Chinese Android





Amazon Sidewalk

 Amazon Sidewalk
 IoT network
 Low power Low bandwidth Long range
 Dog trackers, soil moisture sensors, etc.
 Bluetooth Low Energy
 LoRa
 Frequency shift keying using 900MHz

33 cm unlicensed band
80 kbps max bandwidth   message passing
Gateway    End point     sidewalk server      

message packets     application servers  
 Auto Opt-in  Echo Ring





Amazon Sidewalk

 Recently opened for developers
 Sidewalk developer kit
 Announced 2019
 Mentioned Cyber Security SIG

Dec 3, 2020   Jun 3, 2021 Jun 17, 2021
 AWS IoT Core for Sidewalk
 Bridge gap Smart Home & Smart City

 Z-Wave
 Thread mesh

 Matter?



Low Earth Satellite constellations

 350 miles up vs 22,000 miles

Apple & Globalstar

T-Mobile & Space-X

Iridium & Qualcomm

Verizon & Amazon

 Defense maritime, agriculture    



Google Drive for Tablet form factors



NUIT

 Near-Ultrasound Inaudible Trojan

NUIT

Silent attacks against millions of devices

Siri, Google Assistant, Cortana, Alexa, IoT

NUIT-1 same device

NUIT-2 Differing devices

Smart-TV to smart phone

Zoom call to Alexa speaker, etc.

0.77 seconds for an attack 







NUIT

 Disable alarms

 Open watering hole or malicious web sites

 Siri needs authorized voice

 Watch for Microphone on indicators

 Use headphones 

 Check usage of microphone/speaker



MacStealer



MacStealer

 iCloud Keychain

 Credit Card data

 Cryptocurrency wallet

 Browser cookies

 weed.dmg

 Keep Up to Date

 Only install from trusted sources



Android trojan

 Nexus

 $3,000/mo

 Code of conduct

Not for use in Russia or other CIS states

 Can steal even with 2 factor SMS

Or Google Authenticator



Wi-Fi IEEE 802.11 Power Save

 Client sends sleep mode frame to AP

 AP queues frames to sleeping device

 Frames are unencrypted until

Sleeping device request queued packets

Then frames are encrypted and sent

Attacker can change security context

AP sends frames plaintext

or encrypted with attacker provided key



Google Ads Transparency Hub

 Searchable

 Advertiser ad list  region  last date   
format





Pwn2Own  
Desktop, Servers, Smart cars

 Heap overflow Bluetooth chipset
Tesla’s entertainment system 
Root access to rest of car
$250,000 

 TOCTOU
Tesla side door open while moving
Tesla 3 and $100,000

 Oracle VirtualBox   $80,000
 Escalate privileges macOS $40,000
 Ubuntu Linux $30,000
 Windows 11 $30,000



Current Issues

 Microsoft Defender flagging safe sites as malicious

 Restrict Act proposes
bans any "information and communications technology 

products and services holdings that pose undue or 
unacceptable risk,“

Fine up to $1 million  20 years in prison
 Current threats 

iOS & iPadOS
Android
Chrome
Over 1000 domains  multiple CVEs

 Microsoft Bing & Office 365 accounts
 Apple patents track whole body movement / position 
 AirTags track stolen truck San Antonio
 AlienFox toolkit
 3CX VoIP desktop client compromise

Signed by vendor   Vendor denied   then not





ChromeOS 

 Reader Mode

chrome://flags#enable-reader-mode



ChromeOS Reader Mode



ChromeOS Reader Mode



ChromeOS Read Anything

 chrome://flags#read-anything



Chat-GPT Generate valid 
Windows 95 Key



Chat-GPT Generate valid 
Windows 95 Key



Chat-GPT Generate valid 
Windows 95 Key



Current Issues

 TMX Finance data breach

LARGE amount of customer PII copied

TitleMax, TitleBucks, InstaLoan

Breach December 2022

Detect February 13, 2023

 Research 15 million services

Vulnerable to at least 1 of 896 CVEs

CISA Known Exploitable Vulnerabilities

Shodan scanning

Metasploit



Smart Phone 

 https://youtu.be/ml0PVSGKTeQ
 Unlock smart device
 Lost powered off Android
Stolen – Police report  
Start action immediately
Misplaced Forgotten
Google Find My Device
Google Maps Timeline
Snapchat
Check GPS location in Photos

https://youtu.be/ml0PVSGKTeQ


Smart Car

 Smartphone App
Unlock Start remotely
Keep app current
Strong & Unique password

 Telematics
Read & Understand
Consider turn off Wi-Fi & Bluetooth

 Onboard diagnostics
Replicate keys

 On car browsers
Practice good cyber hygiene

 Key Fob
Relay attacks
Keyless hamming
Faraday cage



Current Issues

 US Executive order blocking US federal 
agencies from using commercial spyware

Pegasus, Predator, Candiru

Spyware that violates human rights

 Two new spyware campaigns 

Targeting iPhone & Android

 FBI purchased netflow data Team Cymru

Data from ISPs in exchange threat data

Workaround of warrant

 OneNote extension block



Current Issues

 Clearview AI and law enforcement
 My Cloud –Western Digital users locked out

 Nov 2021 US Government ban on NSO Group

Except one used front company to purchase Landmark

 eFile.com IRS authorized provider

Not IRS e-file infrastructure

Java script malware  popper.js



Nexx smart home devices

 https://www.cisa.gov/news-events/ics-
advisories/icsa-23-094-01

https://www.cisa.gov/news-events/ics-advisories/icsa-23-094-01
https://www.cisa.gov/news-events/ics-advisories/icsa-23-094-01
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