Cyber Security SIG

January 19, 2023

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/790970311

Can’t remember your password?
PROBLEM SOLVED!!

Smallsize only 4.90
Lurge slze only $¥s5.90

A TN - ' |

At a local Post Office




Iteration count 200,101
or 5000 or 500 or1
Vault contents

Consider password manager for most uses
Pass Phrase with hint for financial

Language words seldom in random text

LastPass on new PC from HP
Windows 11 Home S

LastPass could not be easily removed until demoting S




Norton, Avast, Lifelock, Avira, AVG,
RepurationDefender, Ccleaner

Symantec

Gen Digital

6,450 Lifelock customers
Credential stuffing?

Lack of brute force protections?
December 1 start?
December 12 secure efforts




766320031548-#user order id <mhdexghkk3274@gmail.com> 8 & 7

We appreciate you GG osing Norton Services

PERIOD: ONE YEAR
ID FOR ORDER # W36H-956Y-H6Y3-T26N

REFERENCE ID# 703221456326521

AREA OF PLAN : Norton.secure
COST OF THE PLAN : § 323.59

DATE: THE 17th OF JANUARY 2023

Your computerised security plan has been reinstated for the ensuing term, the reqularly listed figure has been requlated for backing, and it'll be taken into account for your
records within the coming two times® business days. Given that Norton top excellence constantly costs®

Want any change in the plan? OR want to unsubscribe please get connected with us at +1 805 521 4886

Your cooperation is important valued.|

|




Easy to gain access to ANYONE's credit
report

“"Way to go, your score is highest yet!”




Control Center access disable while lockec
Why?

Thieves turn on Airplane Mode
Bypass lock screen




FacelD & Passcode
TouchID & Passcode

Control Center
Airplane Mode
Accessories
USB Drive
Wallet

8 ATE&T Wi-Fi =

11:49 PM

Control Center

«
«

Lock Screen Widgets
Live Activities

Siri

Reply with Message
Home Control

Wallet

Return Missed Calls

Accessories

Unlock iPhone to allow accessories to

& 90% -

< Touch ID & Passcode




Find My

Locate device on map

Play a sound to locate it

Display message on lock screen
Remotely erase all data on device

11:43

< Apple ID

Find My iPhone

My Location

Share My Location



Find My iPhone

€ Find My Find My iPhone

Find My WPhone

Find My network

Send Last Location




o ATET Wi-FIi 2 12:07 AM @ 90% .

{  Password & Security

Change Password

SIGN IN WITH APPLE

Apps Using Apple ID

Your Apple ID can be used to sign
in to apps and websites.

Two-Factor Authentic... On

Your trusted devices and phone
numbers are used to verify your
identity when signing in.

TRUSTED PHONE NUMBER Edit

+1907-346-0860

Trusted phone numbers are used
to verify your identity when




Does back tap for Flashlight still work?
yes




Reviver Rplates

GPS location

Access all user records

Change some text the plate displays
Fleet owner access

ey m——e = ?ﬁ
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Netcomm
Models NF20MESH, NF20, NL1902

Firmware older than R6B035
TP-Link WR710N-V1-151022, Archer-CV-V2-160201

user@kotr:~/projects/nc20$ ./pwn.py
[*] payload length: 4265
[*] bruteforcing aslr. this could take a while..

[*] ohhh? pwned? connecting..

BusyBox v1.30.1 (2022-07-16 10:30:38 CST) built-in shell (ash)
Enter 'help' for a list of built-in commands.

¢




NSA director to Congress

Renew surveillance powers

Foreign Intelligence Surveillance Act
due to expire end of this year

Section 702 2008 renewed 2018 + 6

2020 Congress let expire 3 provisions of
Patriot Act

IcedID malware:

Active Directory compromised in 24 hours
Fortinet FortiOS SSL-VPN

Infect government organizations

Tech hiring bubble now bursting




Recover and derive intelligence
from foreign signals

£ 5 | NSA
Signals Analyst e | Careers




Android TV box on Amazon

persistent sophisticated malware in firmware
T95 Android TV box

Microsoft retire MSDT

Microsoft Support Diagnostics Tool 2025
VLC multimedia player delivering malware
Poisoning search results

LastPass, Slack, CircleCI Insider
TrustCor CA

Chromium -> Rust

ShipManager attack 1,000 vessels
Montana proposes ban on electric vehicles
UK Royal Mail outage

Android 13 clipboard privacy change
SweepWizzard multi agency LE raids
MailChimp breach




Nissan data breach

Usernames, DoB, Nissan Motor Acceptance Number
Breach in June Disclosed 1/16/2023

New power, New team Bitzlato issue

Bitzlato cyber currency exchange

helps criminals with ransomware payments
National Cryptocurrency Enforcement Team

Announced formation October 2021
Fiscal 2021 Defense Authorization Law

PayPal sending thousands users credential stuffing
attacks notices 12/6/2022 - 12/8/2022

Investigation results posted 12/20/2022
Initial Access Brokers market booms




CYBER SECURITY SIG MEETING
NOTES

2023

January 5 Cyber Security SIG Presentation with audio @& View | X Download

To view, you will need Adobe Acrobat Reader.




Chrome
@ Google

< > C | @& googlecom

google.com X

@ Connection is secure 3
& Cookies 32inuse [A

& Site settings 2

Clear cookies per site




Chrome

Cookies in use

Allowed Blocked

The following cookies were set when you viewed this page

» google.com
» ags.google.com
» play.google.com

* www.google.com

Name no cookie selected
Content no cookie selected
Google 1fyired]

Domain no cookie selected

Path no cookie selected

Remove




Chrome
chrome://settings/cookies

Settings Q, Search settings

You and Google QO  Block third-party cookies

Autofill )

O Block all cookies (not recommended)
Privacy and security

Clear cookies and site data when you close all windows
Appearance When on, you'll also be signed out of Chrome

Search engine Send a "Do Not Track" request with your browsing traffic

Default browser :
Preload pages for faster browsing and searching

Preloads pages that Chrome thinks you might visit. To do this, Chrome may use cookies, if you allow

On startup
cookies, and may encrypt and send pages through Google to hide your identity from sites

Languages See all site data and permissions

Downloads
Customized behaviors
Accessibility

System
4 Sites that can always use cookies




Chrome

Settings Q, search settings

You and Google & All sites Q_ Search

Autofill
Sortby  Most visited
Privacy and security

Appearance Total storage used by sites: 2.1 GB Clear all data

Search engine google.com

273 MB - 48 cookies
Default browser

On startup

Languages
Downloads
Accessibility

System




Chrome

Settings Q, search settings

You and Google
Total storage used by sites: 2.1 GB Clear all data

Autofill

2 3 google.com
Privacy and security 4 273 MB - 48 cookies

Appearance
L G www.google.com 58.6 KB 1 cookie

Search engine
B docs.google.com 164 MB - 1 cookie

Default browser
Remove docs.google.com

mail.google.com 76.3 MB - 3 cookies
On startup

accounts.google.com 401 B 6 cookies
Languages

calendar.google.com 834 B - 3 cookies
Downloads

Accessibility chat.google.com 175 KB : 2 cookies

System chrome.google.com 39 B - 2 cookies

Reset and clean up
clients5.google.com 68 B




Chrome

Clear site data and permissions for mail.google.com and its installed
app?

e You'll be signed out of this site, including in open tabs

& Any offline data will be cleared




Firefox

X | +

O '8 https://www.google.com/?gws_rd=ssl

Site information for www.google.com

8 Connection secure

Clear cookies and site data... ’
T




Firefox

Removing Cookies and Site Data

@ Removing cookies and site data may log you out of websites. Are you sure
you want to remove cookies and site data for google.com?

Remove Cancel




Helpful <-> Harmful




Snowflake extension
Tor Bridges
Built-in
torproject.org
trusted source




Tor windows

Private window with Tor
Tor hides your IP address from the sites you visit.

Automatically redirect .onion sites
Brave will switch to the .onion version of a website when available, and automatically open
all .onion domains in a Tor window.

Volunteer to help others connect to the Tor network
Enable the Snowflake extension to allow users in censored countries to connect to the Tor
network via your network connection. Learn more

Use Bridges
Bridges help you access the Tor Network in places where Tor is blocked. Depending on
where you are located, one bridge may work better than others. Learn more




SNOWFLAKE
PROXIES




Peer-to-Peer network

WebRTC protocol
Automatically add ephemeral Tor Bridges

Your leanings may vary




Tuesday January 10, 2023
17 security fixes
Permission “chips” to address bar

Google Meet X Pizza near me

& - (C W Notallowed meet.google.com

Google Meet X Pizza near me

& > C a4 Alowed meet.google.com

Be quick
Chrome 109




More information about web sites
Make searches and browsing better

ra»D

(Y

Chrome 109




| Laptops, PCs. Deskiops, Tablet: X = =

| ¢ C O & lenovo.com/us/an/pe <% GOeBE»A0E¢
Lenovo LenovoPRO Small BusinessStorenvy  ® 6 ¥ R W o
® Aboutthispage =~

PC& PHONES SERVERS SMART SERVICES & SUPPORT What are you
TABLETS & DEVICES SOLUTIONS
—_— STORAGE

Students

Think

High performance comes from
Within In their own words

Build your own ThinkPad or ThinkBook laptop to meet all of your L ne of the

Business

SALE About the source

yVu ricyuainy -

Lenovo

needs and earn 3X MyLenovo Rewards, or find your match with
our ready-made laptop deals.

,(.,\) Cookies 1-855-253-6686 Option #2
. 0080 xwa @ 0 s wOveo




Warning: Possible malware
With Safe Browsing feature
unpack 7z archives locally

content.exe

This file contains malware that can
compromise your personal or social
network accounts, including
example@gmail.com




Lens image search




. Google Lens x +
| . AVAnd - . V1 E TOAS A y 11 T C > < )
& C ( & lens.google.com/search?p=AXApdwiyivz!Bl00vTgs6Eh0xph A NOXZlop1LITS2S v S ¥ 9§

@ amazon.com

I Newest Flagship ASUS
@ Find image source [ E410. 14" HD (1366 x. ASUS - 14.0" Laptop -

Intel Celeron N4020 -...

Restored Asus

@ $162.00
f Cx1500cna-ws44f..,

G $84.00

0 $398.26 |

=

£O0 OO

ASUS - Intel Celeron
N3350 - Grey - 14.0"...
backmarket.com
Asus Chromebook
C403 Celeron 2.4 ghz...

Asus ASUS 17.3IN.FHD
1920 X 1080,

-
() $79%.00 T

hitps.i'www néwegg comygre

. G:OQO’VG!@ ® 0 wmmn Q098¢




17 Security fixes
SymStealer symbolic links
Digital wallet, keys , credentials

ChromeQOS 109




Expect chromium browsers to update soon

ANNOUNCEMENTS ® Firefox browser Update 18-Jan-2023




Extensions button

Unified extensions via Manifest Version 3
Continued support for WebRequest function

Ad blocker




YouTube channel

channel SpaceXMission

Elon Musk offering crypto coins
iff you send him crypto coins
Yup, they are doing it again
During video QR code displayed







SCAMS
$170
Criminal Activity is Criminal Activity!

Read/Copy/Emulate NFC/RFID/IR
Learning tool

Wi-Fi development board




Wi-Fi dev board

Flash firmware on Wi-Fi dev board
New firmware on Flipper Zero
Wi-Fi marauder on Flipper Zero







Ooops

crash wi-Fi, disable car key fob, ...
Alternative

Kali Linux

ALPHA AWUSO036ACH dual-band USB Wi-Fi card




Do This To Remove Annoying Ads

Ad Total Adblock




IoT SIG
Security Cameras

John Jenkinson
e January 10 at 10:07 AM - &

Special Interest Groups SIGs

SIGs can have hidden treasures.
Internet of Things loT is an example.
Past presentations include:

Analysis of Suddenlink billing

loT Security

3D printing

Blockchain and loT

How the Internet works

T-Mobile Home Internet

5G




Special Interest Groups
Past Presentations




Needs leader(s)

Some content in MUG Mac Users Group
NS

Beta Tests for iPhone, iPad, watch, mac
Products starting to blend

Contribute Hints & Kinks




Interim attempt at iDevice news

Beta tests iPhone, iPad, watch, macOS
iDevice user input requested

Keep the group going until SIG revival

I0S 16.3 iPad16.3 watch 9.3 macOS 13.2
Bug fixes

Security keys for Apple IDs
New HomePod support

Monterey 12.6.3




Please check this area for damage.

¥ :.a
A collision has Med




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?
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