
Sun City Computer Club
Cyber Security SIG

January 5, 2023

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/786732230


LastPass Customer Data Stolen

 Insider Threat  Known & UnKnown
 Backup(s) of customer data
 Encrypted Vaults   &  Other customer data
 Customers can expect increased attacks

Due to the volume & sensitivity of data
 Weak or use of Master password elsewhere

 USE MFA
 Use password managers for NON financial
 Be AWARE   Prepare  understand
 https://blog.lastpass.com/2022/12/notice-of-

recent-security-incident/
 3rd security incident at LastPass this year
 https://www.tomsguide.com/how-to/how-to-

delete-your-lastpass-account

https://blog.lastpass.com/2022/12/notice-of-recent-security-incident/
https://www.tomsguide.com/how-to/how-to-delete-your-lastpass-account


Current Issues

 Passwordstate  highly vulnerable
 Associated Press Investigation
Covid-19 tech to expand surveillance

 Apple AirTags firmware update
Version 2.0.36   FindMy  Items 
Unknown AirTag moving with you

 Apple Home App upgrade pulled
 TikTok

Hardware info, installed apps, memory 
usage, IP Address, recently used Wi-Fi points
 IPVanish VPN  selling customer data
 Twitter user data dump offered for sale
 Deezer data breach

https://apnews.com/article/technology-police-government-surveillance-covid-19-3f3f348d176bc7152a8cb2dbab2e4cc4


EarSpy



Todo: Day manager

 Android App
 Banking trojan  Xenomorph
 Permissions please
 Yes? Add device administrator

Difficult to remove   Hide
Backup Data
Factory reset
Monitor bank, broker, shopping, credit card

 No
Remove app



Current Issues

 Comcast Hacked   Xfinity    bypass 2FA 

Why would I care?  

Emails from hacked contacts

 Every breach/hack

They get a portion of our money

 Godfather Android banking trojan

400 banking & cryptocurrency apps

16 countries  49 US companies

Fake overlay  Fake Google Protect
 Apple Crash Detection feature false positives



Current Issues

 ChatGPT

Generate phishing email campaign

Closely match to real company

Generate infection chain

Create VBA code for Excel document

 NetGear Wi-Fi routers



FBI recommends using Ad blocker

 Phishing   Fake websites    Ads

 Alter search results

 More real than real

 Please remove your ad blocker pleas



Cyber Threat Intelligence Sharing

 Awareness, Preparedness, Understanding

 They use sharing   playbooks   scripts

Help centers
 Why us as individuals   not security vendors?

They want to sell that information/help

 FBI InfraGard   - hacked

 CrowdSec





Proton Mail vs Tutanota

 Why not both? 
 Privacy & Security

Tutanota AES-128 & RSA 2048

encrypts subject line, calendar, address book

Perfect forward secrecy

2FA & U2F

Proton

RSA 2048 between Proton users

AES 256 between users & non-users

No Perfect Forward Secrecy

2FA



Proton Mail vs Tutanota

 Privacy & Anonymity
Tutanota HQ Germany 14-Eyes member
Not much private info to enroll
No logs
IP Address stripped

Proton HQ Switzerland
Not much private info to enroll
No Logs
IP Address stripped   
Data has been given



Proton Mail vs Tutanota

 Ease of Use

Tutanota 

Other users pre-agreed password

full search capability

Proton

External encryption

Limited search capability

Senders, subject lines, recipients, time



Proton Mail vs Tutanota

 Compatibility
Tutanota 
WEB based 
macOS, Windows, Linux, iOS, Android
No third-party integrations

Proton
WEB based
iOS and Android
ProtonMail Bridge   IMAP & SMTP



Proton Mail vs Tutanota

 Why Not Both?

Fit for Purpose

Segment 







Proton Mail vs Tutanota

 Additional Features

Tutanota

Secure Connect

website to create encrypted contact form

Proton

ProtonVPN

Self-Destruct messages



Apple eMail Privacy changes

 Open tracking disrupts email marketing



VPN Disadvantages

 Slower

 False sense of security

 Increase of data usage  Data caps

 Legal issues

 Some sites will have issues

 VPN Logs availability

 Costs



Current Issues

 Ukraine attack on Russian troops 

Blamed on soldier's use of banned cell phones

 EU Digital Markets Act

Choice screens   March 2024

Proton  Switzerland 

UK Online Safety Bill

EU proposal to fight CSAM
 LockBit ransomware – Toronto Children’s Hospital

 Crypto Currency  co2 emissions

 Proof of work -> Proof of stake   or tax



Flipper Zero



Flipper Zero



Firefox changes User Agent String



VPN Obfuscation

 Disguise VPN traffic as normal traffic
 Detect VPN signatures
 Obfsproxy

ToR project
HTTP traffic w/ unusual handshake
Can be blocked

 OpenVPN Scramble
XOR additive cipher

 OpenVPN over SSL
SSL encrypted tunnel for VPN tunnel
Tunnel setup is complex

 Shadowsocks
HTTPS traffic



VPN Obfuscation

 Avoid VPN blocks

 Privacy

 Censorship



Nord VPN

 https://support.nordvpn.com/Connectivity
/1530940912/How-to-enable-or-disable-
Obfuscated-servers.htm

https://support.nordvpn.com/Connectivity/1530940912/How-to-enable-or-disable-Obfuscated-servers.htm


Y2K



Key Loggers

 Hardware
Very small
Attach behind PC tower
Inside keyboard

 Software
Malicious add-on to OS (Windows, macOS)

Wrong characters 
Malware indicators
Unusual account activity
Watchful, Security Scan, Monitor network 

activity,
Reimage – Clean Install



Apple Mail Privacy change

 Apple Mail Privacy Protection

 Apple Mail   48% market share

 New Features

Allow users to hide information:

When     Where   How  email is opened

 MPP Mail Privacy Protection



Apple Mail Protection



Apple Mail Privacy Protection

 Mail content downloaded in background
 Data rendered before user opens
 Multiple proxies
 IP address near recipient’s location

 Mail marketers
Flawed A/B testing
Flawed send-time optimization
Difficult track delivery
Open rate 





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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