
Sun City Computer Club
Cyber Security SIG

September 15, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/750169101


Presenter???

Ever want to be a 
presenter??



eMail tracking

 Trackers in eMail

 When, where, how, etc.

 HTML 

 Plain text readers

 Plain text mode

 Disable images



Current Issues



Current Issues

 Violence-as-a-service

Brickings, Fire bombings, Shootings



Current Issues

 SIM swappers against SIM swappers
 Hackers attacking Hackers
 Hotel room safe  Master combination

Hotel change combination
 Albania severs diplomatic ties with Iran

Response to cyber attack 
 Employers who collect:

DoB, SSN, Bank details for payroll deposit
BUT not a real job

 Quiet quitting
 Chilean government push back DST
 Student Loan Forgiveness   scammer’s target
 TikTok data leak   that wasn’t
 Crypto Heist   

We can recover your losses



Tech Platform Accountability

 Free and open speech
 Free and open press

Competition
Privacy
Youth mental health
Misinformation & Disinformation
Illegal & abusive conduct
Algorithmic discrimination
Lack of transparency

Facebook admits “no idea what we have”



Core Principles of Reform

 Promote competition in technology sector

 Provide robust federal protections for privacy

 Protect children

 Remove special legal protections for large tech

 Increase transparency of algorithms 

 Stop discriminatory algorithmic decision making



Computer Lore



EvilProxy Service

 In computer networking, a proxy server is a server 
application or appliance that acts as an intermediary 
for requests from clients seeking resources from 
servers that provide those resources. A proxy server 
thus functions on behalf of the client when requesting 
service, potentially masking the true origin of the 
request to the resource server.

 Service  “Here you do it”

 HTTP is stateless
 Authentication requires many connections

Each is stateless
 Add multi factor authentication  - more complex
 End result  Authentication token



EvilProxy Service

 Effortless ability 

Intercept

SMS, Oauth, multi-factor authentication flows

Login with Facebook, Google, etc.

Provide SMS code

Give up code in Authenticator app

CAPTURE and USE authentication token





EvilProxy Service

 Fill out a few fields

 Add features

 Create Campaign



EvilProxy Service



EvilProxy Service

 Links to Links
 Ad removal
 Trackers
 Cookies & flavours
 Man in the middle  MitM
 Many in the middle
 Encrypted traffic? - we do that too/also
 Usernames, passphrases, PII  IN THE 

CLEAR



EvilProxy Service

 https://resecurity.com/blog/article/evilpro
xy-phishing-as-a-service-with-mfa-
bypass-emerged-in-dark-web

https://resecurity.com/blog/article/evilproxy-phishing-as-a-service-with-mfa-bypass-emerged-in-dark-web


EvilProxy Service

 Attack developers, software repositories

 Caution
URLs – were readable/typeable
Site “looks right”
URL “looks right”
Site “behaves right”
Our cyber hygiene is strong
All is swell

Or NOT



EvilProxy Service

 EvilProxy Service VERY well protected

 Payments via Telegram

 New customers well vetted

 Tor hosting

 Learning efforts against defences

 Any “new” malware is not new for long

 Low skill vs Well protected sites

 Pay, Click, reap



EvilProxy Service

 Awareness, Preparedness, Understanding

 Phishing platform

 Hover over links

 CHECK URL

 UPDATES

 Browser & Email fit for purpose







Passkey

 iOS 16
 First steps  other providers  other features
 Google, Apple, Microsoft
 Will require web site follow-up / support
 Fast Identity Online  FIDO
 Multi Factor Authentication
 Cryptography
 Passkey (keys) kept in a cloud
 Connected to your device(s)
 Authentication to desired site
 Associate your account to a passkey on device
 Your device using biometric or mobile auth



Passkey

 NO PASSWORD

 NO Password prompt

 NO password phishing

 No password breach



eMail tracking

 Gmail



eMail tracking

 Outlook



eMail tracking

 Thunderbird



 Text based email 

 https://en.wikipedia.org/wiki/Text-
based_email_client

 Text based browser

https://en.wikipedia.org/wiki/Text-based_email_client


eMail addresses

 Universal Identifier

 Persistent

 Leaked via breach

 Providers with some privacy

DuckDuckGo

Apple

Firefox

Proton



eMail addresses

 Multiple

 Fit for Purpose

 Privacy



eMail addresses

 Apple

Hide My Email

Works well within Apple ecosystem

Cost



eMail addresses

 DuckDuckGo

 Privacy as mission statement

 DuckDuckGo extension for most browsers



eMail addresses

 Firefox

 Firefox Relay

 Proton

 Proton Mail



Download Images disable

 Gmail

Settings > General > Images



Download Images disable

 Yahoo

Settings > Viewing email 



Download Images disable

 Outlook

Settings > General > Privacy and data



War Shipping

 Cheap custom device

 Shipped INTO Victim

 Usually returned  Clean exfiltration

 Device appears to be victim’s Guest WiFi



Corporation Data exfiltration

 Network blinking LED

 Potato chip bag

 Laser on windows 

Glass windows

 Conference room

 A/V room



 In-person transactions with Internet strangers



Internet transactions

 Meet at a police station where you can exchange and photocopy each 
others’ identification papers, such as a driver’s license. Do NOT carry cash to 
this location.

 Photocopy the license or identification paper, or use your phone to 
photograph it.

 Email the ID information to a friend, or to someone trusted (not to 
yourself).

 If you’re selling at home, or going to someone’s home, never be 
outnumbered. If you’re at home, make sure you have two or three people 
there — and tell the person who is coming that you will have others with you.

 At home or an apartment, NEVER let someone go anywhere 
unaccompanied. Always make sure they are escorted.

 Never let more than one group come to your home at one time to buy or 
sell.

 Beware of common scams, like checks for an amount higher than the 
amount of the deal; “cashier’s checks” that are forged and presented when the 
bank is closed.

 If you are given a cashier’s check, money order or other equivalent, call the 
bank — at the number listed online, not a number the buyer gives you — to 
verify the validity of the check.







Current Issues

 Multi-persona impersonation





Presenter???

Ever want to be a 
presenter??



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


