
Sun City Computer Club
Cyber Security SIG

September 1, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/745562762


Presenter???

Ever want to be a 
presenter??





RANT

 Several residents have financial life ruined
 For years
 Cyber is important   Cyber is not easy
 No quick means to an end
 “Over my head”   Tone it down
 Agree for Windows and Mac   Not cyber
 Life  Liberty  Pursuit of happiness
 Awareness, Preparedness, Understanding
 Any learning activity

 Not another member



 New Seminar
Computer Club Web Site Navigation – Update

 Coupon  $30+ Million

 Evacuation notice send in error

Ventura Co., Los Angeles, Eastern North Pacific 
Ocean, Port Conception to Guadalupe





Bitcoin ATMs

 Hackers exploit vulnerability

 Steal digital currencies at exploited ATMs

 Several digital currencies on ATMs

 Hackers create a rogue Administrator





iOS 12

 Update released by Apple 31-August-2022
 Older iPhones & iPads
 Same serious vulnerability released 

8/17/2022
 Update iOS 12.5.6
 Older devices in closet or used as IoT 

controller?

 My iPhone iOS 10.3.4



Updates

 ChromeOS 1.4.0.5112.110



Amazon Smart Shelf





Current Issues

 Shlayer North Korea SHARPEXT
Detected at Black Hat

 Apple stops signing iOS 15.6
Can’t then downgrade after 15.6.1

 LastPass hacked
Source code & technical information

 Starlink V2  direct to mobile phones
Eliminate dead zones   For receiving?

 Japan government current requirement
CD-ROM or floppy disks

 OptFi  blockchain crypto platform
Developer entered wrong command
$661,000 accidently & permanently gone

 T-Mobile Network Pass program





Current Issues

 Samsung firmware updates for old smartphones

500 million+

 Increasing mortgage wire transfer fraud

Account takeover

Knowledge of real estate transfer

 Desktop translate apps  Crypto mining

 Apple Child Sexual Abuse Material (CDAM)

Client side

Server-side  Apple, Google, Microsoft

 45 million HTTPS requests per second

24-hour requests to Wikipedia  10 seconds

5256 source Ips   132 countries

Tor exit nodes as C&C



Bumblebee Loader



 Montenegro ransomware attack

 Several days old

 Other nation states responding



Golang

 Programming Language 

Cross platform

Resistant to reverse engineering and analysis

Current threats not marked by VirusTotal

Space images from James Webb telescope





Current Issues

 Chrome 0-day
 Apple High priority updates

iOS, iPadOS, macOS
 Bumblebee Loader
 Google Chrome version 105
 FTC suing Kochava for location data sales
Mobile data:
Mobile Advertising ID, device type, 

timestamps, Lat Long, IP address
 YandexTaxi  hack
 AGT Deep Fake





Control of Mobile Advertising ID iOS



Control of Advertising ID Android



Control of Advertising ID  Android



Control of Advertising ID macOS

 System Preferences > Security & Privacy



Control of Advertising ID Windows

 Settings > Privacy > General



Enterprise & malware

 One click

 Thousands of employees

 Many thousands of contractors, service 
providers, customers

 Many millions of clicks

 One click





Android WiFi 

 Scanning always available







Secure Cloud Services

 NerdLocker

 Tresorit

 Sync.com

 Nextcloud

 Mega

 Best Privacy-First Cloud Storage Services

https://www.techspot.com/article/2521-privacy-first-cloud-storage/










 https://www.mailstore.com/en/products/
mailstore-home/

https://www.mailstore.com/en/products/mailstore-home/










Apple macOS security protections

 Windows Defender
 macOS

Xprotect
Gatekeeper
app notarization
System Integrity Protection
Signed system volume
Access controls for software and hardware
Malware Removal Tool

Updates last 6 months
Xprotect scan varies
DubRobber scan every hour or two
Older mac versions 
El Capitan, Mojave, 



macOS Security Protections

 System Information > Software > Installations

Gatekeeper Compatibility Data

MRT Configuration Data

MRTConfigData

XProtectPayloads

XProtectPlistConfigData





Apple Mail Privacy Protection

 Enhancements 
 Monterey 12.5.1   iOS 15
 Anti-tracking controls
 Eavesdropping alerts
 Hides IP address
 Prevents sender from knowing you have opened

 Alert on microphone access
 iOS 15
Settings > Mail > Privacy Protection   
Protect Mail Activity

 macOS Monterey
Settings > Mail > Preferences > Privacy
Protect Mail Activity







Class Action Suit

 Multiple restaurant chains
 Usage of AI enabled voice ordering systems

 Collection and use of voice print

 Violation of state Biometric Information 
Privacy Act





Presenter???

Ever want to be a 
presenter??



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


