
Sun City Computer Club
Cyber Security SIG

May 5, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/706714276


Presenter???

Ever want to be a 
presenter??



Amazon Locker   - Also across room 
lockers



May 5

 Cinco de Mayo
 World Password Day
 Apple, Google, Microsoft
Build support for passwordless sign-in
Within a year
Unique cryptographic token   passkey
Helpful <-> Harmful
FIDO Alliance
Fast IDentity Online
Found Phone



Risky places to swipe credit cards

 ATMs

 Gas pumps

 Mobile vendors

 Dining

 Chain Retailers

 Online 

 Storing entities



 Notify Card Issuer

 Provide written statement

Certified with delivery receipt

Keep a copy

 New Card  New PIN

 Monitor



Credit Card theft steps

 Notify Card issuer’s Fraud Department

 Change your passwords

 Review current Credit Report

 Notify other financial institutions

 Report to FTC IdentityTheft.gov

 Fraud Alert to credit bureaus

 Contact Law Enforcement



12 Steps Identity Theft Prevention

 42 million victims  $52B
 Safeguard foundational identity documents

 Freeze credit

 Read financial account statements

 Check explanations of benefits

 Complex & unique passphrases   with MFA

 Monitor Credit Reports

 Collect Mail every day    Informed Delivery

 Shred

 ID theft awareness, preparedness, understanding

 Scrub electronics

 Setup financial alerts

 Digital wallets

 Physical awareness   



Oh My



We’ve seen this before - but

 Click on 

 Off to Website Spam
 Magical Mystery Tour
Wall Cladding, Polytechnic schools, etc.

 Reminders:
Report Spam  

https://www.usa.gov/stop-scams-frauds

https://consumer.ftc.gov/articles/how-
recognize-and-report-spam-text-messages

Think before the click

https://www.usa.gov/stop-scams-frauds
https://consumer.ftc.gov/articles/how-recognize-and-report-spam-text-messages


Current Issues

 Fake WhatsApp “New Incoming Voicemessage”



Current Issues

 Click the Play



Current Issues

 Receive notifications   

 If So  privileged position to redirect





 Keep Current

OS (windows, macOS, Linux, Chrome OS)

Apps  WhatsApp, zoom, browsers, 
browser extensions, security suites, 
Windows Defender signatures, Gatekeeper 
signatures, etc.

 Remove Notification permissions

e.g. Chrome
Settings > Privacy & Security > Site Settings > Notifications



Current Issues

 US Administration seeking power to detect 
and destroy threating drones

 Crypto theft increasing
Hardware wallets
Avoid crypto key capture methods
Thieves know

MFA hardware key  and/or authenticator app

Monitor any exchanges
Separate email account for each exchange
Protonmail or similar
Double check wallet address (can be changed)

Use separate device for crypto usages



Current Issues

 Android devices with Qualcomm or MediaTek 
audio decoder chips
Remote code execution vulnerability
Just play a song or audio clip

 Is that cash under my windshield wiper?
 VERY very serious Java vulnerability

Elliptic Curve Digital Signature Algorithm
Java 15 and newer
Fake TLS certificates, MFA codes, auth credentials, and 

similar

Fixed April 2022
Doctor Who blank Identity card



Growing API cyber threats



Did you google it?



CISA catalog

 Cybersecurity and Infrastructure Security Agency

 Exploited Vulnerabilities catalog

 Must Patch immediately mandates

 Sad:

Zimbra Collaboration Suite  Java based Linux 

2005 LiquidSys   name change Zimbra

Yahoo purchased then sold to VMWare

then sold to Telligent Systems 

changed name Zimbra   sold to Synacor

Ukraine CERT warns of exploit against their 
government agencies

2005 -> today



Must Patch

 Corporate catalog of apps

 Change Board rigor

 Cost of Patch => cost of exploit

 Exploit chaining

 Island Hopping
 Small and cheaper things going to be updated?



Lenovo UEFI 

 BIOS – POST, start and check fans, check 
firmware, spin up hard disks, verify boot sector, 
check memory, load boot sector, boot sector 
loads OS, check which OS to load, …

 Toggle in boot code
 BIOS in ROM
 Not Smart BUT Not modifiable
 Now smart & modifiable
 Lenovo UEFI “mistake”
 Malware in the firmware
 Re-install  replace disk etc.  Malware in firmware 

survives
 Fail to remove development drivers in released 

UEFI 
 SecureBackDoor and SecureBackDoorPeim



UEFI  BIOS  Disk Firmware

 Check ALL vendors firmware

 “What, me worry?”

 Probably safe

 BUT

 Is your bank safe?

 Your online credit card merchant?



Current Issues

 Everscale blockchain wallet WEB version 
withdrawn

 SmartPhone Radiation
Specific Absorption Rate (SAR)
Watts/Kg
Lower “safe” rate 2 watts/Kg
2020 Motorola Edge 1.79 watts/Kg
Google Pixel 6, iPhone 13 Pro, iPhone 12
1.00 watts/Kg

Goggle Pixel 5A .47 watts/Kg
 DoD DIB-VDP  year long pilot



Current Issues

 Connecticut privacy law

Awaiting governor's signature

Joins similar laws: California, Colorado, 
Virginia, Utah

July 2023



Google Play Store “Data Safety”



3 Data Protection Privacy settings

 Windows Sandbox enabled



3 Data Protection Privacy settings

 BitLocker



3 Data Protection Privacy settings

 Ransomware Protection



 MFA
 Passphrase  strong & Unique
 Avoid phishing, smishing, fake websites
 Keep security suites signatures up-to-date
 antispyware app and/or browser extensions

 Secure home networks
 Use data encryption
 Limit Bluetooth, wi-fi
 Avoid open Wi-Fi
 Disable autocomplete
 Clear browser history
 Keep systems up-to-date
 3-2-1 backup
 Shutdown
 Virtualization
 Control PII
 Control IT discards



Privacy Dashboard Windows



Privacy Dashboard Windows



Privacy Dashboard Windows





??

 Beanstalk Farms 
decentralized finance project
majority stake system
proportional votes based on digital 

currency owned
hacker used flash loan from another 

decentralized finance project  
to gain controlling stake
to approve $182 million to his wallet



Apple Wallet new feature

 Fraud Prevention

“Cards with enhanced fraud prevention 
now use information about your account, 
device and location to share fraud 
assessments with your payment network.”

Currently some Visa cards

*Currently no way to opt out

Current Location ??



VPNs and Hollywood

 Some VPNs have features regulators do 
not like

 Torrenting

 Copyright infringement

 Pirating

 No Log

 Thwarting Law Enforcement

 Result: Block BitTorrent  and enabling logs



Apple AirTags

 Firmware updates

 1.0.

 225 -> 1.0.291 -> 1.0.301



 Find My -> Items

 Select an AirTag



5 Eyes Top 15 Exploited Vulnerabilities



Top Exploited 

 Microsoft Exchange

 Two weeks exposure > Exploit

Monthly patching not fast enough

 Perhaps that is their point

 If so, …



Current Issues

 Microsoft report Russian Cyber Warfare
250 operations by 6 separate groups

Hybrid War in Ukraine 

Ukraine An overview of Russia’s cyberattack activity in 
Ukraine

Microsoft details rampant cyber warfare corresponding to 
Russian invasion

Russia has launched hundreds of cyberattacks against 
Ukraine

Russia wages “relentless and destructive” cyberattacks to 
bolster Ukraine invasion

https://blogs.microsoft.com/on-the-issues/2022/04/27/hybrid-war-ukraine-russia-cyberattacks/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE4Vwwd
https://www.scmagazine.com/analysis/threat-intelligence/microsoft-details-rampant-cyber-warfare-corresponding-to-russian-invasion
https://www.zdnet.com/article/microsoft-russia-has-launched-hundreds-of-cyberattacks-against-ukraine/
https://arstechnica.com/information-technology/2022/04/russias-hybrid-war-on-ukraine-mixes-cyberattack-with-kinetic-ones/


Current Issues

 Cloudflare block huge DDoS attack

15.3 million requests/second

HTTPS requests

Source Cloud computers not botnets

 French Fiber Optic cable attack

Criminal

 Research of higher speed copper wiring

 Using pupil reflection in smartphone selfies

 Russia using tech savvy prisoners 



Microsoft Edge Secure Network

 “Built-in” Cloudflare powered VPN

 Canary Edge

 1GB each month

 Microsoft Account login

 PII purged every 25 hours





Current Issues

 60 Minutes FBI Director Interview

China Threat “Unprecedented”

Spying, espionage, …

Corporate board

Culture smaller private government divide

 Selfie drone



Current Issues

 Annual Transparency Report

Office of the Director of National Intelligence

FBI 

"searched emails, texts and other electronic 
communications of as many as 3.4 million 
U.S. residents without a warrant" between 
the period of December 2020 and 
November 2021.



 Freedom of Information and Privacy Acts

Dear FBI  who am I?   1967 law  1974 law

Method 1  FBI FOIA online portal

https://efoia.fbi.gov/#home

https://efoia.fbi.gov/#home


FOIA

 Or Sample Letter
 https://www.fbi.gov/services/information-

management/foipa/sample-fbi-foia-request-
letter

 How much will you pay?
 Depends

 Use FOIPA request number to check status
 Perhaps file appeal

Director of  the Office if Information Policy

https://www.fbi.gov/services/information-management/foipa/sample-fbi-foia-request-letter


5 MB then  62,500 cards  4-day load



Global Privacy Control

 Do Not Track  did not track

 Global Privacy Control

 https://globalprivacycontrol.org/

Microsoft Edge Canary

https://globalprivacycontrol.org/


Global Privacy Control



Global Privacy Control



Browsers yet to support



Global Privacy Control

 HTTP signal through the DOM
 Person’s request to not share PII with 3rd parties

 Intended to work with legal frameworks to make 
the request enforceable

 DoNotTrack 

 Widening disconnect business and their site

 “We accept your cookies” or no go



Firefox



Global Privacy Control



Global Privacy Control

 California

 Soon Colorado

 Yeahbut

 Optmeowt



Optmeowt



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


