Windows SIG

January 11, 2022
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the
chartered club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
In person meetings



https://vimeo.com/664997515

Ever want to be a
presenter??




Windows Malicious Software Removal Tool x64 - v5.97 (KB820830)
Status: Downloading - 100%

2022-01 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 21H2 for x64 (KB5008876)
Status: Downloading - 0%

2022-01 Cumulative Update for Windows 10 Version 21HZ for x64-based Systems (KE5009543)
Status: Downloading - 0%




Windows Malicious Software Removal Tool x64 - v5.97 (KB820830) Installing - 0%

2022-01 Cumulative Update for .MET Framework 3.5 and 4.8 for Windows 11 for x&4 (KB5008880) Installing - 1%

2022-01 Cumulative Update for Windows 11 for x64-based Systems (KB5009566) Downloading - 0%




126 CVEs - Vulnerabilities
Remote Code Execution
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SAMBA
Firefox 96.0
YouTube Instagram Google




EODEER: &8

Web Media Extensions

Microsoft Corporation

Windows Voice Recorder
Microsoft Corporation

Maobile Plans

Microsoft Corporation

Microsoft People
Microsoft Corporation

Windows Calculator
Microsoft Corporation

Windows Alarms & Clock

Microsoft Corporation

Xbox Game Bar Plugin

Microsoft Corporation

Windows Maps

Microsoft Corporation

Update available

Update available

Update available

Update available

Update available

Update available

Update available

Update available




Copy File Path
Right click Copy as path
Dev channel Ctrl+Shift+C

Open

Edit

New

Primt

Move to Oneldrive

Share with Skype

Scan with Micro=zoft Defender...

O pen with...

Give access to

Copy a=s path

Scan with Malwarebytes
Share

PowerRenmname

Restore previous versions
Send to

Cut
Copy

Create zhortcut
Delete

Rename

Properties
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https://www.microsoft.com/download/details.aspx?id=55319

Desktop Windows Manager issues
Consumes RAM
Soon to be released Intel driver may help




Followable Web

follow websites list of updates
currently uses collections
Really Simple Syndication RSS




Encrypt files and/or folders on NTFS volumes
NEEDS Passphrase to access!!!!
They will need that passphrase

YOU will need that passphrase
Those you trust will need that passphrase

Digital inheritance




As Administrator
Run > services.msc

. Services
File Action View Help
s I Ec=2 Hrm v 8 1 p

Encrypting File System (EFS) Name
‘&) Downloaded Maps Manager

Start the service \(«-,: Elan Service

£k Embedded Mode

Description: #3 Encrypting File System (EFS)
Provides the core file encryption ;5:)( Enterprise App Management Service [}

technology used to store encrypted & . .
files on NTFS file system volumes. If L: Extensible Authentication Protocol

this service is stopped or disabled, '51"; Fax

applications will be unable to access £} File History Service

encrypted files. &} FlexNet Licensing Service
£k FortiClient SSLVPN

£k Function Discoverv Provider Host
<

Extended /\Stangjard/




Choose Automatic start

Encrypting File System (EFS) Properties (Local Computer
General LogOn Recovery Dependencies

Service name: EFS

Display name: Encrypting File System (EFS)

ore encrypted files on MTFS file system volumes.

hie candira ie strnnad Ar dieashlad  annlicaticne will

Description: Fmvides the core file encryption technology used to

Path to executable:
CAWINDOW S System 32 sass exe

Startup type: | Automatic

Service status:  Running
Start Stop Fause Resume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters:




For desired file or folder
Properties > Advanced

Advanced Attributes

Choose the settings you want for this folder.

When you click OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

[IFolder is ready for archiving

Allow files in this folder to have contents indexed in addition to
file properties
Compress or Encrypt attributes

E] Compress contents to save disk space

Encrypt contents to secure data Detalls

Cancel




Popup

Apply changes to folder only

Apply changes to this folder, subfolders and files
May need a windows restart




Control Panel moves to Settings
Programs & Features

Settings > Apps > Installed Apps
Uninstall Updates

Settings > Windows Update > Update History

22523.1000




Retail vs OEM
Upgrade Home -> Pro




[Version

S\system3

evetr 295
\SYystems2

Windows Script Host

Uninstallad product key successtully

o )




Microsoft Windows [

Version 10.0.19042.618]
(c) 2028 Microsoft Co

erporation. All eights reserved.

C 1 \WINDOWS\system32>slmgr /upk

:\WINDOWS\system32bsimgr /cpky

f

«\ TANCRIC) Y -
S A\WINDOWS\system32>

Windows Script Host

Product key from registry cleared successtully.

[ ]




CMD

simgr /ipk XXXXX=XXXXX=XXXXX=XXXXX-XXXXX
Activate License

simgr /dlv
Verify license

slui 4
Activate




Windows File Explorer
online Office Files - on by default
Widget board




Privacy caution
Voice Access 22518
ALT + TAB 22526

B Avcunting Wisdows 1t in Prodigy’ ks becoming a #x B stae T Prodigy Produces

Windows Insider




Use Windows Subsystem for Android on Windows 11 - Microsoft Community

1. Your Device must be running Build 22000 and meeting the requirements for Windows 11, including supported processors.
2. The Computer must support virtualization and be enabled in BIOS/UEFI and Optional Features.

3. The device must have at least 8GB of RAM and S5D as a Storage device. For WSA, a Hard drive is not supported.

4, The Store version must be 22110.1402.6.0 or higher. Go to Store Library to update.

5. The PC's Region must be set to the US.

6. The Amazon account you plan to use must be US-based.

7. Your PC must be in Windows Insider Program Beta Channel.




© This app will not work on your device.

Screenshots

Amazon Appstore

Amazon.com Services LLC Editor’s Picks

+ Offers in-app purchases

3.0%

My Windows 11 PC




© Your PC doesn't meet the minimum required memory.

Amazon Appstore

Amazon.com Services LLC




Convert Windows PC to Chrome OS

older PC option?
Chromium OS FOSS
No support for Android Run Time (ART)

Well, Linux




Cost subscription - levels

Can do Windows 7, 8.1, 10, and 11
Intel Mac

M1 Mac - Windows 11 Insiders

Move your PC Parallels Transport Agent
NOT M1 mac




# Windows10 File Edit View Actions Devices Window Heip

o009 Wincows 10




M1 macs

Windows 11, Ubuntu 21, Fedora
workstation, Debian 11, Kali 2021, Mac
Monterey

Intel macs
Windows 11, 10, 8.1, server 2022

Move your PC




@ Finder File Edit View Go Window Help




@ Finder File Edit View Go Window Help > 46 test Q

2 « 2 @ £




@ Windows10 File Edit View Actions Devices Window Help = Thu2:43PM test Q =

[ N N Windows 10

|
|




@ Finder File Edit View Go Window Help




M1 macs - no TPM chip no bootcamp
Fast

Windows ARM

Instant Wakeup

As you left it

Now 1-step setup
Shares profiles data (Wi-Fi, printer, etc.)

Tune memory & CPU
Active Windows apps on macOS dock
My PC 54% Parallels PC 71%




MyPhone
Windows Subsystem for Android

Third Party tricks

Google
Fast Pair Bluetooth

Text message sync WEB Google Message
Nearby Share




“For the first time with Android, we're also focused on building for other platforms, like Windows, whether it's in gaming,
productivity or other areas,” Google vice president Erik Kay writes. "For example, by connecting your Android phone to your
Windows PCwith Fast Pair, you'll be able to quickly set up Bluetooth accessories, sync text messages, and share files with
Nearby Share. We're working with Acer, HP, and Intel to bring these experiences to select Windows PCs first later this year.”




Windows Terminal

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\jpjl> winget list > winget.list

EN  Administrator: Windows PowerS

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

| Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\jpjl> more winget.list

YWwhat do 1 have installed?




Microsoft Windows Desktop Runtime - 3 (x64)

Microsoft Visual C++ 2815-2819 Redistributable ..

Oracle VM VirtualBox

Windows PC Health Check

Remote Desktop

LibreOffice

Microsoft Visual C++ 2013 Redistributable (x86)
15 upgrades available.

PS C:\Users\john>

Microsoft.dotnetRuntime. 3-x64
Microsoft.VC++2815-2019Redist-x6l
Oracle.VirtualBox
Microsoft.WindowsPCHealthCheck
Microsoft.RemoteDesktopClient
TheDocumentFoundation.LibreOffice
Microsoft.VC++2013Redist-x86

3.1.21.308622
14.29.30640.0
6.1.28
3.1.2109.29003
1.2.2223.0
7.1.6.2
12.8.360561.0

3.1.22.308721
14.29.30139.6
6.1.30
3.3.2110.22802
1.2.2688.0
7.2.4.1
12.0.40664.0

winget
winget
winget
winget
winget
winget
winget




PS C:\Users\john> winget upgrade --all

Found Amazon Hindle [Amazon.HKindle] Version 1.33.08.62882

Found Audacity [Audacity.Audacity] Version 3.1.3

Found ProtonVPN [ProtonTechnologies.ProtonVPN] Version 1.24.2

Found Wireshark [WiresharkFoundation.Wireshark] Version 3.6.1.8

Found WinSCP [WinSCP.WinSCP] Version 5.19.5

Found Microsoft Visual C++ 2013 Redistributable (x64) [Microsoft.vC++2813Redist-x64] Version 12.8.u48664.0
Found NordVPN [NordVPN.NordVPN] Version 6.41.11.8

Found Microsoft Windows Desktop Runtime - 3 (x64) [Microsoft.dotnetRuntime.3-x64] Version 3.1.22.308721
Found Microsoft Visual C++ 2015-2819 Redistributable (x64) [Microsoft.VC++2015-2819Redist-x64] Version 14.29.30139.8
Found Windows PC Health Check [Microsoft.WindowsPCHealthCheck] Version 3.3.2116.220802

Found Remote Desktop [Microsoft.RemoteDesktopClient] Version 1.2.2688.8

Found Libre0ffice [TheDocumentFoundation.Libre0Office] Version 7.2.4.1

Found Microsoft Visual C++ 2013 Redistributable (x86) [Microsoft.VC++2813Redist-x86] Version 12.0.U48664.0
(1/13) Found Amazon Kindle [Amazon.Kindle] Version 1.33.6.62002

This application is licensed to you by its owner.
Microsoft is not responsible for, nor does it grant any licenses to, third-party packages.
Downloading

55.1 MB / 55.1 MB
Successfully verified installer hash
Starting package install...
Successfully installed

(2/13) Found Audacity [Audacity.Audacity] version 3.1.3

This application is licensed to you by its owner.

Microsoft is not responsible for, nor does it grant any licenses to, third-party packages.
Downloading

33.1 MB / 33.1 MB
Successfully verified installer hash
Starting package install...
Successfully installed




Start menu

,IA‘—" chrome

Best match

Google Chrome

Rum o3 administrator

Search school ar Google Chrome
Open file location Ji
£ chrome
Unpin from taskbar

chrome do
Pin to Stan

chrome don
': Urinatall

chroeme free download
chrome browser
Folders
B chrome
Most vaited

Videos

WILLOL _ Building Simwlator, Battle

Roysle & Shooting Game - Google

Other apps??




Right click on shortcut

Cutars Pwvous Vervosa
Shoad Corcatbisty

Crto Packet Tratw

Tangettype A Ol bt
Tangetiocston by

Taeget CProgrem FlesCuco Packet Tiacw 3 1 0P aci
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Task Manager > Details

BB latk Manager

file Optioms View

Processes Performance App history Startup Users Details Services

Name
‘ chrome.exe
‘ chrome.oxe
€ chrome.exe
€ cvomeexe
c chrome.oxe
€ chromeexe
‘ chrome.oxe
@ chrome.exe
€ chiomeexs
f chrome.cxe
e chrome exe
‘ chiome. exe

] com.dockerservice
Wl conhostens
W connostene
[@crashpad_handlers
Wi curssexe
W csrss.ene
g ctfmon.exe
@ dagtost exe
[ DAX3APLexe
% DAXGAPLexe
@ dlihost exe

Fewer aetails

Status

8608 Running
2576 Running
15688 Running
108N Dhnnimm
End task

End process tree
Prowde feedback

Set priotity
Set affinity

Analyze wait chain
Debug

UAC virtualizatson

Create dump file

Open fiie

Search oniine
Properties

Go to serwce(s)
3040 Running
4648 Running
16184 Running
9804 Running

User name

wive

YSTEM

JETWORK

ASSQLFDL
live
YSTEM
YSTEM
e
LOCAL SER.
SYSTEM
SYSTEM
SYSTEM

CPU  Memory (ac
2080 K
66792 K
1752k
10212 K
28356 K
90928 K
1436 K
69.5980 K
12240 K
SIMK
24464 K
38904 K
396 K
224K
308 X
220K
N2k
784K
3008 K
K
20K
2K
460 K

8888888288888 8E888EEE8E

Destription

Google Chwvome

Google Chrome

Google Ciwvome

Google Chvome

Google Clvome

Google Chwvome

Google Chrome

Google Chrome

Google Chvome

Google Chwome

Google Chrome

Google Chvome

Docker Serwce

Console Window Host
Comole Window Host
crashpad_handler

Client Server Runtime Process
Client Server Runtime Process
CTF Loader

Dewce Association Framework Provider Host
DAX AP

DAX AP

COM Surrogate

End task




GET FROM MICROSOFT

https://www.microsoft.com/en-
us/software-download/windows10



https://www.microsoft.com/en-us/software-download/windows10

B Windows 10 Setup — >

Applicable notices and license terms

Please read this so you know what you're agreeing to.

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT MEDIA CREATION TOOL

IF YOU LIVE 1IN (OR. ARE A BUSINESS WITH A PRINCIPAL PLACE OF BUSINESS IN) THE UNITED
STATES, PLEASE READ THE "BINDING ARBITRATION AND CLASS ACTION WAIVER" SECTION
BELOW. IT AFFECTS HOW DISPUTES ARE RESOLVED.

These license terms are an agreement between you and Microsoft Corporation (or one of its affiliates).
They apply to the software named above and any Microsoft services or software updates (except to the
extent such services or updates are accompanied by new or additional terms, in which case those
different terms apply prospectively and do not alter your or Microsoft's rights relating to pre-updated
software or services). IF YOU COMPLY WITH THESE LICENSE TERMS, ¥OU HAVE THE RIGHTS BELOW.
BY USING THE SOFTWARE, YOU ACCEFT THESE TERMS.

1. INSTALLATION AND USE RIGHTS.

a) General. You may install and use one copy of the software to develop and test your
annliratinne and enlal far nea nn Windrwe Yoo mav make ane harkon romwe of the enfturares

T




Getting a few things ready




B8 Windows 10 Setup

What do you want to do?

® Upgrade this PC now

O Create installation media (USB flash drive, DVD, or ISO file) for another PC




B Windows 10 Setup

Select language, architecture, and edition

Please select from one of the available options to continue.

Language English (United States)

Edition Windows 10 w

Architecture &4-bit (x64)




B Windows 10 Setup

Choose which media to use

If you want to install Windows 10 on another partition, you need to create and then run the media to install it.

O USB flash drive

It needs to be at least & GE.

® |50 file

You'll need to burn the IS0 file to a DVD later.




B Windows 10 Setup

Select a USB flash drive

The files on your USE drive will be deleted. To keep these files, back themn up now to another save location.

Removable drives

€Kz (Mew Volume):




B Windows 10 Setup

Creating Windows 10 media

Feel free to keep using your PC.

Progress: 10%




B Windows 10 Setup

Your USB flash drive is ready

BN T




For looong time — no joy
As of 10 January 2022 login success
Windows 10 21H2 Build 19044.1415




Laptop that should NOT be eligible
BUT is a Surface Pro 4




Windows 11 SE cloud-first
Education customers




o Windows 11
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None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com




