Cyber Security SIG

September 16, 2021

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/606893501

Ever want to be a
presenter??




I0OS 14.8 iPadOS 14.8 macOS 11.6
Big Sur and Catalina

WatchOS 7.6.2

September 13

CoreGraphics Citizen Lab Pegasus
WebKit

Future iOS 14 updates




I I0s 14.8 and iPadOs 14.8 emergency update today 13-September

Published - Sep 13

Chrome browser update

Published - Sep 1

A LOT of older Wi-Fi devices are vulnerable

Published - Aug 24

SenioraAdvisor Data Breach

Published - Aug 12

MacOS Big Sur 11.5.2 released today August 11-2021

Published -~ Aug T1

Apple updates 26-July-2021
Published - Jul 26

D-Link router vulnerabilities - Patch available

Published -~ Jul 20

Summer of SAM Windows HIVE permission vulnerability

Published - Jul 20

i0SsS 14.7 released today 19-July-2020
I Published - Jul 19




Azure Open Management Infrastructure
Patch Tuesday

Exchange vulnerability x4

MSHTML Active X

WEB scripts

Infrastructure & Trust

TTEC Customer Support & sales
Band of America, Bust Buy, Dish Network, USAA,

Verizon, ...
Ransomware Hostage ware?




www.DMAChoice.org

nonprofit to limit junk snail mail
www.directmail.com

National Do Not Mail
www.OptOutPrescreen.com

Opt Out Opt In Offers of Insurance or
Credit

MetaBank Debit card CARES act

Check is in the Mail - just a small fee



http://www.dmachoice.org/
http://www.directmail.com/
http://www.optoutprescreen.com/

m Windows Update

~~ | Updates available
™= | Last checked: Today, 12:11 PM

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Wersion 1.249.737.0)
Status: Pending install

Windows Malicious Software Removal Tool xb4d - v5.93 (KB2908320)
Status: Installing - 0%

2021-09 Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KE5005565)
Status: Downloading - 100%%6

Bverage CVES Baow




Security Warning

WOT detected a potential security threat and block windowsreport.com, This site is
potentially harmful and it may contain scam activity. View Full Report

ENTER ANYWAY GO BACK

|:| Don't warn me about this website again







© Password removed

You have increased the security of your account and

improved your sign-in experience by removing your
password.




Microsoft Account

AT Microsoft
15-September-2021
Microsoft Authenticator App
Windows Hello

Security key

SMS code




Windows Hello Face
This option is currently unavailable—-click to learn more

Windows Hello Fingerprint
This option is currently unavailable—click to learn more

Windows Hello PIM
Sign in with a PIN (Recommended)

Security Key
Sign in with a physical security key

Password
Sign in with your account’s password

Picture Password
Swipe and tap your favorite photo to unlock your device




579 attacks/second Password brute force
Walgreens Covid Test result

Name, Birthdate, Gender, Phone number,
Home address, email address

60 million records

Fitbit

+ GoogleFit
*  MapMyFitness

»  Microsoft

* Sony Lifelog

» Strava

* Apple HealthKit
* Android Sensor
* S Health




|.|1.| Home

BNew

[ Open

nfo

Save a Copy
Print

Share
Export
Transform

Mare...

Text of the Declaration of Independence - Last Modifiec: Tue at 3:32 PM John Jenkinson o i @ ® ? = 0 b4

Good afternoon

v New
fa SRl
i S
Take a tour
m: =
Blank document Welcome to Word Single spaced (blank) Blue grey resume Snapshat calendar
More templates —
‘ P Search
Recent  Pinned  Shared with Me
B Name Date modified
Close :
the Declaration of Independence om ago
anson's Onelinve {Personal) » Documents -
Account : : s - M
Feedback
Options




Word Options

3
X

General

Display

Proofing

Save

Language

Ease of Access
Advanced

Customize Ribbon
Cuick Access Toolbar
Add-ins

Trust Center

E‘g General options for working with Word.,

User Interface options

When using multiple displays: (&

& Optimize for best appearance

Optimize for cormpatibility (application restart required)

«| Show Mini Toolbar on selection G
| Enable Live Preview )
~| Update document content while dragging &

Collapse the ribbon automatically ©

Collapse the Microsoft Search box by default @

ScreenTip style: | Show feature descriptions in ScreenTips ~ |

Personalize your copy of Microsoft Office

SEF NAMmEe: |johr1 |

Always use these values regardless of sign in to Office,

Office Background: |Circ|esand Stripes "|

Office Theme: | Colorful v| Dizable dark mode

Privacy Settings

Privacy Settings... |

LinkedIn Features

Use Linkedln features in Office to stay connected with your professional network and keep up to date in your industry.
~| Enable LinkedIn features in my Office applications @

[~]

LHhout |inkedln Featires bdanane | inkedln arcannt asenciatinne

ok || Cancel

=




Word Options ? >

G |
srners m Help keep your documents safe and your computer secure and healthy.
Display
Proofing Security & more
Save Wisit Office.com to learn more about protecting your privacy and security,
Language Microsoft Trust Center
Ease of Access
Microsoft Word Trust Center
Advanced
The Trust Center contains security and privacy settings. These settings help keep your -
Customize Ribbon computer secure, We recommend that you do not change these settings. Trust Center Settings...

CQuick Access Toolbar

Add-ins

Trust Center




General

Display

Proofing

Sawve

Language

Ease of Access
Advanced

Customize Ribbon
Quick Access Toolbar

Add-ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Security & more

Visit Office.com to learn more about protecting your privacy and security.

Microsoft Trust Center

Microsoft Word Trust Center

The Trust Center contains security and privacy settings. These settings help keep your

computer secure. We recommend that you do not change these settings. Jrust Center Settings...

Trust Center

Trusted Publishers
Trusted Locations
Trusted Documents
Trusted Add-in Catalogs
Add-ins

ActiveX Settings

Macro Settings

Protected View

Message Bar
File Block Settings
Privacy Options

Form-based Sign-in

Protected View

Protected View opens potentially dangerous files, without any security prompts, in a restricted mode to help
minimize harm to your computer. By disabling Protected View you could be exposing your computer to possible
security threats.

~| Enable Protected View for files erniginating from the [nternet
~| Enable Protected View for files located in potentially unsafe locations (2

~| Enable Protected View for Qutlook attachrments G0




Trust Center

Trusted Publishers
Trusted Locations
Trusted Docurments
Trusted Add-in Catalogs
Add-ins

ActiveX Settings

Macro Settings

Protected Wiew
Message Bar

File Block Settings
Privacy Options

Form-based Sign-in

Macro Settings

Drisable all macros without notification
@ Dizable all macros with notification
Disable all macros except digitally signed macros

Enable all macros (not recommended; potentially dangerous code can run)
Developer Macro Settings

Trust access to the VBA project object model

Cancel




HEEHEEBB

User Data
General
WView
Print
Paths

Fonts

Security

Personalization
Application Colors
Accessibility
Advanced
Cnline Update
OpenCL
Load/5ave
Language Settings
LibreOffice Writer
LibreOffice Writer/Web
LibreOffice Base
Charts
Internet

Help

Security Options and Warnings

Adjust secunity related options and define warnings for
hidden information in documents.

Passwords for Web Connections

[] Persistently save passwords for web connections

Protected by a master password (recommended)
Passwords are protected by a master password. You will be
asked to enter it once per session, If LibreCffice retrieves a
password from the protected password list.

Macro Security

Adjust the security level for executing macros and specify
trusted macro developers.

T5As

Maintain a list of Time Stamping Authority (T5A) URLs to be
used for digital signatures in PDF export.

Reset Apply oK

Options...

Connections...

Master Password...

Macro Security...

Cancel

‘ _/\1.



Macro Security

Security Level Trusted Sources

Very high,
(®) Dnly macros from trusted file locations are allewed to run.
All other macros, regardless whether signed or not, are disabled.

High.
O Cnly signed macros from trusted sources are allowed to run.
Unsigned macros are disabled,

Medium.

Confirmation required before executing macros from untrusted sources,

Low (not recommended),

All macros will be executed without confirmation,

Use this setting only if you are certain that all documents that will be
opened are safe.

Help Reset oK Cancel




Office Macros
Internet Explorer
MSHTML (IE) ActiveX control

Trident proprietary browser engine




Protected view bypass

Containers — zip archives

ISO files

RTF - Rich Text Format

Protections / Macros per user
Protections / Macros updates & upgrades

Set & Forget




Apple Phota

‘Data Linked to You’

Google Phg
Data Linked to You

Analytics App Functionality Developer's Advertising or Marketing Product Personalisation App Functionality
B Identifiers @ Contacts <+ Location of  Location B Purchases
Usar Contant WRARER: @ Financial info
= @ Contacts Pavmant
Analytics i
i “f Location
BB Identifiers R user Content
. B Furchases rtld ]
@ Contactinfa
Location
7 @ Search History

Contact Info i
o B identifiers

E User Content - ! i @ Contacis

il Usage Data
1 e E Liser Content

@ Search History
Bl identifiers © Search History

B identifiers
ol Usage Data

£ Diagnostics il Usage Data

£3 Disgnosties
@ Other Data o e

. @ Other Data




Legal implications of garbage discard
HEB Pharmacy plastic bags

Shred any/all PII - overkill?

Bulk shredding Sun City




Mu
Mu
Mu
Mu

ti
ti
ti
ti

D
D
D
D

Birthc
Multip

e eMail addresses and providers
e browsers

e Identities

CRELGRIVGES

ates, first cars, best pet, ...

e cell phones

Fit for Purpose




Verification

Spoofing

changing true IDentity for fake/trusted

US National Identifier Social Security Number
Legal to Opt out providing SSN

Growing use of eMail address as IDentity

Track and sustain eMail addresses

Dwindling pool of non-eMail usernames

Disposable eMail addresses

Gmail + eMail john+ebay@gmail.com

eMail skeleton key to digital life



mailto:john+ebay@gmail.com

Phishing

scam duping/fooling to reveal personal or
confidential information for illicit purposes

Spear Phishing

Smishing

Vishing




Great to hear from you, | need you to get a Apple iTunes gift cards for a friend who is down with cancer of the Liver, it's his birthday today and | promised to get it for
him, but | can't do this now because I'm currently out of town and all my effort purchasing it online proved aborfive.. Can you get it from any store around you for me? [l
reimburse you once i return. Please let me know if you can handle this so | can tell you the amount and how to get them to me.

Sent from Mail for Windows

How are you doing 7 Hope you keeping safe ?

Can i ask you for a favor ?

Sent from Mail for Windows




Do Not click on links

Links were made for clicking

ALERT - when asked for credentials
backup

pause

iInvestigate

Sense of urgency

Sense of familiarity

There is a problem with this site’s certificate

Information gives no indication of being
stolen




www.ftc.gov
ReportFraud.ftc.gov
IdentityTheft.gov



http://www.ftc.gov/

_ength beats strength

Passphrase hint

Password manager

~inancial hint

Every passphrase/password unique
Credential stuffing

Password rules weaken passwords

(must have mixed case, nhumber, special)
Phishing — look-a-like steal credentials
keyloggers




Separate financial passphrases

Password managers for digital legacy
Passphrases stored in browsers

browser takeover - save this credit card?
Password manager — browser integration
Function, security, usability — pick any 2

Dictionary attack
Social media attack
Brute Force

Big Data




Hash

Salt

Hash — one-way cryptographic function
Any length input

Fixed length output

identical input => identical hash

slight perturbation in input => drastic change in hash
Rainbow tables

Salt + hash => more secure

STRONG passphrase + maximum encryption

for naught if password given away or keylogger
Celebrity photos Jeff Bezos DNC




Get a replacement password, PIN, etc.
Biometrics more permanent

Kids snap sleeping parent to use smart phone
HIIDE

China social score




Authen

proces
be true,

Factors
somet
somet
somet

tication

s or action showing something to
authentic, valid, genuine

ning you know — passphrase
Ning you possess — phone, key
Ning you are — biometrics

somet
DOSSESS

ning you can do - typing style
smart device SMS message

Authenticator
security key




Tune & adjust profile & settings
Separate form and function
Internet birthdate




eMail cost

Generate eMail addresses
a@gmail.com, aa@gmail.com, ...

eMail lists for purchase

uNsubscribe

Abandon eMail accounts

consider keeping, monitoring, inventory

Gmail account+key = who's responsible
Temporary email => add and remove
Text only reader



mailto:a@gmail.com
mailto:aa@gmail.com

Smart Phones
DO NOT click — Open links
Maby STOP

Hey Jason! Your 1800Flowers order

Maby not ras been

shipped. Once it's delivered, we'll

Forward “SPAM” 7726 [etaae)

http /it I/ 2twh 4

https://consumercomplaints.:fec:gov/hc/en-us



https://consumercomplaints.fcc.gov/hc/en-us

€ 74611688

Wedriday, Dec 10« 7:03 94

ATET Free Message; Your lemporary
PIM I3

ATRT Free Message: Your temporary
e PiN s

& 74611888

0

Add contacl
A Details
Archive
Delete

Help & feadback

Wedneiday, Dec W« ZOIPM

AT&T Free Message: Your temporary
PiNis

ATET Free Message: Your temparary
Pifis

Block & report spam
Yo wion recelve calls or teta from
74611888 This conversation will be

archived

Report spam

T i’ rumsher Shed moeet lads

] ey ) 1 i Cliriiss

appty), Losen more

Caneel




Multiple email providers/addresses
Name at dot domain
Donald[at]Disney[.]com

Privacy policy

“get notices?”

Breach subject?

Australia




Sender Policy Framework

eMail server

eMail client

Multiple servers Gmail vs. Proton mail

Location and privacy policies
45% - 73% Corporate targets higher %




HTML pixel
Tracking

Unsubscribe, any action can be seen at
sender

eMail filters
At new interactions, check junk folder




"I have to hang up now, I'll call you right
back”

Verify and investigate that call back
number

“can you hear me” do not answer “yes”
Sun City CA web page be $cam smart

Self Defense club Self and Home Security SIG
Georgetown Police Williamson county sheriff
Cyber Security SIG News Archive

Spoofing CallerID semi legal

Trust




Bank card PIN

Cell plan PIN

PIN trending toward THE key

IDentity theft — misnomer

Information gives NO indication of being
stolen

Our generation is the top target
Our generation is less likely to complain




Vulnerable systems, apps, people are
found in seconds AND documented

If you can “see” them, they can see you




Spectre like side channel attack
Site isolation

Example.com Example.net
Example.com Attacker.com
corporate.example.com
attacker.example.com

Obtain credentials if auto-filled
Data in browser extensions
Version 93.0.4577.82 (Official Build) (64-bit)




Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless




Most of our legacy is digital

Inventory

Accounts

Payments

Start now, never finish

Review often

Close & remove accounts

Deceased alert to credit reporting agencies

major 4 minor 40
www.thedigitalbeyond.com
www.everplans.com



http://www.thedigitalbeyond.com/
http://www.everplans.com/

INTERNET

PASSWORD BOOK

KECDP TRACK OF ALL yoUR USERMAMES,
PARSYWORDS aHD WER ADDRESSES

a5 s, -




Bank and Investment accounts &
passcodes

Social media

eMail

Cloud storage photos, videos,
Medical history/treatments




Copy of death certificate

Private investigator / forensic expert
CURRENT policy of sites

First generation with this problem?
Digital / virtual assets




Smart home IoT

Lock out of house

Remote control of thermostat
“spy"” cameras/speakers




Abandoned accounts can threaten family
& friends

Inventory start & maintain




- . . . . Statement .

Utility Bills Motification Period How Paid Comments
2 Date
3 Georgetown Utilities us mail Monthly g4 Auto Debit WF Visa
4 Atmos Energy Email Monthly 194 Auto Debit WF Visa
5 Suddenlink Email Monthly 17" Auto Debit WF Visa
g U5 Mobile Cell Service Email Monthly gnd Auto Debit MC
7 TuTag Email As Needed As Needed Auto Debit MC
8 Tablo TV Email Annual August Auto Debit MC
9 Acorn TV Email Annual May Auto Debit WF Visa
10 BritBox TV Email Annual July Auto Debit WF Visa
11 Lee Wright Landscape S Mail Weekly/Bi-Monthly  3p™ Check
12 Mow & Go Lawn Service On Demand Check
13 Home Cleaning Every 2 weeks Check
14 Church Monthly 1" Week Check
15 Food Pantry Monthly 3" week Check
16 GM Financial Email Monthly 154 Auto Debit WF Checking
17
18
19
20

o . . . . . Statement .

SW Subscriptions Motification Period How Paid
21 Date
22 Microsoft 365 Email Annual September Auto Debit WF Visa-3029
23 Quicken Email Annual January Auto Debit WF Visa-3029
24
25

Utilities Memberships Finance Medical Other 4




Inventory

Venmo, Zelle,

Facebook

Settings & privacy Memorialization

General Account Settings

- A
ontac ——

ad sccountcontac [

Memorialization Settings Drecide wihal happens o your account afler you RDass. away

Identity Confirmation Canfirm your identlity to do things like run ads about social issues
elections or paolitcs




Twitter, Instagram, Google,
Photos




SpyFone

FTC orders deletion of surveillance data
first of its kind (Retina-X)?

stalkerware

~ location, eMails, chats, videos, browser
histories, ...

banned

notify victims

mSpy, Mobistelth, Flexispy, ClevGuard
Helpful <-> harmful

Collection AND Protection




Proton Mail

VPN probably not their VPN
Not EU, Swiss law

2017 13 reauests. 2020 3572

S

ProtonMail

Current Issues




Bluetooth devices static MAC addresses
BrakTooth

USPS postal mailbox

receipt of postage-paid U.S. mail
business cards, flyers, etc.

Gift card & customer loyalty rewards
Apple delays Child Exploitation Images
Office policy change

Trusted Documents override

Protected View settings

ActiveX, Dynamic data Exchange, macros




Bluetooth devices static MAC addresses
BrakTooth

Rerote devices | Local devices I About kMediewval. .. |

Devices faund: 1 | @4 Dewvice details = Change view = | &2 Refresh o« Use cache

s

Device name Device address Device class Connected  FHem... Aauth. .. Laszt time was seer
E sPH-»300 001 5:B3:280:45:C3 Phorne > Cellular L= L= =) /52007 2:50:08

[ @ SPH-A900 (00:15:E9:80:45:C3) =N I o

G Refresh = Authenticate device g Deauthenticate device

Fizgld name Fizld walue Dewvice capabilitiesz

Device name: SPH-2900 7% Limited dizcovery

Device address: oi15:BEo:20:45:C32 TF Pasitioning [lacalization)

kd ajor dewvice clazs: Fhone S I etveorking

rMinor dewvice clazs: Cellular o Fendering [printing. speakers]
Connected: = Mo g Capturing [zcanner, microphone]
Femembered: @ Yes . Object tranzsfer

Authenticated: @ Yes TF Audio

Last time was seen: 3/5.2007 2:50:06 Frd i T elephony

Laszt time was used: 1210007 12:00:00 Ak4 T Infarmation




-8l AT&T LTE 12:11 PM

qiiiF? BLE Devices

=Moo NMname =

Last updated: 12.11.39

=Moo MmMarme >

Last updated: 12.11.39

=MNOo Name >

Last updated: 12.11.37

=Moo NMNarme =

Manufacturer: Sony Corporation

Last updated: 12.11.39

=Moo NMNarme =

Last updated: 12.11.39

= MO Marme =

Last updated: 12.11.39

TEo, (-
1 B
e —
-Dﬂﬂﬂ

RSSI: - 88 dB

.Gﬂﬂﬂ

RSSI: -83 dB

-Dﬂﬂ”

RsSSI: -95 dB

-llﬂﬂ

RSsSI: —-64 dB

.Dﬂﬂﬂ

RSSI: -84 dB

.llﬂﬂ

RSSI: -65 dB




Closed system
Once shipped
Once sold
Never updated







SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH
SEARCH
SEARCH
SEAaRCH
SFEAaRECH

FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM
FEOM
FEREOM
FE oM
FEOM

"giftcardsAgc.nordst
"Tgo—orders@goc . emai 1 .
T"giftsApaypal o com™
THJorewgiliftocards@Eijors
"Tnotificationfmypron
"bittrex.com™
"Tnoreply@messacging .- =
T"TEvirtualrewardosentes
T"TocorporategiftocardsiE
"Tocoinshit.oio™
T"Ihitmexx o com™
"gianteagle@info._.gis
"starbucksEBgiftcards
T"Tocustomerserwice@wel
"Ttidex . com™
Tdexr—trade o ocom™
"Just for wougiftcocs
"bhitbay™
Twa=ir>x .o com™
""Rocabelas o ocom""
"stremail@microsoft.
"Tmoreplyv@likralktern . com™
"Joinhonesys . com™
"Tdigital no—reply@an
"Tnoreplyv@giftcert.cc
"Tno—replyv@giftogram.
"Tnoreplyvi@adogechain . i
"Ropentable . com™
"southwestairlines@i
""Tdonotreplyv ..o staplaesiE
"messagel@myio D O IDaETwW S
T"TAinNnfFfoRZO0Z20 . opinioninr
"E@sm.i1hg.com™
"Tmarriocott@email-—-marrxz
"hiltorn.ocom™



Internationalized Domain Names

someone@arstechnica.com

| is Cyrillic character NOT Latin character
spoofing

& arstechnica.com

(=, ] xn--arstechnca-42i.com

Q arstechnica.com - DuckDuckGo Search

BUT Outlook shows apple.com no distinction
apple.com apple.com




Last Seen

Everyone, My Contacts, Nobody
My Contacts Except

blacklist

Profile picture, About details
Add “reactions” to words, audio, video, GIFs




Mozilla VPN security audit

“Alexa turn on adaptive volume”

Intel apps on M1 Macs

Rosetta emulator

Apple -> System Information -> software -> Applications
Fortress Wi-Fi Security Alarms

Capture & replay disarm command
Knowing eMail address — obtain IMEI




T e

w Hardware
ATA
Apple Pay
Audio
Bluetooth
Camera
Card Reader
Controller
Diagnostics
Dize Burning
Ethernet Cards
Fibre Channe|
FireWire
Graphics/Displays
Memory
NVMExpress
PCI
Parallel SCSI
Power
Printers
SAS
SATA
SPl
Storage
Thunderbelt/USBa
USB

w Network
Firewall
Locations
Velumes
WWAN
Wi-Fi

~ Software
Accessibility
Applications
Developer
Disabled Software
Extensions
Fonts

Application Mame

Rosetta 2 Updater

Zoom

CneDlrive

Terminal

Wireshark

Onecam

com.microsoft.openxmi

Droplet with Settable Properties
Recursive File Processing Droplet
Recursive Image File Processing Droplet
BlonPaletteServer
ABAssistantService

About This Mac

Accessibility Inspector
AccessibilityVisualsAgent
Activity Monitor

AddPrinter
AddressBookManager
AddressBookSourceaSync
AddressBookSync
AddressBookUriForwarder
Ainulh

AirDrop

AirPlayUlAgent

AirPort Base Station Agent
AirPort Utility
AirScanLegacyDiscovery
AirScanScannar

Rosetta 2 Updater:

Version: 1.0

Obtained from: Apple

Last Modified: 1/1/20, 2:00 AM
Kind: Apple Silicon
Sianed by:

Mac mini

Version

5.7.4 (B98)
21.138.0711
271
3.45
2.14

1.0
1.0
1.0
1.1.0
10
1.0
5.0
1.0
10.14
16.1
o
o
10
o
1.0
1.0
20
221
6.3.9
16.1
16

Cbtained from

Identified Developer
App Store
Apple
Identified Developer
App Store
Unknown
Unknown
Unknown
Unknown
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Annle

== _John's Mac mini » Software » Applications » Rosetta 2 Updater

Last Modified

1/1/20, 2:00 AM
8/2/21, 3:07 PM
B/10/21, 11:24 AM
9/29/16, 10:07 PM
A4/21/21, 12:22 PM
712921, 1:47 PM
4/27/21, T1:00 AM
1/1/20, 2:00 AM
141)20, 2:00 AM
1/1/20, 2:00 AM
141420, 2:00 AM
1/1/20, 2:00 AM
1/1/20, 2:00 AM
2111/21, 1:36 AM
1/1/20, 2:00 AM
1/1/20, 2:00 AM
141/20, 2:00 AM
1/1/20, 2:00 AM
1120, 2:00 AM
1/1/20, 2:00 AM
141/20, 2:00 AM
1/1/20, 2:00 AM
1/1/20, 2:00 AM
1120, 2:00 AW
141/20, 2:00 AM
1/1/20, 2:00 AM
1/1/20, 2:00 AM
AP0 00 ARy

Software Sianino. Apole Code Sianina Certification Authority. Apple Root CA

Kind

Apple Silicon
Apple Silicon
Intel

Intal

Intel

i0s
Other
Other
Other
Other
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
Universal
L Iniwmrsal




genesis =

@MY S0 B wm, Fw

O BOT NAME/ &L -3 -/~
# Generate FP
Filter bot name

fmp Crders

[B Purchases

$ Payments CEVEDFSCEBAORGI6165FBEARIOERESTE
2 Tickets & 2021-09-06 18:31:11

R G = 2021-09-07 17,57:07

& Profile

2 invites CRATFCERZRATIZT EASAE NG TIS3CAFID
# Logout i 2021-09-06 19:30:56

5 2021-09-07 175707

SATHBOAGSIAFTBEASFCTARIAISADS] JE

i 2021.09-05 23:47:46
[ 202109-07 17:57:07

FE1SERODCEFTA1 CDDEIRBFANZCEIASET

i 2021-08-07 16:33:58
2021 -09-07 V75707

AFICFIT TSI T 5 FAFITRE0N 1 AEDSC6E

& v EERESOURCES KNOWN f OTHER BE-

Aty .

Ow e’

5 Google

Filter resource nameafdomain: paynoalebay.e

24 (18P0 =22

ElFacebock Jmown 3

auth.riotgames.com chesstempao.com
classroomoworidibookonline. compenmnyo.com, ph
Ims.asknlearn.com Esm.cam pus-erpLonm
SigRup-api Figtgames. com slz02 scholasticl..,

wather 19

RN
Ge Lo'a'd

B0 Ho0=0
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Genesis Wiki

Genesis Store - professional place that helps you to increase ancnymity in Warld Wide Web.

Genesis Store specializing in selling:
* FingerPrints (FP),
* Cookies,
* Inject Scripts infa,
* Form Grabbers (Logs),
s Saved Logins,
& Other personal data obtained from different devices in the WEB,

Each botin the store may include all menticned above infe of partial,

Ta help you work with this Information we have developed professional software,
Genesis Sacurity - the proprietary plugin which can simplify your work with FingerPrints and Cookies of the bots (holdersh

¥ou may purchase all the necessary data on any bot (holder),
NE: we do not check the sources or the accounts, we provide the info «as it iss.

Fingerprints may be obtained in 2 different ways:
» real FP scratched by bot from the user's Device,
+ peneraied FP based on the data grabbed by bot on the user's Device,

To find usefull information how to use this service, you can look at following sections:

With regards, Genesis team,

) genesis




Texas House Bill 20
Protect Texans from wrongful social media
censorship
“silence conservative viewpoints & ideas”
50 million monthly users
simply based on political viewpoints
Consumer protection disclosures
Processes related to content management
Complaint and appeals process for content removal
State of Texas pay social media influencers
25 $118,267.40
Microsoft Teams Chat supervisors delete messages




» Facebook Camera glasses

Current Issues




Roomba pooptastrophes avoidance
100,000

Pet Owner Official Promise (P.0O.0O.P.)
Amazon TV

Commercial -> Amazon buy now
Pentagon -> Global Resource Systems
Global Resource Systems -> Pentagon

175M IPv4 addresses
11:57am Inauguration day




Windows security
Ransomware protections
for enabled files & folders only
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Cognitive ability does not decline with age
We for get why we got up, BUT
Job 12:12

Is not wisdom found among the aged, and does
not understanding come with a long life?

"this is all above my head”
"cyber scares me”
Digital immigrants

Technological and social changes

Cyber security is everyone’s business

When each of us are safer, we ALL are safer
We have accumulated wealth - digital wealth
They want it, it can be available




Awareness, Preparedness, Understanding
Attackers need one vulnerability
We need to cover all

Education

Tortious and Hare
The sky is falling

III

“too big to fai




When you are 20 you care what everyone
thinks

When you are 40 you stop caring what
everyone thinks

When you are 60 you realize no one was
thinking about you in the first place

When you are 80 everyone is thinking of
your wealth and how to obtain it




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




