
Sun City Computer Club
Cyber Security SIG

June 17, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/564441683


Current Issues

 Pulse Secure access Metropolitan Transit Authority (MTA)  
New York
Efforts to hide tracks (sic)
Backdoors left behind?
18-month lag

 DOJ Ransomware same level as terrorism
 Computer Fraud & Abuse Act (1986)

Police officer abuse of granted access
 US Army rescinds IoT workplace ban
 McDonalds drive-thru AI robot
 Patch Tuesday  Microsoft

Intel, ABOBE everything
 Next Unit of Computing (NUC)
 Starlink disk shutdown at 122° F





Current Issues

 3M PCs data stolen & posted
credentials, cookies, autofill data, payment 

information, images, screenshots of users, 
messaging data, emails, gaming data, 
filesharing, …
ASSUME YOUR DATA is CLONED and 
AVAILABLE
 Jackware Much greater impact 

Much greater amplification
Much easier supply chain attack

 Colonial pipeline – leaked password on Dark 
Web?   Unused VPN service       



Windows out of Band Patch?



Agent Tesla

 Password stealing program

 Strictly for monitoring your computer

 Yeah, but

How to evade anti-virus

use vulnerabilities to install product

bundle program in images, text, macros,…

 2018  Fully functional information stealer







Agent Tesla

 Logs keys and clipboards

 Captures screens and video

 Form grabbing

 GoToMyPC, VNC, LogMeIn

 LuminosityLink



Current Issues  Venmo

 Venmo

Private transactions

Friends list – not

Therapist

Political



Venmo

 IF Android does NOT allow …

 Settings > Friends List  Private



Venmo

 Settings > Friends & Social



Current Issues

 SolarMarker

Search Engine Optimization  PDF

 Otonomo – granular vehicle location data

ToS – Free Trial   40 million vehicles

 Ulysses Group



Ulysses Group



Current Issues

 Salaat First (Prayer Times)
Location data needed
Location data sold

 TikTok US privacy change
“may collect biometric identifiers and biometric 

information” from its users’ content. This includes 
things like “faceprints and voiceprints,” the policy 
explained.

Response to Illinois Biometric Information Privacy Act ?

$92M   (Facebook $650M)
 States with biometric statutes:

Illinois, California, New York, Washington, Texas



Current Issues

 Windows Defender Patch

 Recent Signature updates



Windows Defender Updates

 Since May 15, 2021



Anom

 800 Criminals

 20 Countries

 27 million messages

 2018 –

 Unlock password wiped device
 Criminal “flipped” at demise of another service



Current Issues

 Scammers getting more real than real

 Didn’t you read the presentation about 
this?

 EU Court of Justice 

"Under certain conditions, a national supervisory 
authority may exercise its power to bring any alleged 
infringement of the GDPR before a court of a member 
state, even though that authority is not the lead 
supervisory authority,"



Current Issues

 VW/Audi data leak

3.3 Million

Name, mailing address, eMail address, 
phone number(s), drivers license, DoB, 
SSN, …





Your concept of a Ransomware Hacker





Colonial Pipeline

 FBI (Department of Justice) recovered 
$2.3M US paid to Darkside

 Early notification to law enforcement

 FBI - please pay bitcoin, not Monero

 Political??



Older account checking tools



Uses for stolen eMail accounts



I’m careful – My neighbor NOT

 Facebook Contacts

 Venmo – Social money transfer

 MyLife

 Venmo



Current Issues

 Jetpack security update to WordPress

 WordPress  “Fancy Product Designer”

“Fancy Product Destroyer”

 iOS 12.5.4 security update
iPhone 5s, iPhone 6, iPhone 6 Plus, iPad Air, iPad 
mini 2, iPad mini 3, and iPod touch (6th 
generation)

 8 day “window” exploit tuning







Amazon Sidewalk



Firefox auto update

 Scheduled task

 Per user

 Check for updates, Download updates, 
apply updates



Firefox auto updates



Firefox auto updates

 EVEN when Firefox is not running

 Windows only – for now

 Firefox 90



https 

 Schemeless browsing

 Sites without https capability

 Sites that redirect to https

 Sites with Strict-Transport-Security

 Browsers that “tune”

 Edge



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


