
Sun City Computer Club
Cyber Security SIG

May 20, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/553117923


 Computer Club Facebook 

 Seminars



Android May 2021 update

 4 vulnerabilities  actively under attack



Android Apps

 23 Google Play store apps

 100,000,000 users’ personal data

 Misconfigurations 

 Developer’s internal resources

 App cloud access

 eMails, phone numbers, chat, 
passwords, photos, browser histories, 



Android Apps





Install Russian language?



Windows key + Space bar



Current Issues

 Apple acquiescence to China government
state employees to manage servers and 

security tools used to secure information
 Write once media to help with ransomware?
 Intel & Leidos “trusted execution 

environment” for Covid research
 AI & humanity

“Do you want to destroy humans?”
“OK, I will destroy humans, you have been 

warned”



Current Issues

 Cryptocurrency  fraud, scams, theft
 85% of US critical infrastructure in private hands?

We do not know
 AXA French Insurance company

Will no longer write ransomware policies
Hit with ransomware
Data release threat
A carrier of Colonial pipeline cyber insurance

 EufyCam vulnerability
 Robot Vacuum + pet deposit = extreme mess
 96% opt out rate for iOS 14.5
 Air Tags mesh network can be used as covert channel





Cloud & VPN

 Fit for purpose
 VPN

Hide traffic from ISP (Suddenlink)
Hide traffic from government
Public Wi-Fi  - some protections
Hosted apps and Services
Geo restricted access

 Cloud
Proud vs. Private   clear vs encryption
Encryption – Yours     or  Yours & theirs
Dependance small



Darkside

 Ransomware as a service

 Every (thus any) target

 State of emergency

 Stolen data and encrypted

 Double or half ransom – depending

 Solar Winds – sigh

 Gas supply – intense interest

 30 “other” events



Darkside gone dark



Executive Order

Improving nation’s cyber security

 More stringent security requirements for 
government contractors

 Use of procurement processes to increase 
vendors to implement secure software 
development processes

 Require government agencies to use 
multi-factor authentication and encryption

 Adoption of zero-trust security model



Executive Order

Improving nation’s cyber security

 Cyber Security Safety Board

National Transportation Safety Board

 180 day deadline for MFA and encryption
executive-order-on-improving-the-nations-cybersecurity

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/


 All-of-government response

Interagency response group (well 9)

 EPA waver non-compliant fuel

 DOT hours of service for fuel transport

 Governors expand weigh limits for fuel 
transport

 Alternate fuel transport via rail and 
maritime



TeaBot  Android trojan



Bizzaro Banking Trojan

 Yet another Android banking trojan

 Kills browser processes

 Disables autocomplete

 Hijack bitcoin wallets



Exim

 Experimental Internet Mailer
 60% of publicly reachable mail servers
 Open Source Software (OSS)
 Source Code Audit
 21 remotely exploitable vulnerabilities
 Since it is OSS, tracking is difficult
 Part of appliances
 Part of many distros
 21 nails
 Microsoft Exchange Server  - second verse

Same as the first
Ransomware
ID, credential theft



tor 

 The Onion Router

 Concept

 NSA runs some exit nodes

 25% evil exit nodes

 https redirect masking

 Crypto exchanges current targets

 Use VPN 

 Use explicit https:// scheme





Stalker ware

 Android

 Spouse, parent, stalker

 Stalker, Victim, Attacker

 Take control of victim’s device

 Take control of stalker’s account

 Intercepting collected data

 Loading fabricated evidence

 Remote code execution on device







LG Smart TV

 If you give a tv an Internet connection



LG Smart TV

 Add USB drive to LG TV

 File data on USB sent back to LG 
unencrypted

 “Jack & Jill Xmas morning”



LG response





Samsung Smart TV with camera



sigh



Google Chrome Privacy Sandbox

 Federated Learning of Cohorts  (FLoC)

 Privacy-first future of web advertising

 Replace / supplement tracking cookies

 Advertising ID  - unique

 Browser side analysis => cohort

 Enabled at Google’s time and choosing



Opt-Out  (disable?)







Am I FLoCed?

 EFF site

https://amifloced.org/

https://amifloced.org/


Microsoft Build Engine attacks

 Microsoft Build Engine (MS Build)

 Tool for compiling, packaging, deploying

 Deliver fileless   - deploy in memory

 Leaves no trace





DISA Zero Trust

 US Defense Information Systems Agency

“a more secure, coordinated, seamless, 
transparent, and cost-effective IT 
architecture that transforms data into 
actionable information and ensures 
dependable mission execution in the face of 
a persistent cyber threat.”

Zero Trust Reference Architecture

https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf


SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


