
Sun City Computer Club
Cyber Security SIG

May 6, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/546217377


Current Issues

 SolarWinds

 Microsoft Exchange Server vulnerability

 COMB

===========================

GREAT increase of our Personal Information

Cyber Security SIG Special Alert



MAC Users Group (MUG)

Sun City Texas Community Association File Library Mac 
User's Group Meeting Notes (sctexas.org)

https://www.sctexas.org/club/scripts/filelib/view_filelib_list.asp?GRP=26544&NS=MEMFAC&MFID=27404&MFCODE=SIG_MAC&FGRPCODE=SIG_MAC




Cyber Security News Archive



Apple macOS

 macOS Update Big Sur 11.3
Catalina and Mojave
sneaky
Gatekeeper – app registration
Notarization – automated
Application attributes
metadata file info.plist 
simple script
Massive effort to fool Apple’s vetting
Remove application notarization

 macOS Update 11.3.1 Webkit



iDevices 

 iOS 14.5.1  iPadOS 14.5.1 watchOS 7.4.1

 Older iPhones  12.5.3

 Not AppleTV



iOS 14.5  iPadOS 14.5



Apple iDevices

 Settings -> Privacy





And then the popups begin
7 month delay

 Facebook

Hamburger icon



Facebook

 Settings & Privacy -> Privacy Shortcuts

 View or clear your off-Facebook activity

Do a “WOW”

 Manage Future Activity

 Clear History

 IFF this is your current desire



Instagram



App Tracking Transparency

 Apple vs Facebook



Wireshark 3.4.5 release



Sysinternals updates



Current Issues

 Apple Ransomware
Supplier Quanta   $50M  then $20M   aside Taiwan

 eMail Hack
Unable to receive eMail
Microsoft  gear icon
“Rules”
other  Settings  - Forward  remove

 Browser updates abound
 Emotet C&C takedown  Have I Been Pwned
 RotaJakiro  Linux malware  undetected since 2018

Kernel versions 5.10-rc4, 5.4.66, or 5.9.8
 AirDrop





FluBot

 Android
 Fake delivery notification
 Install “App” to follow delivery truck
 Once infected, all contacts sent same 

malware
 “please allow this app”
 IF INFECTED - RESET  - RELOAD

from good backup from before infection
 Change passphrases 



Twitter eMail



Safari link preview  MacOS



Current Issues

 PulseSecure VPN
 SlowPulse  MFA bypass
 Signal Cellebrite feud
 Fourth Amendment is Not For Sale Act

Clearview AI  Data brokers  
 Pentagon’s IP address space 

Control transferred to Florida Company
3 minutes before Biden term to start
175 million addresses
Global Resource Systems LLC
now largest AS in history   AS8003
Legislative mandated sale failed

 Scripps Health
 Panda Stealer, Doubledrag, Doubledrop, Doubleback

Private keys, past digital wallet transactions, NordVPN, Telegram, …
Screenshots, browser cookies, passwords, cards, …



Current Issues

 University of Minnesota & Linux kernel
OSS

 Passwordstate password manager
Customer’s data (passwords) stolen

 Codecov Jan -> April   Product to find 
vulnerabilities

 Ransomware Task Force Report
 Law Enforcement ransom attack data

For Sale and/or leaked
 And so many more

https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force_Final_Report.pdf


 FYI

Blur

Password Manager

Tracker blocking

eMail address hiding

Credit card masking

Phone number masking

 FYI  no endorsement



OnLine purchases

 TOR browsers, VPN, security suites, 
firewalls, browser extensions, virtual 
credit cards, multiple …

 Credit card numbers with limits

 Warrant canary





Current Issues

 Passwordstate password manager
update stole data, sent to attackers

 Postal mail 
O’Connor Property Tax Reduction Experts
Full Legal Names, Property value, 

 Credit monitoring Service(s)
Credit limit, etc. sent via unencrypted eMail

 Virginia Cyber workforce development 
initiative

 Dell 12-year-old driver vulnerability



Current Issues

 WebAssembly
fast & secure common binary

 Google  service account guidelines
 Supply chain security
 “I see Dead ?ops Leaking Secrets via 

Intel/AMD Micro-Op Caches”
 AirTags
 Pelotron Profiles – private?
 Adobe Flash



Your Windows Defender?
C:\ProgramData\Microsoft\WindowsDefender\Scans\History\Store



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


