
Sun City Computer Club
Cyber Security SIG

April 1, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/531995159




Current News Blog Posts







 Microsoft Windows 10

Cumulative Update Preview

3/29/2021    KB5000842







BazarCall

1. SENDER EMAILS 
2. info@icartservice.com 
3. inform@icartservice.com 
4. it@icartservice.com 
5.

6. SUBJECTS 
7. Do you want to extend your free period ###########? 
8. Do you want to extend your free trial ###########? 
9. Free period for ############ will come to the end end in 3 days 
10. Free trial period for ############ ends in three days 
11. Free trial period for ############ will end in 3 days 
12. Your free period ########### is about to end! 
13. Your free trial ########### is about to end!

 Provide ID
 Fill out this form for refund

 Why not?  There’s no link to click.



Current Issues  esoteric?

 OpenSSL  CVE-2021-3449  Server crash
 SolarWinds yet again  &  DHS access
 Cloudflare Browser Isolation

Rendering – visual result on user’s browser

 Ubiquiti breach
LastPass
AWS
Linksys, Cisco, TP-Link, etc.

 PHP
 Space probes, satellite comms, 
 Roku activation fee  tech support fees
 Background Intelligent Transfer Service (BITS)

Job concept  unused bandwidth



Current Issues

 Samba  CVE-2021-20277
CVE-2021-25833 

 Windows Sandbox update
 Apple app-tracking transparency initiative

Delayed from Sept
block access to Advertising ID

 Lock icon
NOT trust
NOT Identity
Reverse Proxy

 Exchange Server patched NOT SO Fast
 Australia Cyber Security Centre scans
 WordPress 



A way to tell



Computer Club website

 Microsoft IIS 8.5  2013





Google street view  blur my house

 Just because

 License plate open drapes  pet outside

 PERMANENT  - resale

 Probably on Zillow

 Raises question – Why?



Google Street View  Blur house

 Report a Problem

 Provide “why?”
 eMail address
 Submit







Current Issues

 Bank warning  fake check scams
 Ransomware “got insurance?”   CNA
 US cyber czar

National Cyber Director
National Defense Authorization Act

 Google takes down counterterrorism operation

 Congressional hearings  

SolarWinds attacks from within US

dozens cyber operations 2020 elections

 Zoom, etc.  Control Notifications!

 Cyber attack forces live TV broadcast off the air



Google FLoC

 Federated Learning of Cohorts

 Gmail 1.5Billion  Outlook 400Million

 SPAM control – not bad

 Creepy line

 Apple IDFA ID for Advertisers

 Apple ATT  App Tracking Transparency

 99% say NO

 China Anonymization ID (CAID)



Tim Cook, Apple CEO

 “Technology does not need vast troves of 
personal data, stitched together across 
dozens of websites and apps, in order to 
succeed. Advertising existed and thrived 
for decades without it. If a business is 
built on misleading users, on data 
exploitation, on choices that are no 
choices at all, then it does not deserve 
our praise. It deserves reform.”



 Cohort ID
 Medical implies medical
 Political implies political

 Advertisers have subsidized a lot

 Browsers fit for purpose

 What if law firms could only show a limited 
number of ads?



DNS cache

 Yet another trace of past activity

 DNS cache poisoning

 Varied and sundry



Clean DNS



Clean DNS



MacOS 

 sudo killall -HUP mDNSResponder



Micrsoft Office Macro

 “TrustRecords”  registry
HKCU:\SOFTWARE\Microsoft\Office\16.0\Word\Security\Trusted Documents\TrustRecords

HKCU:\SOFTWARE\Microsoft\Office\16.0\Excel\Security\Trusted Documents\TrustRecords

HKCU:\SOFTWARE\Microsoft\Office\16.0\PowerPoint\Security\Trusted Documents\TrustRecords



Microsoft Office Macros

 Suggest registry search TrustRecords



Trust Center Microsoft Office



Macros

 Rightmost value allowed macro to run

00 => Open for editing

7F  => Allow macro to run



Libre Office Macros







 Macros
 Helpful

Greatly extends function of office apps
 Harmful

Greatly extends function of office apps

 Scripting
Any/everything an developer needs
Any/everything an attacker needs









Semantics   Government    Safe



Smart device Photos EXIF sharing

 EXchangeable Image File  metadata



EXIF metadata Android



EXIF

 Helpful <-> Harmful
 Helpful

Organize 
Photo data 
Copyright

 Harmful
Privacy 
Tracking

 Part of photo file
Removed in format conversion, upload to social 

media, editing programs
 Not removed with filesharing, eMail, SMS, etc.
 Remove location permissions for camera app(s)





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




