
Sun City Computer Club
Cyber Security SIG

January 6, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/497758616


Cyber & Legislation



Current Issues

 Windows 0-day  CVE-2020-0986 fix broke
 Azure/Microsoft 365 malicious activity tool
 Adobe Flash end
 Y2K “fix” 1990 – 1920 => 2000 – 2020
 Zyxel backdoor
 Smart home devices  swatting
 T-Mobile data breach
 Ticketmaster $10M fine
 Restricted folder access

Brute Forcing     Antivirus



Current Issues

 Google Chrome 87 secure form warning

Actually post-submission redirect



Current Issues

 Browser cache wars

 Kazakhstan root certificate

 Ransomware Task Force

 CVE-2021-3021  as of Jan 5

 BSSID to geo-to-BSSID

 Telegram “People Nearby”



WhatsApp



WhatsApp metadata

 Hardware model

 Operating system

 Browser info

 IP address

 Mobile network info

Phone number, etc.





SolarWinds updates

 WAY more than initial reports
 Cloud providers AWS & Microsoft
 Microsoft source code 
 SolarWinds source code Eastern Europe
 Servers inside US, NSA can not protect

Einstein did not detect
 Election defense diversion
 Early warning sensors not tripped
 October 2019  Deliberate delay
 Widely deployed   Trusted   Exempt 
 Espionage 
 ALTER ?



SolarWinds Update

 FireEye  Red Team tools
 Timing?  Pandemic, Government transition, WFH
 Follow on   Backdoors
 Asymmetric response
 Backdoor removal
 Signed how so?
 Build dll in memory   SuperNova
 Second threat actor?
 Hide in printer, camera, etc.
 And  CVE-2020-10148
 US intelligence formally accuse Russia



Supply Chain attacks

 NotPetya Russia Ukraine  wiper  tax app

 Cisco, disk manufacturers, security
devices

 Ccleaner



Espionage

 OPM

 F35

 Covid



Adobe Flash

Uninstall Flash Player for Windows 
(adobe.com)
https://helpx.adobe.com/flash-player/kb/uninstall-flash-player-windows.html

https://helpx.adobe.com/flash-player/kb/uninstall-flash-player-windows.html
https://helpx.adobe.com/flash-player/kb/uninstall-flash-player-windows.html




SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


