
Sun City Computer Club
Cyber Security SIG

August 20, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/449847442


Twitter





Current Events

 Chinese firewall blocking TLS 1.3 & ESNI
Encrypted Server Name Indication
Block source IP   2-3 minutes

 GENEVA  GENetic EVAsion
 Smart devices with Qualcomm chips
 CPU research

covert channel 128 bytes 
4 256 bit cryptographic secrets
Performance enhancements

-or-
Security enhancements



Current Events

 BlueLeaks 250GB 
 Microsoft updates   Apple updates   Alexa 

updates
 Australian government seeking Critical 

Infrastructure powers
Universities, food & grocery, etc.

 Apache struts again
Equifax March, May, July

 Canadian government Credential stuffing



Smart Devices with Qualcomm chips

 cDSP 
computational Digital Signal Processor

 400 security vulnerabilities
 High performance on low power
 Similar to codec mentioned earlier
 Hexagon SDK
 Android smart devices  
 1 Billion android devices vulnerable
 Photos, videos, real-time microphone, 

camera, GPS, location data past & present
 Brick
 Malicious code - hide & un-removable



Duri



Duri

 Defense in depth

 JavaScript 

 HTLM5

 Data URL   data://badjuju.rock

 Obfuscation

 Will work on MacOS

 Will work on most browsers

 GPO



Current Events

 New Cannon  ransomware  6 days
files published & auctioned

 TikTok collected MAC addresses
Then stopped WSJ

 Fancy Bear Linux rootkit
 Covid SBA loan
 Alexa vulnerabilities patched
 Adobe
 Southeastern Pennsylvania Transit Authority   

malware



Current Events

 Deep Social

Social Data -> Comparitech

235 million 

Instagram, YouTube, TikTok accounts

Profile name, full name, profile photos,

account descriptions, likes, age, gender,

phone numbers, email addresses, …







Now what?

 Close Tab

Clear cache, Cookies, Cached images & 
files



Tab won’t close, now what?

 CTRL-ALT-DEL

High Level Interrupt

Process Tab

Find correct problem browser







May require restart



May require Emergency restart





MacOS

 CMD/Apple + Q

 Clear cache & cookies

Preferences > privacy > Manage Website Data



Not Finished yet

 Shutdown 

 Wait 

 Reboot

 Scan

 Restore cookies



Secret Ballot?



The Clean network

 China phone carriers from US markets

 Privacy violating apps from US app stores

 Remove US apps from Chinese app stores

 US citizen data off Chinese cloud servers

 Secure under sea cables





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


