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Audio Recording In Progress

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/392556847






Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless









Hardware

 Tape camera front and back

 Limit microphone 

Preferences > Sound > Input





Safer Networking

 Cellular tether



Process creation vs DLL

 Initially small memory

Slow CPU

No network

small developer base



Administrator



encryption

 FileVault 2

 REMEMBER the encrypting password!

 Use encrypted disk for Time Machine

 Steganography  bypass for

Xprotect

Gatekeeper

 Encrypt sensitive file sets to the cloud













Activity Monitor



DNS







WEB analytics



Safari browser

 MacOS in Windows VM

 MacOS in MacOS VM

 Tor, Brave, Vivaldi, Chrome, Edge, …

 The Amnesiac Incognito Live System 
TAILS



 Chicken Little
 Tortoise and hare
 Each of us safer, all of us safer
 Age does NOT diminish cognitive ability
 Life, Liberty, Pursuit of Happiness
 Cyber topics scare me

Cyber Security SIG
Cyber Security Blog
Internet

 Do nothing     no problem
<most of us>

 Do everything   - catastrophic


