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Part One 



 Audio Recording of this session
 Use the link above to access MP4 audio 

recording

 Audio Recording in Progress

 SIG attendees are required to be members of 
the chartered club sponsoring that SIG.

 Sun City Community Association By-law

https://vimeo.com/419396527




Covid-19

 FBI fraud reports up   way up

 Covid-19 domain registrations 

 Cyber attacks against healthcare

 “They” are sheltered at home and bored 
and hungry

 Ransomware -> fraud, scams, attacks



Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless



Advantages to PowerPoint delivery

 Any length
 Any time
 Any schedule
 Timeliness
 Pause and continue
 Pause and look up for clarity
 Skip over
 Play again and again
 Adjust video size
 Adjust audio level
 Available to new users  Months from now



Sun City Computer Club Resources

 Presentations

 SIGs

 Newsletters

 Wiki

 Help Center

 First Time

 Classes



Cyber Security SIG

 Bimonthly presentations  Audio recorded

 Classes

Computer and Information Security

Cyber War

Safer Browsing

 Cyber Security News  196  Searchable

 News -> timely





What does John know 

 First job computing   1962
 9 years semi-conductor manufacturer
 30 years Cyber engineer  Major Oil Co.
 Very early WEB experience
 3 years Alyeska Pipeline
 Major Cyber Security Certifications
 Network of cyber professionals
 Computer Club presentations
 Cyber Security SIG
 Windows SIG



Fundamental Issues

 Trust

 Convenience

 FOMO

 Curiosity

 Now any/everyone can have a voice



WEB issues

 Connectionless
 Not intended for current use
 Query & Response
 Client / Server

either can run code on the other
 Any/everything   apps, attachments, 

audio, video
 Interpreters/helpers
 ActiveX, Java, scripts, shells



WEB Issues

 HTTP

 HTML

 Akamai, cloud

 Increased use of third party services

 What, me worry?

 Information gives no indication of being 
stolen 

 Information is cumulative



Journey to the Web site

 Name resolution

Own name, Hosts file, NetBIOS, DNS

 Domain Name System

Distributed, hierarchical, caching database

No authentication

 BGP

routing, No authentication



cryptography

 1-2-3-4

 Steganography

 Hash

 Symmetric

 Asymmetric



cryptography

 1-2-3-4

 Algorithm

 Key

 Plain text

 Cypher text



Steganography



hash

 One way

 Fixed length output

 Any length input

 Message digests

 E.g. MD2,MD4,MD5,SHA-1,SHA-2

 Used for integrity, digital signing & 
passphrases



symmetric

 plain text > algorithm + key > cypher text
 cypher text > algorithm + key > plain text
 Algorithm usually public
 Key space is important  larger is better
 Reversible with the one key
 Does not scale
 E.g. RC4,SEAL  DES,3DES,RC5,Rijndael
 One-time pad
 Cryptanalysis 
 Control



CIA

 Confidentiality

 Integrity

 Authentication

 Non-Repudiation



Asymmetric

 Public & private key
 Intractable problem
 Symmetric key exchange in presence of 

advisory
 Thousands of times slower
 E.g. RSA, El Gamal, ECC
 Public key distributed and verified via 

Digital Certificate
 Signing via digital signature



Uses of cryptography

 Code signing
 VPN
 Confidentiality
 Integrity
 Authentication
 Non-Repudiation
 Disk and file encryption
 IPSec
 PKI
 blockchain



Some detail

 Client hello

 Server hello

 Client validation and pre-master secret

 Both sides use secret to generate session 
key(s)

 Web session proceeds with data in transit 
encrypted with symmetric key(s)

 HTTPS layered on SSL or TLS



Digital Certificates

 Part of PKI

 Binding of public key to entity

 Verified and signed by certificate authority

 Chain of trust

 X.509



WEB transit security

 SSL   TLS

 Asymmetric used to exchange symmetric 
key

 SSL 3.0

 TLS 1.0, 1.1, 1.2, 1.3

















Certificate Issues

 Dates   Issue from  Issue to

 Signature algorithm  Hash algorithm

 Subject





Certificate Chain of Trust

 Microsoft, Apple, Mozilla, Android
 ADMINISTRATOR rights & privilege 
 Past certificate chain compromises
 Certificate Revocation Lists  (CRL)
 Malware can and does manipulate 

certificate chains
 Chain of Trust
 Certificate binding of Public key to 

IDentity



Mozilla





Android



MacOS



iOS

 Unable to remove any certificates

 Ability to add Config Profile with 

Added certificates

 Administrator caution  Does Not Apply



ssllabs.com





Safer Browsing

 Tails
 Linux
 Virtual machines   Linux
 Live CD/DVD
 Check for updates before each sensitive 

session
 New browser for each sensitive session
 Clickjacking
 Cross Site Scripting
 Cross Site Request Forgery
 “Private” sessions



Certificate & Encryption

Gotchas
 Overlay Lock Icon

 Overlay https://

 Sites can and do revert to http

 Browser extension to force https

 Complete Window overlay



HTML

 Methods
POST, GET, PUT, PATCH, DELETE

 Response
1xx Informational
2xx success
3xx redirection
4xx client error
5xx server error

 Referrer
 Redirect
 F12  
 Cookies

tracking, 3rd party, super, flash,   HTML5, etc.

 Authentication cookie  



Tracking

 Cookies
 IP Address
 History
 Local logs
 Browser User Agent string
 Fingerprinting
 Referrer
 “I am not a robot”
 Anything coders can think of …



Maintaining State

 URL
https://mg.mail.yahoo.com/neo/b/launch?&filterBy=&fid=Inbox&fidx=1&ac=gfVcFbP06soZ0XxbtXJq5aW8I1M-
&mailboxId=VjJ-C_UFXi_-EVMadxLtWRtp9zjHo-i8cY1FYym0mI8b9spZcwe1Zg2b-
H0cYx2fOJ3OGH4nkLovJSeSm65J6U1w&.rand=1655841https://mg.mail.yahoo.com/neo/b/launch?&filterBy=&fid=Inbox&fi
dx=1&ac=gfVcFbP06soZ0XxbtXJq5aW8I1M-&mailboxId=VjJ-C_UFXi_-EVMadxLtWRtp9zjHo-
i8cY1FYym0mI8b9spZcwe1Zg2b-H0cYx2fOJ3OGH4nkLovJSeSm65J69qU1w&.rand=165584188&nsc88&nsc

 Hidden Form Fields
<form action="myform.cgi">
<input type="file" name="fileupload" value="fileupload" 
id="fileupload">
<label for="fileupload"> Select a file to upload</label>
<input type="hidden" id="ipaddr" name="ipaddr" value="<?php echo 
$_SERVER['REMOTE_ADDR']; ?>">
<input type="hidden" id="referer" name="referer" value="<?php echo 
$_SERVER['HTTP_REFERER']; ?>">
<input type="submit" value="submit">
</form>

 Cookies

https://mg.mail.yahoo.com/neo/b/launch?&filterBy=&fid=Inbox&fidx=1&ac=gfVcFbP06soZ0XxbtXJq5aW8I1M-&mailboxId=VjJ-C_UFXi_-EVMadxLtWRtp9zjHo-i8cY1FYym0mI8b9spZcwe1Zg2b-H0cYx2fOJ3OGH4nkLovJSeSm65J69qU1w&.rand=165584188&nsc


Search Engines without tracking

 DuckDuckGo
 WolframAlpha
 Startpage
 Privatelee
 Yippy
 Hulbee
 Gibiru
 Disconnect Search
 Lukol
 MetaGer



 Over a BILLION web sites

 Over 4 billion users on Internet

 If you can see them, they can see you



 Credential Spraying

 Facial Recognition  Face covering



File extension



Un Hide File Extensions

 File Explorer Options



 Clear cookies & history before booking

 See the top 10 ________ in every state!

 VPN to see less adds, reduce trackers

GDPR   California

 USE BROWSER TO UPDATE BROWSER



Brave



Brave



Brave



Safari

 Safari  Updated with MacOS
 Beta tester



Edge



Edge



Edge



Chrome



Vivaldi



Opera



Tor



Tor



Browser Choices

 Chrome

 Firefox

 Opera

 Safari

 Edge

 Vivaldi

 Brave

 Tor



Multiple

 Browsers

 eMail accounts/addresses

 Phone numbers   Land Line

 IDentities



Windows & MacOS

 Default browser vs OS browser



 Private mode

 InPrivate Window

 Incognito window

 Limits displayed history



Add-ons & plug-ins



Advertiser ID  Windows

 Settings > Privacy > General



Advertiser ID  MacOS

 System Preferences > Security & Privacy

> Privacy > Advertising 



Advertising ID  Android

 Settings > Ads



Advertising ID  iPhone

 Settings > Privacy > Advertising



 Clear cookies BEFORE purchase

 LIVE Linux with USB tether 

smartphone with Wi-Fi & Bluetooth OFF

TAILS

 User Agent String

 Finger Printing Browser, OS, 

 Avoid links  use URL    bookmark



https  & www  missing now



Extensions

 uBlock Origin

 Privacy Badger

 ScriptSafe

 Network and Internet Tools

 Terms of Service; Didn’t Read

 Avast

 IP Address and Domain Information

 SurfSafe



Information leak



Images  email   browser



Analytics

 LARGE part of WEB traffic
 Adblockers and script disablers half effective
 Host file

analytics.google.com
www.google-analytics.com
google-analytics.com
ssl.google-analytics.com

 Windows c:\windows\system32\drivers\etc\hosts
 MacOS

/private/etc/hosts



Browser Profiles

 NOT for data segmentation or security

 Same browser, same user,    a profile

 Work & Home

 Club 1   Club 2   Golf   To Go Food  …

 Separate history, cookies, bookmarks, site 
blocks, extensions, add-ons, …

 Shopping, travel,   price adjustments

 Sync   and Don’t Sync



Chrome profile



Terms & Conditions

 Vero

 Terms of Service; Didn’t Read



Is it just me?

 https://isitdown.me

 https://www.isitdownrightnow.com

 https://down.com

https://isitdown.me/
https://www.isitdownrightnow.com/
https://down.com/


Lure

 You won’t believe …

 Top ten

 Look for Ad badge



HTTPS

 HTTP over TLS

 HTTP over SSL

 Authentication

 Confidentiality

 Integrity



Captcha

 Attempt to detect human

 Slow down automated registration “bots”

 I’m not a robot



WEB Proxy

 Client <> Proxy <> Server

 “Transparent”

 Policy Based Routing

 Analyze downloads  Virtual Machine

 ADMINISTRATOR rights & privilege

 Hard to detect

 Manipulation of certificate store



Brave Browser statistics



Used to be

 1 PC
 Dial up modem with acoustic coupler
 Dial up modem sharing phone line
 Internet with tablets, multiple PCs

 Very expensive entry costs
 Many servers, facility space, staff, 
 Build and run my web business for 

$1.00/mo



Safer Browsing

 Browser wars
 Brave, Lynx
 Add-ons and extensions

uBlock Origin, NoScript, uMatrix, AdBlocker

 MultiFactor Authentication
 Maintain state

URL, Hidden form fields, cookies
 Proxy
 TOR
 Business Practices  IRS – Phone   Bank - PIN



Safer

 VMs

 Live CD/DVD/USB

 Sandbox

 Search Engine

 Hover Over

 Multiple Browsers   

 Multiple security configurations

 VPN

 Tiny URL expansion

 Popups

 Certificate warnings

 Drive By

 Sites with user supplied WEB content

 EULA

 Deliberate mistakes

 Become informed, aware, suspicious



Safer

 Search engines
 Browser indicators
 Hover Over
 URL inspection
 Professionalism
 Surveys & Account creation
 Google Transparency Report
 Lynx
 F12
 BBB
 Intent & AutoFill
 Security Images
 Multi Factor Authentication



Safer

 Update Update Update Update

 3-2-1 Backup

 Security Suites   Defense in Depth

 MultiFactor authentication

 https

 VPN

 Deliberate mistakes on Data Entry

 Awareness



SCCCCyber@gmail.com

 Questions, suggestions, comments?


