
Sun City Computer Club
Cyber Security SIG

July 2, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/434831688


Current Issues

 Microsoft Edge browser to Windows 7

 Lazarus group  -> Middle East contractors

 BlueLeaks   Texas  LE Fusion Center

 Enable MFA before “others” enable MFA

 Google joins Apple certificate lifetime

 Safari limits API for privacy



Current Issues

 Google removes 106 extensions
AFTER alerts from Awake Security
too good reviews   Security focused
screenshots, clipboard data, keystrokes,
user input, tokens, authentication cookies
32 Billion downloads
Google deactivated the extensions

 Australia government “under attack”
 Adobe Flash end-of-life 12/31/2020



Current Issues

 Russia Telegram un-ban
 Netgear router vulnerability from INSIDE

1996 called, they want their vulnerability 
back

Exploit code available
 TikTok iPhone clipboard copy
 2rd party cookies -> fingerprinting
 Apple DoH & DoT support
 Law enabling ISPs to collect & sell data
 Facial Recognition legislation
 Facial Recognition commercial practices



Current Issues

 Law Enforcement & encryption

EARNIT

“Prize”

 Forceful microchip implantation for
employees

 Browser updates

 Suite signature updates

 Attacks on COVID-19 research



Safari for Big Sur



Tracking

 News chopper video   tattoo & female

 Instagram & Vimeo videos of protest site

 T-shirt with rare slogan

 Etsy review 

 Poshmark

 LinkedIn

 Business site videos

 Windows & MacOS App Store Updates



Ripple 20

 Treck, Inc. 2 person company  23 years

 Low level TCP/IP stack  - library

 19 vulnerabilities  4 rated critical

 Hundreds of millions of devices

 0-day after decades, unable to track

 Low ability to patch

 Utilities, railways, transportation controls, 



Cyber Security News Archive



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




