Cyber Security SIG
November 7, 2019

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/371762587

Chrome update encouraged
78.0.3904.87

Equifax admin admin

Media Data Manager MDM
Apartment smart locks

Google Nest standalone -> Google
Old iDevices Nov 3 GPS rollover

nle HomePod vs Alexa & Google Home
ills
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NordVPN

Expired private key exposed
“a few months ago”

“100% sure”

STOP ransomware

Gafgyt router malware
Huawei HG532

Realtek RTL81xx
Zyxel P660HN-T1A




WhatsApp Voice calls

Israeli spyware on smart phones
NSO Group

Facebook & others suit

DNS registrars breached

Xhelper trojan Android

Russian “Sovereign Internet law”
Blue Keep

MEMS micro-electrical-mechanical systems

Light to give voice command to digital
assistants




MESSAGETAP

SMS "in the clear”

IMSI

International Mobile Subscriber Identity
IMEI

International Mobile Equipment Identity

Mobile Global Title




Got ransomware?

Screenshot via phone camera
Isolate from network(s)
Hibernate or power down

not reboot/restart

check “shares”

NAS
External disk or storage devices




Samsung screen protectors Fingerprint
Physical manipulation (face asleep)
Physical force

_egal (forced to provide finger/face)

Stolen fingerprints not easy to
change/replace

Fingerprint App




J& Avast Online Security

X

This website is unsafe

We've found malicious code on this website that could harm your
computer or steal your private data.

LEAVE SITE
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systems on
wariety.com

HIDE DETAILS

» Social networks

» Ad Tracking

~  Welb Analytics

Scorecard Research Bloclk
o Block

Coogle Analytics Block

Block all web amnalyiic tracking

Avmtomatically block all
trackers

Privacy

systems on
variety.com

HIDE DETAILS

» Socal networks

> Ad Tracking

» Web Analytics

~  Others

Qutbrain Block

Block all other tracking

Automatically block all
trackers




BGoogle trackers are present
on 81% of the web traffic

That is more than the next 4 biggest
trackers combined.




J26% of the web has a hidder
Facenook tracking pixel

Facebook knows more than what you just
o on Facebook
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Varietv.com with uBlock Origin




@ Fdge | edgey//settings/privacy/blockedTrackers

< Privacy and services / Blocked trackers

Tracking prevention blocked 557 trackers Clear data
_ Site Times blocked
IViCes
F Tuitter 119
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Tortoise and Hare
Chicken Little

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




