
Sun City Computer Club
Cyber Security SIG

November 7, 2019

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/371762587


 Chrome update encouraged
78.0.3904.87

 Equifax    admin admin
 Media Data Manager  MDM
 Apartment smart locks
 Google Nest   standalone -> Google
 Old iDevices  Nov 3  GPS rollover 
 Apple HomePod vs Alexa & Google Home

skills





 NordVPN
Expired private key exposed
“a few months ago” 
“100% sure”

 STOP ransomware
 Gafgyt router malware

Huawei HG532
Realtek RTL81xx
Zyxel P660HN-T1A



 WhatsApp Voice calls
Israeli spyware on smart phones
NSO Group
Facebook & others suit

 DNS registrars breached
 Xhelper trojan  Android
 Russian “Sovereign Internet law”
 Blue Keep
 MEMS  micro-electrical-mechanical systems

Light to give voice command to digital 
assistants



 MESSAGETAP   

SMS “in the clear”

IMSI

International Mobile Subscriber Identity

IMEI

International Mobile Equipment Identity

Mobile Global Title



 Got ransomware?

Screenshot via phone camera

Isolate from network(s)

Hibernate or power down 

not reboot/restart

check “shares”

NAS

External disk or storage devices



Biometrics

 Samsung screen protectors  Fingerprint

 Physical manipulation  (face asleep)

 Physical force

 Legal  (forced to provide finger/face)

 Stolen fingerprints not easy to 
change/replace

 Fingerprint App















Variety.com with uBlock Origin



Chromium Edge   Blocked Trackers



SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little
 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


