Windows SIG

October 8, 2019
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording in Progress

SIG attendees are required to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law



https://vimeo.com/365575089

Your input is desired, needed, requested,
2020 meeting schedule — Annex
SIG leader?
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Why hawe this wiki?
Vhat is a Wrki 7 A Google search for “What is a Wiki” is likely to produce Help Center

this result: & hitps:en. wikipedia.org/wiki/\Wiki

This wiki is implemented with & DokuWiki. Fundamental concepts for @ DokuWwWiki include: 4 page and

@ Namespace. Please note the icon and color of “DokuWiki, page and Namespace” in the previous sentence.
The icon indicates a link/reference to content that is not part of this wiki. If you find a broken link, please leave
a comment in the Discussion secton of this page.

Features of this page

If you are looking at this page on a computer with a mouse, focus the mouse pointer on words that have a blue
or green color. Words in blue, are links to external references and words in green, are references to documents
that exist in this wiki. | should probably state that this document was created with black text on a white
background. If you are not viewing this page as black text on a white background, my comments about the
color of links may be wrong.

Please note the “Sitemap” feature/link in the upper right portion of this page. Sitemap appears just below the
Search box. Sitemap produces an outline of the namespaces and page names in this wiki. Viewing the
Sitemap on @ dokuwiki org or using the Search window, can be helpful if you are “learning to use DokuwWiki or
this wiki*. There is a “Discussion” section on most pages. but not this page. The purpose of the Discussion
section is to allow comments and suggestions about the content of a page. @ Discussion is implemented with
a dokuwiki plugin. The Discussion feature has been enabled for all pages of this wiki, but not this page. Why?
In the early days of this wiki, & BOTS discovered the “open” Discussion section and deposited content that
was not on subject. Follow this link, for general discussion about this wiki. Discussion is moderated. This
means that comments will not appear to other readers of this wiki until an administrator has approved the
comment. Why? Because the internet is rich with contributors that choose to make comments that are not
about the goals of this wiki. How do | know? Without moderation, comments were added that were not on
subject. It appeared the off subject comments were being injected by % BOTS. Disabling Discussion for a
page requires administrative credentials.

This wiki is & work in progress . It is intended to encourage community readers and contributors. The details

of managing content are also a work in progress. The hope is: Dokuwiki has the features that allow residents to
contribute and benefit from the content.

Why have this wiki?

Recent Changes Media Manager Sitemap

start




Third Party cookies blocked?
use code snippets, pixel maps
CCleaner blocked on Microsoft forums

US Senate bill to create Incident response
teams - no funds

FDIC DNS Protections 10 months hence

Chrome update damages macOS
filesystems




Patch Tuesday last

93 patches, 29 critical

Windows 7

Symantec Norton

Patch Tuesday

80 patches, 18 critical

reports of Start menu and desktop search
Patch seekers

High CPU

Windows Defender Manual Scan problem

Link preview




2"d Tuesday of the month

Windows 1 SIG meeting scheduled time
Microsoft Patch schedule A

Patch seekers

Windows Defender signature updates




Windows Update
You're up to date
Last checked: Today, 12:04 PM

Check for updates

@ Pause updates for 7 days

Visit Advanced options to change the pause period

Change active hours
Currently 8:00 AM to 5:00 PM

o

@ View update history

See updates installed on your device

f'_'#ﬂ Advanced options
- Additional update controls and settings




Settimgs
o Advanced options

Update options

Receive updates for other Microsoft products when you update Windows

@ > off

Download updates over metered connections (extra charges may apply)
@ D off

Restart this dewvice as soon as possible when a restart is required to install an update.
Windows will display a notice before the restart, and the device must be on and plugged
in.

@ > or

Update notifications

Show a notification when your PC requires a restart to finish updating

@ > or

Pause updates

Temporarily pause updates from being Installed on this dewvice for up to 35 days. When you
reach the pause limit, yvour device will need to get new updates before you can pause
again.

Pause until

Select date  ~




<~ Settings — |

@ View update history

Uninstall updates

Recovery options

Update history
~ Feature Updates (1)

Feature update to Windows 10, version 1903
Successfully installed on 5/22/2019

See what's new in this update

~ Quality Updates (19)
2019-09 Cumulative Update for Windows 10 Version 1903 for x64-based Systems (KB4524147)
Successfully installed on 10/3/2019

2019-09 Cumulative Update for NMET Framework 3.5 and 4.8 for Windows 10 Version 1203 for x64 (KB4522738)
Successfully installed on 9/28/2019

2019-09 Cumulative Update for Windows 10 Version 1903 for x64-based Systems (KB4517211)
Successfully installed on 9/28/2019

2019-09 Security Update for Adobe Flash Player for Windows 10 Version 1903 for x64-based Systems (KB4516115)
Successfully installed on 9/10/2019

2019-09 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1903 for x64 (KE4514359)
Successfully installed on 9/10/2019




Critical Error

Start menu and Cortana aren't working. We'll try to fix it the next time you sign in




Search box not working
Search box REALLY working
Start menu

Printer issues

Bluetooth speakers
VMWare

Before any update BACKUP
Media Creation tool




U3 Installed Updates

('-1* &+ Control Panel + Prograrms » Programs and Featuees » Installed Updatis )

Control Panel H .
pcreduit Uninstall an update

!,_lnln-m!'! & progim

& Tun Windows festures on ot

of Drganice =

Hams

To uninestall 2n update, s=lect it from the list amd then cick Uninstall or Change.

Program

Meorosolt Yisual Ce+ 2000 58 Redistrbutable - 10040213 1)

[W|KB2565061

Microsoft Visual C-

leorsoft Visual Ce = 2010 526 Redistributsble - 10040219 (1)

(W /EE 2565063

Mecrsoft Windows {13)

[ Upefate for Microsoft Windows (KB4524147)

[ Uipdate for Microsoft Windows (KB4515871)

[/ 5ecurity Update for Macrosolt Windows (KB4520090)
[/ Security Update for Adobe Flash Player

[ Security Update lor Microsaft Windows (KBA313343)
[F/Security Update for Microsoft Windows (KB43515530)
[0/ Segurity Update for Microsaft Windaws (KBAS0433)
W Security Update for Microsaft Windowes (KBA305085)
(&l Security Update for Microsoft Windews (KB4306533)
(W Secunity Update for Adobe Flash Playes

[ |Security Update for Microsoft Windows (KB4438323)
[/ Security Update for Mecrosoft Windews (KB4457930)
(8 Security Update For Microsalt Windows (KB4300108)

Currently mstafled updates
.)' 15 updates installed

Microdeft Visual C« .

Microsoft Windows
Micreselt Windeas
Mictosedt Windows
Microsoft Windows
Mieresclt Windowa
hicrosoft Windows
Mliresnft Windas
Wicroscdt Windows
Microsoft Windoes
Mizreaedt Windows
Wicrosoft Windows
Microsnft Windoaa
Microsoft Windows

\ersion

12040219

= o X
wili | Search [netalled Updetes B
Er 8
Publiher ingtalled Cn
Microzaft Corporation 2T
AT
Microsoft Comporation 10732019
Wicrosaft Comperation Rzhreing
Microsaft Comarstion T T
Micrasaft Comporation a10/a0e
Micraunit Compatation Br1a2ma
Microsoft Corporation gh2me
iicrozaft Comporation TrbHe
Microsoft Cotporation Te2ma
Microsoft Comporagion B2l ale
Micrasoll Coporation &r12r2na
Microsoft Corporation 332G
Biciosoft Comporation S
Microsoft Comporstian SF222019

~




$ [nstalled Update: il

&  « 4 % ConirolPanel » Programs » Programs and Features > Installed Updates v O Searchinstalled Updates P
Control Panel Home :
Uninstall an update
Uninstall & program To uninstall an update, select it from the list and then click Uninstall or Change.
Q Turn Windows features on or

2 Organize v Urinstal = 0
Name Program Version Publisher  *
Microscft Windows (6) Uninstall an update
wlupdate for Microsoft Windows ( - Microsoft C
¥ Update for Microsoft Windows ( | Are you sure youwant to uninsal this update! Microsoft Ce.

. . .

¥ Secunty Update for Microsoft Windg Microsoft C¢
5ecurity Update for Adobe Flash Pla{ fs || Mo || MicrosoftCiv
< 1 , p

——  Microsoft Corporation Parert name  Microsoft Windows
I auppor fink http:f,l'suppnrt.m|cm;uﬂ.r;¢;|mﬁ‘lch|r.’r:dﬁfﬁw




SCCCCvyber

T hursday, October &, 2019

wet another Microsoft 10 Build 1903 Out-of-Band
emergency update

Sorare out-of-band eameaergency update for Microsoft Windowes 10 build 1903 was released
Septembeaer 23, "Seskars™, thiose who check Windowrs Update often had the ability to obtain and
apply the update.

After the cybeaer security SIG meaeting today, our returm home saww ywet another out-of-band
emergency update.

The update is for Internet Explorer. Though yvou may not use Intemet Explorer im favour of other
browsers., other apps and malware designed to take adwvantags of this flawvw can and will us=
Inmtermnet Exploraer.

It is important to rebootrestar systems after these two aemargency updates even though the
update process does not by default.

Mo commments: [ it | E’ -3 L))

Wednesday, ODOctolbyer 2, 201589

Apple Reminders

Wiith iOS 13 upgrades and iPadOS a big problam. The Reminders app may and probably will
lose older remindeaers. Older remindeaers not in the traditional sensse. Older remindsasrs created or
aedited with previowus vaersions of Apple Remindars app!

Posted by John Jenkimson at 1213 P Mo cormments: 1= E3d|

Sunday, September 29, 2019

FPatching patching patching

Microsoft released an emaergency patch yesterday. Rare for Microsoft to do an out-of-band patch .
Department of Homeland Ssecurity issusd a bulletin about this patch. Most of the reports are
concarming exploits in Intermet Explorer. Wouw may think you don't use Intermet Explorer, hawving
moveaed on to Edge,. Chrome. Firefox, Opsasra, Brawve, Tor, or otheaers.

BT maberars can invokse Internaet Exelo rer on :our s:stern to wisit mahwvare sites.
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Survdsy. Septerniber 25, 2015
FPatching patching patching

Mlicroesof releassed amn smasrgpaency paich yesterday FHare for Microsoft bo do an out-oci-band patch
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=™ Microsoft

*** This is an automatic generated email, do not respond. ***
Hi,

This email has been sent to you, because your windows computer has contracted a trojan horse virus.
The trojan horse virus has been known for collecting information about you(This includes credit card
numbers and bank account logins).

So we strongly advise you to block your credit cards and your bank account logins, that you have used on
your computer.

Microsoft has developed a scanner that can help you terminate the trojan horse virus.
The scanner has been developed under safeplaces L.L.C. which is a Microsoft subsidiary.
It's important that you download and install it quickly, because the trojan horse virus will ruin your computer.

Here you can download the security scanner:

Download

*** This is an automatic generated email, do not respond. "**

90 York Street
Lakeland, Florida, 33801
United States




@ chrome

You are using an older version of Chrome

Update now to keep your Chrome browser running smoothly and securely.

Your download will begin automatically. If not, click here:




Update/upgrade links in eMail
Update/upgrade “pop-ups”

Multi Factor update/upgrade strategy
Within application

Check vendor site




Supply chain compromise updates
Fake updates
Update issues

O-day risks
Out of band updates Windows 10
September 27

NET framework

File extensions blocked in Outlook
IE flaw exploits can/do use IE




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate




