Cyber Security SIG

September 19, 2019

Questions, Comments, Suggestions welcomed at
any time
Even Now




CAPTCHA phishing

Secure gateways “fooled”

Phishing lure and malware site to spoof
Microsoft credential capture hosted on
Microsoft’s cloud services

NERC cited power grid outage due to

firewall firmware vulnerability March 2019
Fabricated voice finance fraud




Payroll company “leaves”

US Government contractor breach
Increase in account takeover

Increase in email sender nickname spoof
US Consumer Financial Protection Bureau
Require “click on link™

email not "communication”

Ransomware Crypto mining
SimJacker
Android over-the-air provisioning




©° New settings

Received new network settings from
pwnd, including browser.

Accept new settings?

Yes

@@ Enter PIN. Attempt(1/3)




“Current” News

Change in navigation

Was NEWSBLOG with last 5 articles
Now Cyber Security News Archive
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CyberSecurity

Life, Liberty and the Pursuit of
Happiness Any or all of these basic
human rights can be taken by our
current cyber environment, our home
network, and/or our Internet connected
devices.

Life Jow risk implanted medical
devices, health records.

Liberty medium risk use of your
network or device by criminals to attack
others. Unwarranted surveillance.

Pursuit of happiness high risk fraud
via your network or devices,
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MNext Meeting

F00pm - 400pm

Computer Club
ANnex
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Manday, Sepbembei 9, 2019
DNS want more speed, security, privacy?

For evary site you visit on the Internat, your davice must supply an Internet addrass. This is done
wiith Domain Mame System. DNS. Most WEB pages contain many individual pages to il the
page you requested. Each of those pages reguire an Intermet addrass. Each addrass requiring a
DS servica to translate a nama 1o that Internet address Time s cumulative Microseconds add
up o be saconds

Using a faster DNS serves should make your device load pages fastes

Tha DN server logs avery name to Intemet address lookup. Thus even with browsarns In private
mode, the DNS server can rack your fraffic on the Internet

IFthe DNS server is provided by & company that sells those logs, your privacy s affected

Using a DM S server that is faster and dogs not share the name lookup logs might be 3 betler
choice

For more security 8 OMNS senvice provider can block acoess to known bad sites. Blocking bad
sitss is mportant for both foreand and reverse lookups AND them geiting to you as well as you
getting to them for mahware gelting home

Suddanlink provides this DNS sarvice by defaull Some users changaed o Google's DNS sanver
lor lcreased spasd and rafabibity

Recent DNS offarings from Clowdfinre and Quad 9 offer faster and more sacure DNS Bad sites
will be blocked before any attempis lo load traffic from those siles

Your devices use the closest DNS server Your device will use a home router or wireless access
point to do the DNS name lookup i no DNES server is setup B no DBNS servica B defined in the
rouier. the Suddendink DNS server s used

DMS servers musi be configured with the Internst addrass, otherwise there would be no method
to lookup the names of 8 DNS server
Cuad % has an |Pvd address of 3 8 5 5 and a secondary addrass of 149 112 912 10
Cloudflars has an [Pvd address of 1.1 1 1 and 3 secondary address of 1.0.01
I your device suppans IPvE
Ciuad @ has a iP«6 address of 2620 fa fe and a secondary address of 2620 1e. 9

(-Blon Apchive
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DNS want more spead privacy'?
For ewwry site you visit on the Intarmst, y
with Domein Mame Systam DNES. Mot WE
page you requested. Each of those pagss= require
OMS service o iransiate a narme lo thal Inlamet add
wp b0 be seconds
Uising a fastar DS server should makes your davica load
The DNS server lops every name 1o Imernet address nok
maade tha DMNS sarver can rack your iraffic on the Intemat
IF the OMNS sarcar s providad by a company that salls thoss loge cy is affacied

r'l:upph,l an Inteamal address. Thes = done
gin many Individual pegeaa 1o Al the

it address Each address requiring a
is curmuilative Microseconds add

Using a DME servar that is faster and doss not share the name lgo
chaica
For maore security @ OMNS serdce provider can block access 1o known bsd ing bad
e ks important for both forward and revarss lookups AND them getting o
gettang bo theny for malware gn’l‘Hng R

Suddenlink providas this DNS sanvice by dafault. Some users changad bo Googla’'s DNS sarver
for creased speed and reliakbilily

Recent DINS offesings from ClovsdRars and Quad 9 offar faster and mom securs NS Bad sites
will be blocked balore any sttempls to boad ralfic Fam those ailes
Your devices usa the closest DNS server. Your device will use & homs routar or wireless access
point to do the DNS name leokup § no ONS servaer is selup. F no DNS sarvice is defined in tha
rauter_ lhe Soeddenlink DNS server ia sed

DS sarvers musd be mnl'lqurvu:l wiih the niesmel addrmss. othanvise thore waould be mo melBed
to lnakup the name of 8 OMNS servar
Cuad 9 has an IPvd address of 9.5 55 and a secondary addrass of 145 112. 11210
Clhoudilare has an IPvd address of 1.1 1 1 and a secondary address of T 0.0.1
i your device suppons IPve

DQsad 9 has g IPvE addrass of 2620 fa- fe and & secondary sddress of 2620 fe: 9
= —

G 0 O @ = = =2 @

Ethag A Fcfred
* 2019 (15
¥ Seotmiber (1)
OIS wanl mora shessd. ey, BrvEcy ™
e August 411

= Wy (B

w  REmrclr (3

hiree AS LIS lapiap

& hroess) upolile orged

RS Thriy DareEn
B Jarcary (15
= 20 ET
- 20T )

= 208 (18]




(

B scocCyber Saarch rasults for ac 3 f G

~ [} i https://sccceyber.blogspot.com/search?q=admini...
f-\-ﬂ |.ndminnilr.hl,mi | Morg~

SCCCCyber

U o g

=1 e S

Craata Blag Sign In

pasts

Monday, January 23, 2017

Administrator

In presentations | mention la use a non-Administrator aceount for normal day-lte-day use to avold
malwara infactions. Most malware runs as the currant user. If that user iz not an administrator the

Showing posts sorted by relevance for query administrator.

depth and scope of the malware byte (sic) may be lessened

Administrator has almaost full privilega on a Personal Computar (PC). Marmal {(non-admin)
accounts have lesser privilege and rights. When a function or request requires adminlstrator
rights or privileges the Oparating System {DS} will ask for an administralor account's pasaphrase

We will cover this In more detall at a Cyber Securlty 51G mesting

Mow to tell if your account is an administratar? How to add a nan-adminisirator account? How to
spot check that malware as not added or changed an account to add or remove administrator

rights and/or priviiega?

Microsoft Windows.
Bring up the Control Panel Codiana - Control Panal
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Before a large armed force needed
Now possible to attack near a facility
Attribution near impossible

Force nation states to “over react”

Fake news required




Tortoise and Hare
Chicken Little
Helpful < - > Harmful

Computer Club, Help Center, SIGs,
Presentations, FirstlTime

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




