
Questions, Issues,

Concerns, Suggestions

Welcome at any time

Even Now



Sun City Computer Club
Cyber Security SIG

March 21st, 2019 



Audio Recording In Progress

Audio recording available at link 
shown above

 Cyber Security SIG March 21 2019

http://www.sctxcompclub.org/security/Sun City Computer Club Cyber Security SIG 03212019 audio.mp4


Current Events

 Windows 7 & Chrome    Gvnmt
 Windows Defender Application Guard
 Citrix
 Car alarms
 Windows uninstalling updates
 Marriott and Congress
 Android anti-virus

250 in store
80 detected 30% or more



Current Events

 DARPA e-voting

 WinRAR



Home Router











After Administrator Credentials!!







Windows CMD



MacOS



Now What?

 Browse to IP address of your router

(Default gateway)

http://192.168.1.1

https://192.168.1.1

 Admin(istrator) logon

 Strong UNIQUE passphrase

 Visit and Understand each setting

 Do Not use vendor’s account

http://192.168.1.1/
https://192.168.1.1/


Router Settings

 Encryption

WPA-3

WPA-2

WEP

Personal   PSK

Enterprise



Router settings

 Firmware update
 Disable SSID broadcast ??
 VLAN segmentation
 Virtual zoning
 Guest network
 Multiple Wireless Access Points
 Media Access Control filtering
 Firewall
 Parental Controls
 Network map
 Suddenlink traffic report
 Smart phone app ???



Router settings

 VPN
 Strong passphrases

Administrator
WPA2
Guest access

 Firmware
 Remote access
 Updates for any/all devices
 2.4Ghz
 5 Ghz
 Speed check
 Gaming
 Media Prioritization    QoS
 UPnP



Suddenlink Data Plan Usage





SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


