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PewDiePie

 Printers exposed to Internet
 Govt shutdown cyber issues
 WhatsApp phone number
 Weather channel App
 Non-testimonial device access
 Oklahoma Securities Commission
 773M  21M 
 Chromecast/SmartTV/GoogleHome

Leaking sensitive Information
Wi-Fi, Bluetooth parings, alarms, etc. etc.

 Play video, rename device, …



PewDiePie



UPnP



 https://www.grc.com

ShieldsUP!

https://www.grc.com/






Universal Plug and Play UPnP

 Router and WAP don’t show UPnP ports

 Disable UPnP  disables future openings

 Disable UPnP, power cycle, check 
firmware, update firmware if applicable, 
power cycle, check UPnP settings, check 
grc.com



Current Issues

 Routers, Wireless Access Points, IoT 
devices

 Cell Phone location data brokers

T-Mobile > Zumigo > microbilt > Bail bond > Motherboard

 Weather Forecast-World Weather Accurate Radar

 USB-C authentication

 Reverse proxy

 Windows 10 patch



Fuze card

https://www.google.com/imgres?imgurl=https%3A%2F%2Fc1.iggcdn.com%2Findiegogo-media-prod-cld%2Fimage%2Fupload%2Fc_fill%2Cf_auto%2Ch_240%2Cw_320%2Fv1546823150%2Feld2vugrmpg6fatvfgpc.jpg&imgrefurl=https%3A%2F%2Fwww.indiegogo.com%2Fprojects%2Ffuze-card-your-whole-wallet-in-one-card--3&docid=IqmqL6OySJlirM&tbnid=KuVeL34GKOojJM%3A&vet=10ahUKEwjUpqOQqu7fAhXqw1kKHblLCSoQMwhCKAIwAg..i&w=320&h=240&bih=688&biw=1371&q=fuze%20card&ved=0ahUKEwjUpqOQqu7fAhXqw1kKHblLCSoQMwhCKAIwAg&iact=mrc&uact=8


Consider

 If you didn’t initiate a download, don’t 
install it

 If you don’t still need it, remove it

 If you do still need it, keep it updated



SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


