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Printer hack

 WSJ web site 
"Wall Street Journal would like to apologize to pewdiepie. 
Due to misrepresentation by our journalists, those of whom 
have now been fired, we are sponsoring pewdiepie to reach 
maximum subscribers and beat Tseries to 80 million." 



Current Issues

 Routers, Wireless Access Points, IoT devices

 TxTag customer PPI exposure

 Trade Facilitation & Trade Enforcement Act

warrantless device search 328 entry points  
USB

 Amazon response to GDPR request

 Walmart gift card malware

 Ransomware WSJ,NYT,LAT,Chicago Tribune,..



Current Issues

 Apple updates
iOS 12.1.2

 Windows C B D
B updates  Patch Tuesday  2nd Tuesday
C updates 3rd Tuesday
D updates 4th Tuesday
“seekers”

 Out-of-Band
 Windows Defender
 Insider briefing



Account takeover

Easily done

 Inherent trust

Not “fixed” with a new card



 Credit instead of debit
 Separate

IDentities
Credit card number, credit limit, etc.
email, physical address
Your advice?

 Lock icon
 Look long and careful at ToS, Privacy, shipping 

details, independent reviews, return policy, customs 
fees

 Near Field Communications (NFC) cards
 Alerts
 Back Button manipulation



“There is a problem with your order”

 Really?

 Important message from FedEx,…

 Secure new devices

 Securely erase old devices

 Enable banking alerts

 Be alert to false alerts

 “Best of Georgetown”

 Australia Telecommunications Assistance 
and Access bill

 NoMoreClipboard 



 “I’ve been OK so far”

 Cyber ________ scares me

 Russian IRA

 Ballistic missile 3.5” floppy

 Taylor Swift concert

 iDevice click vs. non iDevice click



 Chicken Little
 Tortoise and hare
 Each of us safer, all of us safer
 Age does NOT diminish cognitive ability
 Life, Liberty, Pursuit of Happiness
 Cyber topics scare me

Cyber Security SIG
Cyber Security Blog
Internet

 Do nothing     no problem
<most of us>

 Do everything   - catastrophic



SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


