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Vocabulary

 Safer not Safe
 E-postcard not e-mail
 ADMINISTRATOR
 Passphrases not passwords
 Radio not wireless

Safe enough?



Windows News

 Windows 10 October 2018 Update

Smart Updater delay?

Small disk system? 32GB or less

 Recent updates out of band



Regular regimen of system maintenance

 Empty recycle bin
 Clean temporary files
 Move photos, videos
 Remove downloads
 Disk Cleanup tool

 Storage Sense app   

 Media Creation Tool
 3-2-1 backup









winver



SIG News

 Switch from Gmail to Computer club’s email

 Too much cyber – message received

 Survey

1) I can’t wait to patch Windows

2) I avoid patching as long as possible

3) I patch when I get a



Windows Update



Windows Defender Application 
Guard

 Windows Pro and Enterprise

 Hypervisor support 

 Hardware

 Policy Modification and Tuning  (Domain)

 For Edge and Internet Explorer only

 InPrivate Desktop





Sandbox, Containers, VM

 Requires resources

 Takes time

 Download retries

 Malware is afraid

 Red pill

 Determine “Why?”





Windows 7

 Windows 7 Extended support

Was January 2020

Now January 2023

Pricing to increase every year



Logging to Identify issues

 Hardware Instrumentation – Network tap

Privacy, a lot of data

 WEB proxy

WEB traffic only

 Browser history

WEB traffic only

 Internet router / Firewall logs





Logging to Identify issues

 Hardware Instrumentation – Network tap
Privacy, a lot of data

 WEB proxy
WEB traffic only

 Browser history
WEB traffic only

 Internet router / Firewall logs
 Operating system firewall log

Disabled by default   can grow quite large
wf.msc at run prompt



Windows firewall  logging



Windows Firewall  logging



Windows Event Viewer



Run as Administrator



Adjust View to your liking



Select by severity/importance











Windows Event Viewer

 Custom Views

 Clear and control logs and log sizes

 Save and Delete logs

 Create events with subscriptions



Custom view





A custom view example













 Questions, suggestions, comments?
 Please    wait for microphone

 Next Meeting   October 23
 Help with Chairs   You know the drill

front row to front of room
stack 7 high

 Chicken Little
 Tortoise and hare
 Each of us safer, all of us safer    Safe enough?
 Do nothing     no problem

<most of us>
 Do everything   - catastrophic


