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Suggested Agenda

 Current Topics – Presenter and attendees

 Presentation

 Questions

 Any other business

 Questions, Issues, Concerns at any time







Meltdown & Spectre

 Spectre and Meltdown    

 Speculative execution

 Branch prediction

 Firmware  microcode

 Conspiracy??





Meltdown & Spectre

 IoT
 SPARC
 Blue Screen
 Brick       Boot cycles
 Bandwidths

◦ Network   1 Gb/sec

◦ Disk         2 GB/sec

◦ Memory    10 GB/sec

◦ Cache       100 GB/Sec

• Registers   1 clock cycle











Current Topics

 High Sierra App store ANY password
 WPA3
 Border Patrol inspection of devices
 Browser extension add-ons – repair
 Ukraine  NotPetya
 Intel AMT
 Cyber weapon on VirusTotal
 FISA Section 702
 Hawaii ICBM alert
 Snowden “last straw”





SCCCCyber@gmail.com

 Questions, suggestions, comments?
 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


