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Spectre and Meltdown
Speculative execution
Branch prediction
Firmware microcode
Conspiracy??







IoT
SPARC
Blue Screen

Brick Boot cycles

Bandwidths
Network 1 Gb/sec

Disk 2 GB/sec
Memory 10 GB/sec
Cache 100 GB/Sec
Registers 1 clock cycle




. InSpectre: Check Spectre and Meltdown Prevention — X

Check Windows operating system —l
l n S peCt re and processor hardware safety. R
Release #1 Freeware by Steve Gibson / @Sggre | _]

N

Spectre & Meltdown Vulnerability
and Performance Status

Vulnerable to Meltdown: YES!
Vulnerable to Spectre: YES!
Performance: GOOD

(full details below)

In aarhs 2N18 tha P induetnrs wae rarlkad har tha roavalatinn that

see GRC's InSpectre webpage at: hitps://grc.com/finspectre. htm

for a full explanation of the use and operation of this freeware utility.

Enable Meltdown Protection Enable Spectre Protection E =it




. InSpectre: Check Spectre and Meltdown Prevention — X

l n s pectre Check Windows operating system J N

and processor hardware safety.
Felease #1 Freeware by Steve Gibson / @Sggre |

update the system’s hardware and software for maximum A~
security and performance.

This system’s present situation:

e This 64-bit version of Windows is not aware of either the
Spectre or Meltdown problems. Since Intel processors are
vulnerable to both of these attacks, this system will be
vulnerable to these attacks until its operating system has

been updated to handle and prevent these attacks.

see GRC's InSpectre webpage at: https://grc.com/finspectre.htm
for a full explanation of the use and operation of this freeware utility.

Enable Meltdown Protection Enable Spectre Protection \ E =it ]




B Registry Editor

View Favorites Help

Computer\HKEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows\CurrentVersion

File Edit
>
2
2
”
2

i ' Registry Editor

File Edit View Favorites Help

. Privacy A
. PropertySystem

. Proximity

- PushNotifications

. Reliability

- RetailDemo

- RunOnce

Run

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\QualityCompat

. PowerEffici A
> PrecisionTc

- PreviewHar
- | Privacy
> | | PropertySy:
> . Proximity
» | PushNotific
- QualityCon

Name Type Data
3}5] (Default) REG_SZ (value not set)
I{«{] cadca5fe-87d3-... REG_DWORD 0x00000000 (0)




1% Task Manager = O X
File Options View

Processes Performance App history Startup Users Details Services

CPU C P U :
SO e Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz
% Utilization 100%
Memory
6.4/11.9 GB (54%)
Disk 0 (C: D)
4%
a. ad
Ethernet
! ﬂ ! H S: 160 R: 88.0 Kbps
| Wi-Fi 4 minutes 0
Not connected o, i
Utilization ~ Speed Base speed: 3.20 GHz
| 21%  249GHz =~ Sk ‘
Bluetooth Cores: 4
Not connected Processes  Threads  Handles Logical processors: 4
232 3358 108966 Virtualization: Disabled
Hyper-V support:  Yes
Seds - Up e L1 cache: 256 KB
Intel(R) HD Graphics 46( cache
— 0:03:31:53 L2 cache: 1.0MB
L3 cache: 6.0 MB

':/:\,' Fewer details @ Open Rescurce Meniter
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High Sierra App store ANY password
WPA3

Border Patrol inspection of devices
Browser extension add-ons - repair
Ukraine NotPetya

Intel AMT

Cyber weapon on VirusTotal

FISA Section 702
Hawaii ICBM alert
Snowden “last straw”




@ ® § Trump Alarms Lawmakers |

3 8 nytimes.com ® 0

= sccons  § HoMe  Q searc Ehe New York Times 67 domaines tiers sur www.nytimes.com

Trump Adminis 1..5280727 fls.doubleclick.net
Says States May 2 al.oyt.com

Work Requirem 3. 3248.¢.akamai.net
Medicaid 4. 2303 L -
5. aax.amazon- adsys em.com
6. ad.doubleclick.net

7. adseryice.google.com

8. aq.innovid.com

© See how the #1 RS
10. as-sec.casalemedia.com
11, beacon krxd net

12 c.amazon-adsystem.com
13. c.ao-mpulse.net

14. gen krxd.net

15. cdn.optimizely.com

8, cdn3.optimizely.com
17. connect.facebook.net

18, contextual.media.net

Trump Alarms Lawmakers With Disparaging Wa o snesens:
21. de.ads linkedin,.com
22, chxIOnczn2cb cloucfron .net

~
Q
0g

N e House Votes to Renew
Irump Alarms Lawmakers Surveillance Law,
With Disparaging Words ¥ Rejecting New Privacy

for Haiti and Africa Protections

.

+.3 Cleveland Clinic

makes history.
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By JULIE HIRSCHFELD DAVIS and SHERYL GAY STOLBERG  JAN. 11, 2018
24. fpmsjgstanc.com

25. gl.nyt.com
26. geo,moatads.com

27. googlead: g. counle;hu net

30 is-sec.indexww.com

31, logx.optimizely.com

32 nytdfp348631439194.5.moatpixel.com
33, p2. keywee.co

34, paqnudz qooqles',nclca on.com

36. pnytimes. chartbeat net

37, ox.ads linkedin.com . . o
Words for Haiti and Africa

House Votes to Renew Surveillance Law,
Rejecting New Privacy Protections

House Republicans' Hard-Line Immigration
Stand Clachos With Trimn Myerbire




Questions, suggestions, comments?

Chicken Little
Tortoise and hare
Each of us safer, all of us safer




