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Suggested Agenda

 Current Topics – Presenter and attendees

 Presentation

 Questions

 Any other business

 Questions, Issues, Concerns at any time





Current Topics

 15 Windows patches January

 ERA-Glonass eCall
Remote shutdown, location, departure time

 WannaMine

 Triton/TriSIS   something missing?

 Payroll scam   direct deposit

 Hacking at Olympic games

 Equifax breach update

 Election hacking



A more secure home network

 Cutting the cord

 Inventory

 Disable remote administration

 Change WAP ADMIN passphrase

 WPA-2

 Roku

 Smart TV



HDTV



Read-Only Tap

IDS

HDTV

DMZ

Wireless 

Protected
Zone



Wireless

 Hack from afar, Hack from not so far
 Inventory
 Wireless Access Point (WAP) power
 WAP Placement   Google Earth
 Speed and Distance
 Interference   Yours, Theirs
 Disassociate 
 Encryption for packet data only
 Wireless as a feature
 ISP Data Caps
 Configure wireless devices as well
 Configure wireless devices well



SCCCCyber@gmail.com

 Questions, suggestions, comments?
 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


