
Questions, Issues,

Concerns, Suggestions

Welcome at any time

Even Now



Sun City Computer Club
Cyber Security SIG

July 5, 2018 



SCCCCyber@gmail.com



Current Issues

 MegaPatch Windows 11 critical 39 important
DNS, HTTP
Version 1803 (OS Build 17134.137)

 Exactis
 Analytics  
 CCleaner    Malware page
 IoT Domestic abuse
 Google Duplex
 WPA-3
 DNA storage
 Digital Millennium Copyright Act
 VirusTotal  good  bad  GlassWire 
 FUD



Avast



Internet Safety

 Secure Monitored Network  Wired connect
 Dedicated machine OpenBSD, Secure Linux

 Bootable CD  tails
 Bootable USB - tails, OpenBSD, Secure Linux

Write protected
 Virtual machine – tails, OpenBSD, Secure Linux

Side channel
BIOS update



Online Safety Practices

 Multiple browsers

 Everything up to date patching

Check before financial site visit

 Financial task  one tab  one browser

 Beware growing analytics as threat

 Be aware of what is occurring

 FUD



Virtual Machines

 Systeminfo



Virtual Machines

 Protected boot

 License requirements

 Restore from snapshot

 Keep everything up to date



Oracle VirtualBox



MacOS on Windows



Manage Resources



Continue





Virtual Machine Linux



SCCCCyber@gmail.com

 Questions, suggestions, comments?

 Theamnesicincognitolivesystem - tails

 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


