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Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless




USB powered fans at North Korea summit
Self signed root certificate - fortnite
Certificate store

Coffee shop Facebook likes

Cyber extorsion with user’s actual passphrase
Data is a fingerprint Big Data

Chrome “freeze”
Crypto miner or ransomware
got wallet? Got CPU power?




Russia DNC hack

Discarded memory devices

iOS v11.4.1 restricted USB mode
Vulnerable routers ftp default passphrase
Military

VPNFilter ICS Modbus




SAMBATY

Enable Samba Interactive TV

Learn More
View Terms of Service
View Privacy Policy

Disable

SAMBA Smart TV




Asymmetric cryptography

Public key tied to IDentity by certificate
Certificate “"Chain of Trust”

Enterprise filtering web proxy

Web proxy

Code signing




I0OS - set but can add Config Profile
Settings -> General -> Profiles & Device
Management
MDM

Android
Settings -> Security -> Trusted credentials

Amazon fire

Settings -> Settings & Privacy > Credential Storage

MacOS
keychain -> system roots




LinuX

etc/ssl/certs /etc/ssl/private
Windows

certmgr




File Sction Wieww Help
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% certmigr - [Certificates - Current WUser Trusted Root Certification AuthoritiesCertificates]

gt Certificates - Current User
~— 1 Personal
| Certificates
Trusted Root Certification Authorities
| Certificates
Enterprise Trust
Imntermediate Certification Authorities
| Certificate Rewocation List
| Certificates
Auctive Directory User Ohbhject
Trusted Publishers
1l Certificates
Untrusted Certificates
Third-Party Root Certification Authorities
| Certificates
Trusted Peopls
Client Authentication Issuers
ISG Trust
Srmart CTard Trusted Roots

el addTrust External 8 Root

el Baltimore CyberTrust Root

el Baltimore CyberTrust Root

el Certurm T

el Certurm Trusted Metwwork o

=l Class 2 Public Prirmary Certification Authority

o]l COPMODOD RSA Certification Authorityr

ol COMODO RSA Certification Authority

=l Copyright (<) 1997 Picrosoft Corp.

el DigiCert Aussured 1D Root Ca

ol DigiCert Global Root Cia

el DigiCert Global Root G2

EelDigiCert High Assurance EWV Root <8

Cal DigiCert High Assurance EV Root Ca

Lol DST Root A K3

=] Entrust Root Certification Authority

=l Entrust Root Certification Authority - G2

==l Entrust.net Certification Authority (2042)
Equifax Secure Certificate Authority

el GeoTrust Global o

=l GeoTrust Prirmany Certification Authority

=l GeoTrust Prirmary Cert ation Authority - G2

Eal GeoTrust Primany Certification Authority - G3

=l SlobalSign

=l Globalsign

=l GlobalSign Root CA

=l Go Daddy Class 2 Certification Authority

=l G o Daddy Root Certificate Authority - G2

1l GTE CyberTrust Global Root

el Hotspot 2.0 Trust Root T8 - O3

=l Microsoft Authenticode(trnml} Root Aauathority

=l Microsoft Root Authority

=l microsoft Root Certificate SAuthority

ol PMicrosoft Root Certificate SAuthority 20170

=l Microsoft Root Certificate Authority 2011

EEl MO LIABILITY ACCEPTED, ()97 WeriSign, Inc.

el uovadis Root Ca 2

ol Ouovadis Root Certification Authority:

el SecureTrust Ca

=51 Starfield Class 2 Certification Authority

==l Starfield Root Certificate Authority - G2

=l Syrmantec Enterprise Mobile Root for Microsaoft

el Thawte Premium Server 5

el thawte Prirmary Root Co

==l thawte Prirmany Root CA - G3

Eal Thawte Timestamping Cia

EEl USERTrust RSA Certification Authority:

I UTr-USERFirst- Object

[l VeriSign Class 2 Public Prirmarny Certification SAuthority: - G2
el veriSign Class 2 Public Primary Certification Authority - G5

el veriSign Universal Root Certification Authority:

rusted Root Certification Authorities store contains 51 certificates.

Windows 10 certm




Edge, Chrome, Opera, .. — Windows cert
store

Firefox

Options -> Privacy & Security -> Certificates




Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name
~AC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008
~AC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Root

Camerfirma Global Chambersign Root

vACCV
ACCVRAIZT
vActalis. S.n.A.03358520967

Security Device

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

View... Edit Trust... Import... Export... Delete or Distrust...




Tor
Advanced -> Certificates

Certificate Manager

Your Certificates People Servers Authorities Others

You hawve certificates on file that identify these certificate authorities:

Certificate Mame Security Device

~AC Carmerfirma 5.A.

Chambers of Cormmerce Root - 2008 Builtin Object Token

Global Chambersign Reoot - 2008 Builtin Object Token
~ AC Camerfirma 54 CIF 482743287

Chambers of Commerce Root Builtin Object Token

Gloebal Chambersign Root Builtin Object Token
wACCY

ACCVRALZT Builtin Object Token
~ Actalis 5.p.A. 033585200967

Actalis Authentication Root CA Builtin Object Token

Edit Trust... Import... Export... Delete or Distrust...




Consider vendor certificate
Dell, Lenovo, HP, etc.
Administrator

TRUST




Questions, suggestions, comments?
Theamnesicincognitolivesystem - tails

Chicken Little
Tortoise and hare
Each of us safer, all of us safer




