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Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless



Breaking News

Homegroup not functional by intent

June megapatch  11 critical 39 important
Windows, IE, Edge, MS Office, Exchange server, Edge 
JS, Adobe Flash
CVE-2018-8825  DNSAPI.dll
CVE-2018-8231  HTTP.sys
Cortana’s Elevation of privilege
VPNFilter
BackSwap banking trojan

Windows defender good enough?
GlassWire



Top Cyber Security items

 3-2-1 Backup
 Cloud Care

Know what, when, where, why, who  encryption
 Inventory

How many computers do you have?       
Applications, Accounts, Backups, …

 Tape over camera lenses
 Sound – Frequency
 Quad 9 DNS servers   everywhere
 Administrator
 Encryption – dual edged sword
 Do not click



Do Not Click

Seriously   Do Not Click

 Hover over

 Copy and Paste to more secure 
environment

 Research



Multiple

 Browsers

 Devices

 eMail addresses

 IDentities

 Phone numbers



Disable NetBIOS over TCPIP



Windows Features



Enable Protection  
Create restore point





Apps not from store warning



User Access Control



Top Cyber Security Items 

 Recovery point & Backup

 Bloatware remove

 Startup review

 windows.old folder

 File and Folder permissions



Protect sensitive documents



Protect sensitive documents



Previous Versions



Home Network

 Segmentation   Wi-Fi Guest

 Firewalls On

 Monitor

 Off when not needed   lose lease

 Radio

SSID, Strong passphrase, disable remote 
administration, firmware updates, monitor

 ShieldsUp!









Shodan



 Questions, suggestions, comments?
 Please    wait for microphone

 Next Meeting   July 24
 Help with Chairs   You know the drill

front row to front of room
stack 7 high

 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


