Windows SIG

May 22, 2018




At the Windows SIG meeting today some
users reported homegroup function had
quit working after the Spring 2018 update
to Windows 10.

I have verified this was Microsoft’s intent.

This due to the ability to share printers
and devices AND the prevalence of the

cloud for file sharing.

Some workarounds exist, but those may
not work for long.




Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless




» OpenSSH
» Current version LibreSSL 2.7.3

jechn@localhost:~

C:h\Usersh\john»ssh -V
DpenSSH _for Windows 7.6pl, LibreSsSL 2.6

C:\Usershjohn>ssh
usage: ssh [- dﬁﬁaCFGgK{Hans_:Uvavy: [-b bind address] [-c cipher_spec]
[bind address:|port] [-E log file] [-e escape_char]
configfile] [-I pkcsll] [-1i identity file]
[userf@d]host[:port]] [-L address] [-1 login name] [-m mac_spec]
tl _pat h] [-W host:port] [-w local tun[:remote tun]]
estination [command ]

[-D
[ -
[ -
[-0 ctl cmd] [-o option] [-p port] [-Q query option] [-R address]
[ -
d

C:h\Usersh\john»>ssh 192.168.1.148

john@le2.168.1.146"s password:

Last login: Fri May 18 13:28:88 2818 from desktop-vggrri2k

[ johnj@localhost ~]% uname -a

Linux localhost.localdomain 3.16.8-693.21.1.el7.x86 64 #1 SMP Wed Mar 7 19:83:37
[ john@@localhost ~]%

Windows 10 April 2018 update




Timeline Win+TAB task view button
Nearby sharing Bluetooth
Sound settings - audio frequency
Local account password reset Lock screen
Edge improvements (?2?)

autofill, new APIs, PDF viewer

Windows Defender Application Guard
Pro and Enterprise only




An experience

Task view extension

Tracks stuff Organizing list
Edge & Cortana

Cortana can suggest tasks you should
resume

Ability to cross boundaries with same

Microsoft account Cloud based
Install apps from store if missing




Activity history

Jump back into what you were doing with apos, docs, or other
actvities, either on your PC or your phone,

. Let Windows collect my activities from this PC

4 Let Windows sync my activities from this PC to the cloud

Review the Learn more and Privacy statement for infa about activity
histary, what happens when you send your actnity histery to
Microsoft, and how we respect your privacy.

Show activities from accounts

These are your accounts on this PC. Turn them off to hide their
actvities from your Timeline,

| I Bhotmailcom @ o
"

Clear activity history

Clear history for wtmail.com

Manage my Microsoft Account activity data

Know your privacy options
Learn how this setting impacts your
PONVACY.

| earmn mare
Privacy dashboard
Privacy statement

Have & question?
Get help

Make Windows better
Give us feedback




Cortana across my devices

Get phone notifications on this PC

@ > off

Cortana will tell you on this PC when you miss a phone call, text, or
app notimication. You’'ll also be able to respond to texts from this
PC.

This feature must also be enabled in settings in the Cortana app on
vour Android phone or Windows mobile device.

Get Cortana mobile app for my phone

Help me pick up where | left off on other devices

@ > off

When you switch devices, Cortana will help you resume your latest
activities.




Quiet Hours -> Focus assist

Focus assist

Choose which notification you'd like to see and hear so you can
stay focused. The rest will go straight to action center where you
can see them any time.

&) Off

Set all notifications from your apps and contacts.

O Priority only
See only selected notifications from the priority list. The rest
will go straight to action center.
Customize your priority list

O Alarms only
Hide all notifications, except for alarms.

Automatic rules

Choose the times and activities when you dont want to be
disturbed, and focus assist will turn on automatically.

During these times VEF
11:00 PhA - 7:00 AMNM; Prionty only @

Alarms only

I:I Wohen I'm duplicating my display m On
c=

Wihen I'm playing a game
Priority only Q ©n

Show me a summary of what | missed while focus assist was on




Enterprise and Pro Editions only
Disabled by default
Hardware must support Hyper-V container




ﬂ Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turmn a feature off, clear its check box A
filled box means that only part of the feature is turned on.

Services for NFS

Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e, echo, daytime etc)
SMB 1.0/CIFS File Sharing Support

SMB Direct

Telnet Chent

Windows Identity Foundation 3.5
Windows PowerShell 2.0

Windows Process Activation Service
Windows Projected File System (Beta)




B 8 @ Google X |+ v
e
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) ] ] htt www.google com Y

Product Support | De @ Xbox Bm MSA BE Rewards OneDrive Office W Twitter New window
L) L)

Store New Application Guard window

About

New InPrivate window
Like
@ SR Zoom — 100%
Favorites

Cast media to device

Find on page

O e Read aloud

Print

Pin this page to the taskbar

Pin this page to Start
Developer Tools
Google Search I'm Feeling Lucky Open with Intemet Explorer
Send feedback
Search On: The science of sound explored .
Extensions
What's new and tips

Settings

Advertising Business Privacy Terms Settings




¢ Application Guard  » windows central -Bing X + W

You're browsing in Application Guard

for Microsoft Edge
£ je, Signin R Rewards "§'

This helps keep your PC safer by creating a separale
browsing environment.

News Shop My saves
Learn more

"OUU RESUN Ky ume

Windows Central: News, Forums, Reviews, Help for Windows

Windows ... Central
https:/'www.windowscentral.com ~ entra
News, Forums, Reviews, Help for Windows 10 and all things Microsoft, @windowscentral

Recent Stories Fall Creators Update b
Latest News Watch listen read What The Windows 10 Fall Creators Update is s 2

= . talking about this.
Team Windows Central is watching, ... Microsoft's latest feature update for ... Y g R
Windows Central is a

leading resource .., +

Windows 10 Apps facebook.com

Windows 10 is an operating system ... Applications — or apps for short — are

Windows 10 Help the wonderful pieces of software that ... People also search for: Tech Toderici +

Windows Phone Best Laptops
Windows Phone is the family of mobile The Microsoft Surface Book 2 is the best
operating systems that Microsoft .. overall Windows laptop you can buy. ...

I windowscentral.com

Follow on

Iits fron central.cor Search u n G

TRENDING CONTENT Twitter Facebook YouTube
g AT 2 m‘h’ &l

afer Resources




winver command

About Windows

am Windows 10

Microsoft Windows
Version 1303 (05 Build 17134.43)
© 2018 Microsoft Corporation. All rights reserved.

The Windows 10 Home operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countries fregions.

This product is licensed under the Microsoft Software License
Terms to:

HP
HP




Chrome, PowerPoint, other open apps
A subsequent fix caused other problems

Your experiences?




& Advanced options

Choose how updates are installed

Give me updates for other Microsoft products when | update Windows.

Configure automatic device setup after an update under the Privacy section in Sign-in options

Choose when updates are installed

Choose the branch readiness level to determine when feature updates are installed. ‘Semi-Annual Channel (Targeted)’
means the update is ready for most people, and ‘Semi-Annual Channel’ means it's ready for widespread use in
organizations.

[ Semi-Annual Channel ~

A feature update includes new capabilities and improvements. It can be deferred for this many days:

365

A quality update includes security improvements. It can be deferred for this many days:

Pause Updates

Temporarily pause updates from being installed on this device for up to 35 days. When updates resume, this device will
need to get the latest updates before it can be paused again.

@ o

Pausing now will pause updates until 4/12/2018

Have a question?

Get help




< Settings

@ Advanced options

Download settings

D Limit how much bandwidth is used for downloading updates in the
background

45%
D Limit how much bandwidth is used for downloading updates in the foreground

90%

Upload settings

I:] Limit how much bandwidth is used for uploading updates to other PCs on the
Internet

50%




Diagnostics & feedback

Tailored experiences

Let Microsoft offer you tailored experiences based on the
diagnostic data setting you have chosen. Tailored experiences are
personalized tips, ads, and recommendations that enhance
Microsoft products and services for your needs.

@ off

Diagnostic data viewer

If data viewing is enabled, you can see your diagnostic data. While
enabled, this will take up to 1GB of hard drive space.

@ on

Diagnostic Data Viewer

Delete diagnostic data

Pressing delete will erase diagnostic data that has been collected
by Microsoft from this device.

Delete

If you have a Microsoft Account, there may be additional diagnostic
data to delete. You can manage and delete any additional data by
accessing your Microsoft Account portal.

If this is a company-owned device, your IT organization may have
an additional copy of some of this device's diagnostic data [Learn




Diagnostic Data Viewer (m] X

Search (Ctrl+E) gel | O ¥ Provide Event Feedback

wnu

5/19/2018 1:32:12 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:11 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:10 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...
5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...

Filters
View Only Basic Diagnostics

@D off

Browsing History

re Setup and Inventory
SoftwareUpdateClientTelemetry.Install

"SoftwareUpdateClientTelemetry.Install",
"2018-05-19T18:32:26.85798627",
YOWSjN6/e@adCNVR.11.2.3.6.1.0.0.1.0",

"0:0a89d516ae714e01ae89c96d185e9ae3",

"flags": 514,

"ext™: {

“ute™: {

"ald": "45471675-EBA3-0007-B04A-4D45A3EBD301",
"epoch™: "703789",
"seq™: 1409,
“pghame”: “WINCORE",
"flags": 905969765

Device Connectivity and Configuration
Inking Typing and Speech Utterance
Product and Service Performance

Product and Service Usage

>
"metadata”: {

Software Setup and Inventory e

Incorrect Category

Clear Selection

Privacy Dashboard
SF‘C," Privacy Settings
B Export Data

RE Sampling Policies

5/19/2018 1:32:08 PM

Microsoft.0SG.DU.DeliveryOptCli...

5/19/2018 1:32:07 PM

Microsoft.0SG.DU.DeliveryOptCli...

5/19/2018 1:32:07 PM

Microsoft.0SG.DU.DeliveryOptCli...

5/19/2018 1:32:07 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

SoftwareUpdateClientTelemetry.D...

5/19/2018 1:32:00 PM

Microsoft.0SG.DU.DeliveryOptCli...

5/19/2018 1:32:00 PM
Microsoft.0SG.DU.DeliveryOptCli

"expIld”:

"EventInstancel
"ServiceGuid 8,
"StatusCode™: 2,
"ExtendedStatusCode": 2,
"QualityUpdatePause™: 2,
"FeatureUpdatePause™: 2,
"TargetGroupId”: 8,
"RepeatFailFlag": 2,
"EventType": 2,
"UpdateImportance”: 2,
“IsDependentSet™”: 2
"ExtendedErrorCode”: 2,
"CSIErrorType": 2,
"IsSuccessFailurePostReboot™:
"UpdateId”: 8,
“BundleId": 8,
"HandlerType™: 2,
"Setup360Phase™: 2,
"FlightBuildNumber®: 2
"BundleRepeatFailFlag

"RS:14B7"

2

>

tic data viewer




Softwa tup and Inventory
SoftwareUpdateClientTelemetry.Install

€
TEAREEES R ke
“"name™T: “"SoftwareUpdateClientlielemetry.Install™,
“time™: T2018-65-19T18:32:26.85798627",
TCVT: TYIOWSIJNG6/eOadCNVR.11 . 2. 3. 6.1.9.6.1.0",
TiKey™: To:90a89d5l1cae7l14e0l1ae89c96d185eSae3"
“Flags"z SA4;
et -4L
e T =
TalId™: 45471675 -EBA3-0067-Bo4aA-4D4ASA3EBD301™,
“epoch™ —ZO3IT7TBIT 5
TseqT =z 1409,
“"pgName™: “WINCORE™,
“fFlags™: 905969765
B
“"metadata™: L
s
T"EventInstanceID": 5,
T"ServiceGuidT: S,
“StatusCode™: 2,
"ExtendedStatusCode™
"QualityUpdatePause™
“"FeatureUpdatePause™
“"TargetGroupId™: S,
"RepeatFailFlag™: 2,
"EventilType™: 2,
“"UpdateImportance™:
“"IsDependentSet™: 2,
T"ExtendedErrorCode™ :
“"CSIErrorilype™: 2,
"IsSuccessFailurePostReboot™: 2,
“"UpdateId™: &S,
“"BundleId™: S8,
“"Handlerilype™:=: 2,
“"Setup369Phase™: 2,
"FlightBuildNumber™: 2,
“"BundleRepeatFailFlag™:

—

2,

2

>

“"bootId™: ©&
"name™: T“hWindows™ ,
TwverT: T10.9.17134 _ 48 . amdSdfre.rsd4d release.l1864710-1804
T"expId™: ""RS:14B7"™




Diagnostic data viewer

If data viewing is enabled, you can see your diagnaostic data. While
enabled, this will take up to 1GB of hard drive space.

@ on

Diagnostic Data Viewer

Delete diagnostic data

Pressing delete will erase diagnostic data that has been collected
by Microsoft from this device.

Delete ‘«

If you have a Microsoft Account, there may be additional diagnaostic
data to delete. You can manage and delete any additional data by
accessing your Microsoft Account portal.

If this is a company-owned device, your IT organization may have
an additional copy of some of this device's diagnostic data [Leamn

I"T"lDI‘E'I.




Contral PaneMAll Control Panel Items\Security and Maintenance\Problem Reparts
4 ¥ » Control Panel > All Control Panel ltems > Security and Maintenance » Problem Reports ~ & Search Control Panel 0
Review problem reports
View problem reports that can be reported to Microsoft. When solutions are available, they will appear in Security and Maintenance.
[] Source Summary Date : Status
[7]Host Process for Windows Services (B) ~
Host Process for Windows Serv... Windows Update installation problem 1/4/2018 2:21 PM Report sent
Host Process for Windows Serv... Windows Update installation problem 1/4/2018 2:21 PM Report sent
@Microscﬂ Edge Content Process ~
Microsoft Edge Content Process Stopped working 1/8/2018 2:03 PM Report sent
[&"]Microsoft Malware Protection Signature Update Stub “
Microsoft Malware Protection ... MpTelemetry 1/8/2018 6:46 AM Report sent
& OneDriveSetup.exe (2) A
OneDriveSetup.exe OneDrive Client Error 1/4/2018 11:47 AM Report sent
OneDriveSetup.exe OneDrive Client Error 1/4/2018 11:47 AM Report sent
[&7] SetupPlatform module A
SetupPlatform module WinSetupDiag02 1/4/2018 11:31 AM Report sent
[& 1Windows Modules Installer Worker (3) ~
Windows Modules Installer Wo... WindowsWepOtherFailure3 1/4/2018 11:28 AM Report sent
Windows Modules Installer Wo... WindowsWcpOtherFailure3 1/4/2018 11:28 AM Report sent
Windows Modules Installer Wo... WindowsWcpAlFailure3 1/4/2018 11:28 AM Report sent
Clear all problem reports oK







In the beginning
NeXT

"hen images

nen sound

nen user supplied input
Java, ActiveX, scripts, .
Any/Everythmg

Database & SQL
Code runs on both client and server




GUARANTEED TO CURE
ALL WEBSITE
SECURITY PROBLEMS

PLAINTEXT PASSWORDS




1-2-3-4
Steganography
Hash
Symmetric
Asymmetric




1-2-3-4
Algorithm
Key

Plain text
Cypher text




Plain text, algorithm, key, cypher text
Algorithm usually public

Key space is important

Reversible with the one key

Does not scale

E.g. RC4,SEAL DES,3DES,RC5,Rijndael
One-time pad

Cryptanalysis
Control




Public & private key

Intractable problem

Symmetric key exchange in presence of
advisory

Thousands of times slower

E.g. RSA, El Gamal, ECC

Public key distributed and verified via

Digital Certificate
Signing via digital sighature




Source of the WEB site’s public key
“Signed” by trusted certificate authority




There is a problem wath this website’s
security certificate

W recommend 1hat yOu Clode Tha weDPa0e M G0 IR (oM %)
tha webode

The sedunity certificate §o¢ Mha Sa¢ G064 | MACH The sde's meb
MRS W] Iy ST 30 ATATREE 90 001 YOu S FEETCREE iy
At you e 10 the server.

B0 o my homepage wntead

@

S — s




Outsource and Cloud
Frameworks




Structured Query Language
Cross site scripting

Cross site request forgery
Meta characters




Questions, suggestions, comments?
Please wait for microphone

Next Meeting June 26
Help with Chairs You know the drill

Chicken Little
Tortoise and hare
Each of us safer, all of us safer




