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Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless





Current Topics

 Spectre and Meltdown  
 speculative execution, branch prediction
 IoT
 Any/everything
 Kernel level code impacts
 Conspiracy??





Meltdown and Spectre

 ALL (USA?) CPUs for last decade
 BIOS, Firmware, microcode
 Work on remediation ongoing for months
 Linux kernel
 Speculative execution  pipelining
 Cache lines filled at exception
 Code on your system
 “Gathered” memory may be of value
 Remediation may affect performance
 Internet of Things   Thing Things
 WEB and Virtual machines
 Games



Advanced 



Advanced









Current Topics

 Microsoft patch  office docs  ALL versions

 Office macros

 AOL and Verizon emails from Gmail 
domain

 Facebook Help “Foreign interference”





Suggestions

 Patch Windows
backup, MCT, restore point
Check the patches

 Patch any/everything
backup, save settings & configurations

 Monitor news, accounts, environment
 Use multiple browser instances
 For sensitive sites

Use more secure browser
Use browser add-ons & extensions
Check those browser settings, add-ons, etc. 



Suggestions

 BEFORE EACH sensitive session
◦ Check add-ons and extensions for updates
◦ Check browser for updates
◦ Open ONE tab only
◦ Use multi-factor authentication
◦ Enable minimal settings
◦ Check for online alerts
◦ Monitor accounts
◦ Close & exit browser

Client side ONLY



Suggestions

 Use Linux VM  requires some effort

 Chromebook    not to my liking

 Quad 9 DNS settings on devices

 Internet of Things

 Home infrastructure

 Use for old smart devices



Audienceinsights.net



Web Session Replay



 Questions, suggestions, comments?
 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


