Cyber Security SIG

December 17, 2020

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/492257358

Breaking News

Supply chain attack
Military, Fortune 500, White House, universities,
Pentagon, State department, Treasury, Microsoft,

... a lot

FireEye hack

Orion platform

CISA rare emergency directive

Orion needs exclusion from security suite scan
Reading, sending, ALTERING communications

To be continued




Faraday cage

eMail forwarding rules exploits

Covid cold chain exploits

DHS purchase of phone location data
immigration

Google authenticator

Export accounts Import accounts

KEEP paper record

IRS PI PIN (Personal Identity PIN)

FireEye Red team tools stolen

Firefox DoH public comment

WordPress vulnerability to redirect to e-commerce stores
FTC request data collection practices

Flash end-of-support

Firefox 84.0

D-Link VPN DSR family firmware 3.14 & 3.17
We will reverse charges to your account
17,447 US-CERT vulnerabilities

ToR Helpful <-> Harmful




WSJ John Ratcliff China

rob, replicate, replace

51% ownership

No divide between government and industry
Adrozek

Criminal they want your credentials

infect all major browsers

MACs might be more vulnerable

30,000 per day

Update Windows Defender signatures ; full scan
Periodic check of browsers

Periodic re-install of browsers

Keep security suite signatures up-to-date
https://sccceyber.blogspot.com/2020/12/adrozek.html



https://sccccyber.blogspot.com/2020/12/adrozek.html

he apps reported by Avast are:
Direct Message for Instagram
Direct Message for Instagram
DM for Instagram
Invisible mode for Instagram Direct Message
Downloader for Instagram
Instagram Download Video & Image
App Phone for Instagram
App Phone for Instagram
IStories for Instagram
Universal Video Downloader
Universal Video Downloader
Video Downloader for FaceBook
Video Downloader for FaceBook
Vimeo Video Downloader
Vimeo Video Downloader

Volume Controller

Zoomer for Instagram and FaceBook

VK UnBlock. Works fast.
Odnoklassniki UnBlock. Works quickly.
Upload photo to Instagram
Spotify Music Downloader
Stories for Instagram
Upload photo to Instagram
Pretty Kitty, The Cat Pet
Video Downloader for YouTube
SoundCloud Music Downloader
he New York Times News

Instagram App with Direct Message DM




D 1Password 7 - Password Manager Sk GET
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difficulties with 1Password. Please contact usat more we can help you. Thank you in advance! Mathieu,
1Password

What's New Version History

Today we're delighted to bring a BIG update to 1Password on your Mac. The first thing you may Iw ago
notice is the brand-new icon! It is tailored to be right at home in your Dock on macOS Big Sur, more Version 7.7

Information

Seller Size

AgileBits Inc. 50.1 MB

Category Compatibility

Productivity Works on this Mac mini

Languages Age Rating

English and 20 more 4+

In-App Purchases Copyright

Yes Copyright @ 1Password 2005-2020

@ Privacy Policy

|



O Betternet VPN : ﬂ M

said open, i clicked the button but nothing happeni more can only choose the United States to connect, but w mare

‘v Discover
<> Arcade What's New Version History

Create Hello, everyone!

7 Work We've made a new connection rating, so we could check that our users are having the best possibl more
<7 Wor

7/ Play

App Privac See Details
* Develop PP y ==
oo Categories developer's privac
1] Updates
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No Details Provided

Information

Betternet LLC

‘ John Jenkinson
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App Privacy
: (19.W_—'-0pe:' s privacy ;')c-l.cv
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=
Data Used to Track You

B Identifiers

Information

TEFINKOM & CO S.A

Utilities

Unlimited VPN

See Details

N

Data Not Linked to You

@ contact Info BB (dentifiers

sl Usage Data £¥ Diagnostics

Works on this Mac mini W/




han 10
 mill
llon tusingsses
tw
ﬁdﬁm:u‘ find
nm;d?h:fl
.

o

<




US Cybersecurity Information Sharing Act
Update ?

US weather service limit bandwidth
Microsoft Windows force install 1903
Raspberry Pi OS update/upgrade

_aptop dock firmware update

-irefox https only mode

HTTPS-Only Mode
HTTPS provides a secure, encrypied connection between Firefox and the websites you visit. Most




Q, heavy|

Experiments

Available Unavailable

Reset all

87.0.4280.88

Choose ANGLE graphics backend

Choose the graphics backend for ANGLE. D3D71 is used on most Windows computiers by
default. Using the OpenGL driver as the graphics backend may result in higher performance
in some graphics-heavy applications, particularly on NVIDIA GPUs. It can increase battery
and memory usage of video playback. — Windows

#Fuse-angls

Heavy Ad Intervention

Unloads ads that use too many device resources. — Mac, Windows, Linux, Chrome 05,
Android

#enable-heavv-ad-intervention

Heavy ad privacy mitigations
Enables privacy mitigations for the heavy ad intervention. Disabling this makes the
intervention deterministic. Defaults to enabled. — Mac, Windows, Linux, Chrome OS, Android

#heawvy-ad-privacy-mitigations

Default

Default

Default




Q, heavy (%] Reset all

Experiments 87.0.4280.98

Available Unavailable

Choose ANGLE graphics backend

Choose the graphics backend for ANGLE. D3D11 is used on most Windows computers by
default. Using the OpenGL driver as the graphics backend may resuft in higher performance

Default b

in some graphics-heavy applications, particularly on NVIDIA GPUs. It can increase battery
and memory usage of video playback. — Windows
Fuse-angle
Heavy Ad Intervention
Unloads ads that use too many device resources, — Mac, Windows, Linux, Chrome 05,

: Default v
Android

Default

#enable-heavy-ad-intervention Enabled
Disabled

Heavy ad privacy mitigations
Enables privacy mitigations for the heavy ad intervention. Disabling this makes the
intervention deterministic. Defaults to enabled. — Mac, Windows, Linux, Chrome 085, Android

Default v

#theavy-ad-privacy-mitigations

"f}lrﬂ“



Cyber Actors Target K-12 Distance

Learning Education to Cause Disruptions
and Steal Data | CISA

The FBI, CISA, and MS-ISAC assess malicious cyber actors are targeting kindergarten ihrough twelfth qrade (K-12)
educafional institutions, leading to ransomware atiacks, the thefl of data, and the disruption of distance leaming services.
Cyber actors likely view schools as targets of opportunity, and these fypes of atfacks are expected to continue fhrough the
202012021 academic year. These issues will be particularly challenging for K-12 schools that face resource limitations;
therefore, educational leadership, information technology personnel, and security personnel will need to balance this risk
When determining their cybersecurity Investments.

I
L
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https://us-cert.cisa.gov/ncas/alerts/aa20-345a

Virtual learning strained

Have not invested in cyber defenses
Probably not insured no legal counsel
Student data more valuable




Disabling browser updates
Disabling file integrity checks
Disabling the Safe Browsing feature

Registering and activating the extension they
added in a previous step

Allowing their malicious extension to run in
incognito mode

Allowing the extension to run without obtaining the
appropriate permissions

Hiding the extension from the toolbar
Modifying the browser's default home page
Modifying the browser's default search engine
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We've missed you!

Hi John,

We noticed you haven't opened the Yahoo Finance Morning Brief newsletter in
awhile. Did you know you're missing out on the best market commentary and

curated business news delivered to your inbox every morning?

We know your inbox is busy, but check out some of our highlights and we
promise you won't want to miss out on another newsletter.

Message-1D:

<HP2v6000001764d4288a4a793c26e96c66058175@newsletter.comms.yahoo.net>

MIME-Version: 1.0

Feedback-1D: 812caf8d-f794-45ac-b2e0-791F7b4f4051:90141876-a760-4F76-h5bb-
cSbalced38ac:email:epsihl
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securty: | WPAZ2WPAS-Personal

Security Auto-Join

WPA2/'WPAS Personal
WPA2/WPA3 Personal B
WPA/WPAZ Personal




Wi-Fi 6 WPA3
Faster?

More and More

86 wi-fi at my home
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Kismet wireless IDS
old machine
Raspberry Pi

WiFi Pineapple

A wealth of apps




APT32

Facebook claims

CyberOne group
CyberOne Security
CyberOne technologies
Hanh Tinh

APT10

Stone Panda 2009
NOT ransomware detects - undetectable




tmz.com

UNewsGuard

Proceed with caution: This website fails to adhere to
several basic journalistic standards.

A celebrity gossip website owned by AT&T that frequently breaks
news, relying on unnamed sources without describing its reporting
methods.

Score: 44 5/100

CREDIBILITY

v

« < X X

Does not repeatedly publish
false content

Gathers and presents
information responsibly

Regularly corrects or clarifies
BIrrors

Handles the difference betweaen
news and opinion responsibly

Avoids deceptive headlines

See the full Nutrition Label =

TRANSPARENCY

x
x

Website discloses ownership
and financing

Clearly labels advertising

Rewveals who's in charge,
including any possible conflicts
of interest

The site provides names of
content creators, along with
either contact or biographical
information

-
b JEN



58 patches latest patch Tuesday !
22 Remote code execution !!

O-click wormable vulnerability
Microsoft Teams
chat message as trigger

Teams runs on macOS, Linux, ChromeQOS, etc.
NO CVE !




"..not to issue CVEs [for flaws in]
products that automatically update
without user’s interaction.”







Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




