
Sun City Computer Club
Cyber Security SIG

December 17, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/492257358


SolarWinds

Breaking News
 Supply chain attack
 Military, Fortune 500, White House, universities, 

Pentagon, State department, Treasury, Microsoft, 
…  a lot

 FireEye hack
 Orion platform
 CISA rare emergency directive
 Orion needs exclusion from security suite scan
 Reading, sending, ALTERING communications
 To be continued



Current Issues

 Faraday cage

 eMail forwarding rules exploits

 Covid cold chain exploits

 DHS purchase of phone location data

immigration

 Google authenticator

Export accounts   Import accounts

KEEP paper record

 IRS PI PIN (Personal Identity PIN)

 FireEye Red team tools stolen

 Firefox DoH public comment

 WordPress vulnerability to redirect to e-commerce stores

 FTC request  data collection practices

 Flash end-of-support

 Firefox 84.0

 D-Link VPN   DSR family firmware 3.14 & 3.17

 We will reverse charges to your account

 17,447 US-CERT vulnerabilities

 ToR  Helpful <-> Harmful



 WSJ John Ratcliff   China
rob, replicate, replace
51% ownership
No divide between government and industry

 Adrozek
Criminal   they want your credentials
infect all major browsers
MACs might be more vulnerable
30,000 per day
Update Windows Defender signatures ; full scan
Periodic check of browsers
Periodic re-install of browsers
Keep security suite signatures up-to-date

https://sccccyber.blogspot.com/2020/12/adrozek.html

https://sccccyber.blogspot.com/2020/12/adrozek.html


Browser Extensions

The apps reported by Avast are:

Direct Message for Instagram

Direct Message for Instagram

DM for Instagram

Invisible mode for Instagram Direct Message

Downloader for Instagram

Instagram Download Video & Image

App Phone for Instagram

App Phone for Instagram

Stories for Instagram

Universal Video Downloader

Universal Video Downloader

Video Downloader for FaceBook

Video Downloader for FaceBook

Vimeo Video Downloader

Vimeo Video Downloader

Volume Controller

Zoomer for Instagram and FaceBook

VK UnBlock. Works fast.

Odnoklassniki UnBlock. Works quickly.

Upload photo to Instagram

Spotify Music Downloader

Stories for Instagram

Upload photo to Instagram

Pretty Kitty, The Cat Pet

Video Downloader for YouTube

SoundCloud Music Downloader

The New York Times News

Instagram App with Direct Message DM



Apple store privacy









 US Cybersecurity Information Sharing Act

Update ?

 US weather service limit bandwidth

 Microsoft Windows force install  1903

 Raspberry Pi OS update/upgrade

 Laptop dock firmware update

 Firefox https only mode



Chrome   Heavy Ad





US-CERT 10-Dec-2020

 Cyber Actors Target K-12 Distance 
Learning Education to Cause Disruptions 
and Steal Data | CISA

https://us-cert.cisa.gov/ncas/alerts/aa20-345a


Why K-12?

 Virtual learning strained

 Have not invested in cyber defenses

 Probably not insured   no legal counsel

 Student data more valuable



Adzrozek   30,000 / day

Disabling browser updates
Disabling file integrity checks
Disabling the Safe Browsing feature
Registering and activating the extension they 
added in a previous step
Allowing their malicious extension to run in 
incognito mode
Allowing the extension to run without obtaining the 
appropriate permissions
Hiding the extension from the toolbar
Modifying the browser's default home page
Modifying the browser's default search engine







E-Mail header  mailheader.org





WPA3



Wi-Fi

 Wi-Fi 6 WPA3

Faster? 

 More and More

 86 wi-fi at my home



Kismet



Wi-Fi

 Kismet   wireless IDS

old machine

Raspberry Pi

 WiFi Pineapple

 A wealth of apps 



Advanced Persistent Threat

 APT32
Facebook claims
CyberOne group
CyberOne Security
CyberOne technologies
Hành Tinh

 APT10
Stone Panda   2009
NOT ransomware detects  - undetectable





Microsoft patching updating

 58 patches latest patch Tuesday !

 22 Remote code execution !!

 0-click wormable vulnerability

Microsoft Teams

chat message as trigger

Teams runs on macOS, Linux, ChromeOS, etc.

NO CVE !



Microsoft patching policy shift

 “..not to issue CVEs [for flaws in] 
products that automatically update 
without user’s interaction.”





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


