Cyber Security SIG
December 5, 2019

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/377682026

CheckM8 bootrom (Meltdown Spectre)
Krystal, Moe’s, McAlister’s, Schlotzsk’s
Twitter 2FA & CEO

Windows Defender Application Control
(WDAC)

Security suite issues

Windows Defender offline scan
Breach or unprotected database leverage




Ransomware twist shut up
Tutanova

TrueDialog

Android “StrandHogg”

Mozilla Avast Firefox extensions




Privacy
Stolen car recovery
Beeping feedback




China mandatory smart phone facial scan
December 1, 2019
July Washington Post report

US Customs facial scan of state’s drivers
license databases

October California facial recognition ban
police body cameras

May San Francisco ban all police and city
agencies
DHS effort to expand scans to US citizens




FBI warning

PewDiePie

Strong authentication

Account control

Update Apps, Firmware

Got camera? Get tape

Really need voice control? OFF
Smart Device control OFF
Secure your home network
Wi-Fi segmentation

Privacy = Watching habits collected & sold

Chromecast stick







Tortoise and Hare
Chicken Little

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




