
Sun City Computer Club
Cyber Security SIG

November 21, 2019

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/374942809






Current Events

 Windows Feature Update
 Catalina Beta updates
 CheckM8  bootrom  (Meltdown Spectre)
 BlueKeep
 iOS 13.3  physical security keys
 Apple blocks iOS 13.2  via signing
 InfoTrax breach
 Facebook access iPhone camera
 Rental car  smart phone apps
 GPU firmware
 Ring doorbell   Wi-Fi   September fix

Tracking Trick-r-treaters



Current Events

 DNSoverHTTPs  (DoH)

 Leaked slide deck   ISPs

 2017 congressional repeal of Broadband 
Privacy Order

 Major browsers   flags

 1.1.1.1



Google & Samsung camera app

 Smartphone’s camera app

Take photos

Record video

Record conversations

Identify location

 Silently, NO user notification

 CVE-2019-2234

 Permission to SD card





SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little
 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


