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¥ Dixie Normous Credit Card Security ™ =

Is your credit card number in a hacker's database?

You can easily find out now! All you need to do is enter its information

here and we will scan thousands of hacker databases to see if any they
have match yours.

Credit Card Number:

Expiration Date:

Your Zip Code:




Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless




Chicken Little

Tortoise and hare

Each of us safer, all of us safer

Age does NOT diminish cognitive ability
Life, Liberty, Pursuit of Happiness
Cyber topics scare me

Cyber Security SIG

Cyber Security Blog

Internet

Do nothing no problem
<most of us>
Do everything - catastrophic




Neighbor’s voting records via post card
“Vote with me” app

all contacts, party, record, badges,
Windows 10 zip
Windows 10 out of band 1803 1809
Android “regular” updates
Apple updates everything watches
WEB developer exploits

ROUTERS

Browsers get stronger




ﬂ Privacy & Security

ﬂ Firefox Account

Browser Privacy

Content Blocking
Block third-party content, like ads or code, that can slow your browsing and track Restore Defaulis

you arcund the web, Customize your settings for the best balance of protection

Excepticns...
and performance. =

Learn more

Choose what to block

8 All Detected Trackers

Block all known trackers. (May prevent some pages from loading.)

Only in private windows

Always

Change block list

& Third-Party Cookies
Block all third-party cookies or just those set by trackers.
Trackers (recornmended]

All third-party cockies (may cause websites to break)

Send websites a "Do Mot Track” signal that you doen't want to be tracked Learn more

®  Always

Only when Firefox is set to block Detected Trackers




Multiple
Don’t abandon/delete
keep active, but unused
Email client vs. email WEB
WEB settings — download & delete
Email in the clear
tcp connection/handshake

tcp sequence number
packet size




Header envelope




BMletiflax - Thank yow!

Get a Free Year of

Matflix Originals
L




Message Detail - Microsoft Edge

& https;//webmail.suddenlink.net/do/mail/message/viewDetail 'msgld=INBOXDELII

Date: Wednesday, October 31, 2018 6:34 AM
From: info@suddenlink.net

To: I

cc: I

Subject: Your Suddenlink Bill is Now Available
Size: 9KB

Full message View Entire Message

document Open Attachment
Content-Type: text’html; charset=us-ascii
Content-Disposition:

©1997-2011 Openwave Systems Inc. All rights reserved.

suddenlink




o Spam

Mark 3s unread

Star

Block Senders




4= Reply
= Forward
Filter messages like this
Print
Add New Today on Komando.com to Contacts list

Delete this message

Block "Mew Today on Komande.com®

Report spam
Report phishing
Show original
Translate message

Mark as unread




MMark as unread

Flag

Add to Safe se
Mark as junk
Mark as phishing

k Balance Rewards
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'y 0 0 & mytoolbox.com

M TOOLBOX'

h MXLookup Dlackiists Diagnostics DomainHealth  AnalyzeHeaders FreeMonitoring DMARC  Investigator DNSLookup  More -

&) MX Lookup

Domain Name
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1 EHLO127.00. k4258l ne yahoa.com SNTR 1031/2018 1:56:18 PM [-]

¥ Daily Updates on Dedivery issues including Microsoft and Gmail.

¥ Support to setup your DMARC, DKIM, and SPF Records!
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Website: dealsflip.com Related Domains

Upgrade to get more information. -
Domains
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Upgrade fo get more information. m
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SPF {Sender Policy
Upgrade fo get more information. m
Servers

=41 awsdns-42.org 205.251 = = 5.2 w1 60 min record M

sttt uedng-08.co.uk 205251 1 11t version

£ awsdns-51.com 205.251 = = a

4 awsdns-28 net 205.251 = =

e

Softrail

Blacklists
Ungrade t get more information. m

Y—
esponse Ungrade o get more informaton

Not Blacklisted

BSB Domain 4
ivmURI 1Ll

SEM FRESH 125

Upgrade to get more \'ﬂcrmanur.u

Related IPs

Upgrade to pet more information like Reverse DNS, Gen Loeation, ASM and CIDR block. -
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R
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205.231.193. ns-415.awsdns-51.com Sealtle, WA US 22 16509 (Amazon.com, Inc.) 205.231.192.023

205.251.197.=* ns-1361.awsdns-42 org Seatle, WA US 16509 (Amazon.com, Inc.) 205.251.192.0i21

it includes Geolte data ¢ y Maind, avaiabie

DMARC (Dome

jon, Reparting and

Upgrade to get more information. m

swafy geasgnriasss) record #ARCTH 00 = @ e

The SPF record version Version Hffjteg rgetfgoprerp et

Maich if IP has a DNS
domain

A' record in given Policy gy i et quat

Percentage Hingrotg|lgHHpplyttajlgtttte,

sty s [ domeett

Receivers et gf =tgjye*=ack = dde " xamp*

The specified domain is searched for an
“allow’

s M*+oes *ecord.

Investigator

Security threats are everywhere. Have the right tool to make your analysis easier

Camprehensive information on a domain in 3 single-pane view

Nameserver, DN records, Whois, Blacklist, related site info and mare...




Kim Komando - ADs

twit.tv

ISC.sans.org

YouTube

Sun City Computer Club




Tortoise and Hare
Chicken Little

Computer Club, Help Center, SIGs,
Presentations

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




