
Sun City Computer Club
Cyber Security SIG

October 17, 2019

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/367289796


 Magecart card skimming malware
18,000 sites
British Airways, Baseball Hall of Fame,     

Newegg, Ticketmaster,…
Automated process for compromise
after market

 Tarmac malware  macOS  app updates
 Google devices exec  “warn guests”
 BriansClub  26 Million cards







Current Issues

 Browser extension/apps





Apple 

 Catalina   island
 iTunes  warning   Gone

No warning XML  Gone
 Adobe CS6, Apple Aperture, MS Office 

2011
 32bit apps
About this Mac > System Information > Software > Legacy Software

AND uninstaller, update, upgrade for those apps

 Subscription model
 Safari & iOS  weak or reused passwords?



Catalina

 Sender block in Mail

 Gatekeeper 

 Read-Only Notes

 Find My   Bluetooth

 Remote Activation Lock



Catalina  MacOS









Message privacy

 Impeachment inquiry 
 2016 election
 eMail made public
 eMail    very very easy to spoof
 eMail services  (Proton, Gmail 

subscription, others
 eMail add-on

sign, encrypt, sign & encrypt
PKI



Message privacy

 Corporate phone?
 Some phones, encrypted SD card
 USB lock via settings
 Like devices may encrypt
 Cloud may encrypt
 Backup may encrypt
 Chat

WhatsApp, Signal, Telegraph, Wire
 Convenience trumps security/secrecy
 2 or more, secrecy?



Facebook “secret” messaging



SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little
 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


