
Sun City Computer Club
Cyber Security SIG

October 15, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/468711825


Current Issues

 MontysThree    MT3    Industrial targets 



Acxiom



Acxiom

 Characteristic 

 Household



Acxiom



MyLife





Current Issues

 Windows Subsystem for Linux WSL 2

Does NOT use Windows firewall

 Treasury Department - Ransomware



Election 2020

 Trickbot botnet  1 million hijacked PCs

 US Cyber command  Persistent 
engagement

 Troll farms  more  less effective?

 Potential election disruption

 Zerologon  VPN vulnerabilities



Quick recap  2016

 Venezuela trip  1990s

 Persona  Person, group, media

 Clinton troubles  2010 2012 Russia 
election

 Trump  

 Internet Research Agency  2013 

 Putin’s chef

 Little Green Men



2016 US election   Ukraine

 Oct 2013 Yanukovych  East West
 Feb 2014  Interim government
 Carousel of lies  Ukraine1 Ukraine2
 Assist. Sec State phone call
 BOTH sides
 English speaking hires, trips to US
 Heart of Texas  BlackMattersUS
 The message  “Don’t vote”
 100 scribblers cause?



2016 US election

 DNC hack  X-agent
 Gather, exfiltrate, analyze
 2014 Hack into election server
 2015 Western Ukraine power grid
 Fancy Bear  Cozy Bear
 FBI detect calls DNC
 DCLeaks
 Guccifer 2.0
 Wikileaks 20,000 eMails just before 

convention



2016 US election

 Ukraine Syria  Urgent vs Important

 Fusion GPS
 “we’re the government, we’re here to help”

 State of Georgia DHS hack

 Oct 7 Hurricane, DHS statement, Access
Hollywood tape, Podesta eMails



 So   here we are





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


