Cyber Security SIG

October 15, 2020

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/468711825

MontysThree MT3 Industrial targets
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acxiwm WHAT WE DO INDUSTRIES RESOURCES SEARCH ACXIOI Q m

PARTMNERS ABOUTUS LOGIN

Q: Why did | get Acxiom's privacy page when I'm looking for AboutTheData?

A: Acxiom and our former subsidiary, LiveRamp, Inc. separated in Septembear 2018.
When Acxiom and LiveRamp separated, ownership of AboutTheData.com was transferred
to LiveRamp. Acxiom data is no longer available through AboutTheData.com

Q: How do | find out about the data that Acxiom has about me?

A: Acxiom belieaves that a consumaer-friendly, robust, consumer access weab portal that not
only allows consumers to understand the data that Acxiom has about them, but which also
allows consumers to opt-out of our marketing products or delete the personal information
Acxiom has collected about them, is an integral part of our business. Acxiom is in the
process of building a new consumer access portal to afford consumers, nationwide, with
those opportunities. The new portal will also be designed to meet the requirements of the
California Consumer Privacy Act (CCPA) which takes effect January 1, 2020.

Q: How do | Opt Out of the marketing data that Acxiom has about me?

A: Acxiom has long offered consumers the opportunity to opt out of its marketing preducts.
While the new consumer access portal is being construeted, Acxiom will continue to offer
consumears the ability to opt-out of Acxiom's marketing products. Please visit;
acxiom.com/optout.

£ Chat with an Expert
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Reputation Updates for Friends [MyLife)

New Background Details & Reputation Scores Found for Your
Friends, Relatives, & Neighbors
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Find the Truth About Anyone
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1 in every 3 of your neighbors is hiding a criminal past
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ESARCLOER - o~ Free SpyDialer - Listen to any mobile number's voicemail greeting, without calling it




Windows Subsystem for Linux WSL 2
Does NOT use Windows firewall
Treasury Department - Ransomware




Trickbot botnet 1 million hijacked PCs
US Cyber command Persistent

engagement
Troll farms more less effective?

Potential election disruption
Zerologon VPN vulnerabilities




Venezuela trip 1990s
Persona Person, group, media

Clinton troubles 2010 2012 Russia
election

Trump
Internet Research Agency 2013

Putin’s chef
Little Green Men




Oct 2013 Yanukovych East West
Feb 2014 Interim government
Carousel of lies Ukrainel Ukraine2
Assist. Sec State phone call

BOTH sides

English speaking hires, trips to US
Heart of Texas BlackMattersUS

The message “"Don‘t vote”
100 scribblers cause?




DNC hack X-agent

Gather, exfiltrate, analyze

2014 Hack into election server
2015 Western Ukraine power grid
-Fancy Bear Cozy Bear

-BI detect calls DNC

DCLeaks

Guccifer 2.0

Wikileaks 20,000 eMails just before
convention




Ukraine Syria Urgent vs Important

Fusion GPS
“we’re the government, we‘re here to help”

State of Georgia DHS hack

Oct 7 Hurricane, DHS statement, Access
Hollywood tape, Podesta eMails




So here we are







Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




