
Sun City Computer Club
Cyber Security SIG

October 7, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/625832372


Presenter???

Ever want to be a 
presenter??





Facebook

 Facebook, Instagram, WhatsApp, Oculus 
VR, …
78 companies  cost not disclosed
October 4, 2021  10:39 Central time
Facebook locked their keys in the car
Border Gate Protocol  BGP
Unauthenticated unencrypted  older
Router peers update each other
routing tables  peer or admins
Autonomous System number AS32934

Advertising routes



Facebook



Facebook

 Sharp drop

 DNS caches information

TTL 5 minutes   Expire 7 days

Instagram DNS hosted at Amazon

 BGP error

 Update “went wrong”
 Employees locked out  logically & physically

 Facebook their own DNS registrar







BGP

 Mistakes happen often

Japan

 Intentional route disturbance



Current Issues

 Consumer Reports Antivirus products
Paid subscription
Added Data Privacy score
30 products
MacOS and Windows
Price vs value
FBI 800 thousand reports 2020  up 69%

 High severity flaw  Netgear routers
Review firmware often

Browser Updates



Current Issues

 Ransomware & cyber warfare
30 countries cyber currency
Colonial pipeline
JBS foods
Kaseya IT platform
law enforcement and encryption
AI
Afghanistan HIIDE

 Syniverse – critical part of global telecom
AT&T, Verizon, Vodafone, China Mobile, etc.
200 clients & millions of users   for years



Current Issues

 FCC news rules   SIM swapping
porting current phone number to another carrier
PIN  vital link
carrier’s support staff
“other” means
SHAKEN/STIR - June 30, 2021
 GriftHorse – Android trojan    139 apps

18 million downloads
Little amounts from large number of victims

 TangleBot Android malware – Adobe Flash update
really – Adobe Flash?  Game over  COMPLETE control

 Bluetooth connected flip-flops – test cheating



TangleBot

 Multiple obfuscation layers 





Current Issues

 Apple Pay & Visa
smartphone payment apps 
fingerprint, PIN, face ID
then Apple Pay – Express Transit/Travel
transport-ticketing barrier 
Locked iPhone  Visa card
Any amount  without user authorization
Contactless limit bypassed
Visa proposed countermeasures 
bypassed with NFC paired Android devices



Apple

 iOS 15  iPadOS 15  released 9/21/2021
 iOS 15.0.1 01/1/2021
 iOS 14.8 iPadOS 14.8 WatchOS - security
 Updates Big Sur and Catalina – security
 Safari update 15.0 16612 

(17612) for Monterey
iOS 15 feature catch-up
and new design
do and undo via Preferences



MacOS vulnerability

 Shortcut files

 Inetloc file extension

 Trigger without warning

 Usually used for http links

 http protocol has file as a method

 File:// in browser opens a file

helpful <-> harmful



Proof of Concept

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 
"http://www.apple.com/DTDs/PrepertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>URL</key>

<string>File://////////////////////////System/Applications/Calculator.
app</string>

</dict>

</plist>











Windows Defender signature updates





macOS protections

 Similar to Windows Defender

 XProtect

 File Quarantine aware applications



macOS file protections



Xprotect

 Short & fairly static list

 Not immune to rename or hash 
manipulations

 Interface between WEB and Mac 

Windows SmartScreen



macOS Protections

 Gatekeeper



macOS protections

 Notarization

Developers apply for from Apple

Notarization can and is revoked

More current than Xprotect

 Malware Removal Tool (MRT)

Restart & Login











Current issues

 October  Cyber Security Awareness month



Google

 Gmail “Smart Compose”

as you type

psycho analysis

yeahbut 



Google Assistant

 Android



Google Assistant 

 Apple

Settings -> Privacy -> Microphone  

Disable Google Assistant



Google - YouTube

 Don’t use account – tracking/history

yeahbut

account cookies













Google  Helpful <-> Harmful



Windows

 Windows 11 – general release
 Your experience?  - Windows SIG 10/12
 Calm
 CPU upgrade vs system upgrade
 Windows 10 support to continue
 Windows File Explorer memory leak
 Slow UDP   Search Bar  AMD CPU 3-15% 
 Spectre and Meltdown

CPU predictive execution flaws new silicon
Intel Generation8  AMD
TPM + Secure boot + certain CPUs > security



winget



Winget list



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


