Cyber Security SIG
October 3, 2019

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording available at link shown
above



https://vimeo.com/364220607

@ chrome

You are using an older version of Chrome

Update now to keep your Chrome browser running smoothly and securely.

Your download will begin automatically. If not, click here:




Supply chain compromise updates
Fake updates
Update issues

O-day risks
Out of band updates Windows 10
September 27

NET framework

File extensions blocked in Outlook
IE flaw exploits can/do use IE




i0OS 13

i0S 13.1

i0S 13.1.1

i0S 13.1.2

4 versions in 12 days
IPadOS early release

Reminders gone?




Third Party cookies blocked?

use code snippets, pixel maps
CCleaner blocked om Microsoft forums
UK police auction cryptocurrency

US Senate bill to create Incident response
teams - no funds

FDIC DNS Protections 10 months hence

Chrome update damages macOS
filesystems




Smart TVs “watching the watchers”
Streaming devices as well
IPS facing “other way”

iPhone cable mass produced




Update/upgrade links in eMail
Update/upgrade “pop-ups”

Multi Factor update/upgrade strategy
Within application

Check vendor site




Incognito mode for Maps
YouTube rolling auto-delete
Assistant “delete the last”
“delete everything is said last week”




Tortoise and Hare
Chicken Little

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstlTime

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




