Cyber Security SIG

October 1, 2020

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/463992423

Ransomware fatality? Fatalities?

Mole - Location vision service

Mole & agent 50¢ / minute

Dept of the Interior wireless audit

OPM Data breach

Firefox on Android

Firefox send & notes

Homeland Security Emergency Directive
20-04

Microsoft “Zerologon® Domain Controller
AND SAMBA
Bing search records unprotected




US CERT warns Federal agency
compromise - zerologin? Pulse VPN?

Ring doorbell drone inside home

Cyberbackgroundchecks.com

ChromeQOS update, 100% CPU HCF
85.0.4183.108

Microsoft 365 et al outage 9/28




Windows Update

Updates available
™ 1 Last checked: Today, 12:33 PM

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version
1.323.2242.0)
Status: Installing - 0%

View optional updates




Windows Update

E] Updates available
Last checked: Today, 12:33 PM

secunity Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version
1323.22421))

Status: Installing - 0%

View optional updates



@ Optional updates

Choose the updates you want and then select Download and install.

v Driver updates

If you have a specific problem, one of these drivers might help. Otherwise, automatic updates will keep your drivers up
to date.

[ ] Realtek - Net - 6/27/2017 12:00:00 AM - 10.19.627.2017
[ ] Realtek - LAN - Realtek USB FE Family Controller

[] INTEL - System - 7/18/1968 12:00:00 AM - 10.1.1.45

[] INTEL - System - 7/18/1968 12:00:00 AM - 10.1.1.45

I:l IMTEL - System - 7/18/1968 12:00:00 AM -10.1.1.45



Productivity Deals

Downloads and updates

Available updates (1)

- Microsoft People

Recent activity
10.2008.0.0
10.2008.2.0

10.2008.0.0

- Your Phone 1.20091.24.0

2 Search

Get updates

Update all

L

Modified moments ago
Modified moments ago
Modified moments ago

Modified 9/25/2020
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+1(347) 327-4630 » +1 (216) 327-0441

Text Message
Yesterday 9:06 PM Text Message

Today 10:01 AM

Josue, final o
notification Sanieki, important

regarding your notification

USPS package regarding the
1L4A3 from

USPS package
08/23/2020.
Prc{ceéd to 1D86R2 from
sq2m.info/ 06/13/2020. Click:
9FcacR19yW ss4r.info/

V2vQxLazu




sq2m.info ss4r.info

' Domain Information ) Domain Information

Domain: sq2m.info Domain: ssdr.info

Registrar: NameCheap, Inc Registrar: NameCheap, Inc
RegisteredOn:  2020-09-26 Registered On: 2020-09-27
Expires On: 2021-09-26 Expires On: 2021-09-27
Updated On: 2020-09-26 Updated On: 2020-09-27

Status: clientTransferProhibited Status: clientTransferProhibited
server TransferProhibited server ransferProhibited
addPeriod addPeriod

Name Servers: dnsLregistrar-servers.com Name Servers: dnsl.registrar-servers.com
dns2.registrar-servers.com dns2.registrar-servers.com




Turn on burner, dispense water, spin grinder,
display any message

If so, how so?

Out of the box, device acts as WAP
Smartphone app to configure device
Connect to home Wi-Fi

NO AUTHENTICATION

Update firmware via smartphone
NO CODE SIGNING

Reverse engineer firmware
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One time permissions
Revoke permissions for long unused apps

(App updates) Play Store > My Apps &
Games

Incremental Updates

Location awareness

Silo storage

Encryption after over-the-air update

Before login
App developers
Screen recorder
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Precise Location

1:08+

4 Search

{ Location Services Weather
JArcadia

Maps works best with your ALLOW LOCATION ACCESS
precise location.

Youm gk e e<-turre directions,
estimpted raeed Hermey, and NEVEI'
Fnprosed seach mesuits Whssn you
Alleve MAAES 10 Wil yoml predine

Ask Next Time

While Using the App

App explanation: *Your location 15 used 1o show

local weather”

-0 Precise Location c
El MON g

w— Allows apps o use your specific location. With this setting
‘_'. Eﬂ?‘fﬂh for @ I'llil:"' of ;dﬂl’ﬂ‘ii oft apps can |'|n|-|.- cetarming ';,:l,’n Ir approsamate |l':f't,'|[.|,'l"|




Private Address
MAC randomization Semi-randomization
MAC filtering

Auto-Join

Private Address

Wi-Fi Address




Limited photo library access
Settings > Privacy > Photos

= -

Canraapl

“Strava”™ Would Like to
Access Your Photos



Track across apps & websites
Settings > Privacy > Tracking

“Pal About” would like

parmssion 1o track yod
iECking across apps and websites
crmisd by othee Companias

Yoour data will B e i el

Allow Apps to Request to Track . P Y —
g aE II




» Clipboard monitoring
» TikTok, Starbucks, etc.

9:54

7 comments

catsquirmel
P
e wow they used Aurora?i?! OMG | LOVE 4
THAT (Song is "Daydreamer” by Auora
Aksnes) 16!

Liked By crealor

elizabethscarboro(

That was a spectacular event. Definitely




Contacts autofill
Settings > Contacts > Siri & Search

¢{ Back Siri & Search

IN “"CONTACTS"

Show Siri Suggestions... O

Learn from this App

Allow Sirl to make contact
suggestions and learn from how you
use "Contacts” to make suggestions
across apps.




Developers self-report in App Store
Ability to change default browser
Password monitoring & Alerts




Passwords

AutoFill Passwords

Security Recommendations
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User Name

Password

Compromised, easily
guessed password




- Camera & Microphone indicators

15, 2020
at 9:39:41 AM




Camera & Microphone Indicators
Increasing use of zoom and like

#® Messages
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Red background app microphone
Orange App microphone
Green Camera




Fastest ?7?
Password alerts

U
Safari prevents trackers from following you
across websites,

65 33%

2mdn.net was prevented across 3
websites

archvigws net
betterbasic.cc

thesketchspace.com




iDevices EXIF data
EXchangable Image Data Format

Date/time, location, camera settings,
thumbnail, copyright, etc.

Settings > Privacy > Location Services >
Camera

Helpful <-> Harmful

Use iMessage directly
Screenshot of Photo
Audio via camera as well




Native camera, Camera+, and others
Facebook no, Photobucket yes
One non-Apple device data stripped




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?







