
Sun City Computer Club
Cyber Security SIG

September 17, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/459141739












Oh my



GrayKey   FCC





Current Events

 US Court of Appeals of 9th Circuit rules
warrantless telephone dragnet
violates FISA
perhaps unconstitutional

 Tank shoots down cruise missile
 DOJ warning Investigators?
 iMessage photo EXIF data

helpful <-> harmful
 BlindSide joins Spectre & Meltdown
 Microsoft 365 MFA flaw



Current events

 Microsoft patch Tuesday  129 
vulnerabilities

 iOS 14

Safari 14

 Tutanota DDOS

 Portland, Oregon facial recognition ban



 Firefox warning TLS 1.0 & 1.1 to be 
disabled

 Chromium Ad Tagging

Enable chrome://flags/#enable-heavy-ad-intervention

Disable chrome://flags/#heavy-ad-privacy-mitigations



Clipboard



Download control Chromium 



zoom

 2FA

 Dashboard > Advanced > Two-factor 
Authentication

 Current version 5.2.3



5G



5G

 Evolving standard

3rd Generation Partnership Project

3GPP

5G NR Release 15, 16, 17, 

 3 bands

millimeter-wave 24GHz – 47GHz

Mid-band 2.5GHz, 3.5GHz, 3.7-4.2GHz

Low-band 600MHz, 800MHz, 900MHz



5G

 New type of network

 Connect everything



5G

 Low latency  < 1 ms
 High call density 100x
 Cell towers -> light poles
 10% decrease in energy to power

 Cost to establish
 Limited coverage
 Crowded spectrum
 Huawei  &  geopolitical
 Weather forecasting



5G Security

 Greater usage > Greater risks
 IoT
 Botnets & DDOS
 Authentication
 Encryption  data portions
 Tracking
 Spoofing
 Jamming
 I.e. Radio



5G

 Health risks

 Frequency – non-ionizing?

 Higher exposure due to more transmitters





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




