
Sun City Computer Club
Cyber Security SIG

September 2, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/596814952


News Archive



Current Issues

 Making the news  - again

 Convincing eMails, SMS, popups





Vishing

 Substantial potential loss

 Convincing phone interaction

 Campaign, then wait for phone call(s)

 “WE apologize, give us your credit card so 
we can re-imburse this mistake”



Current Issues

 US Census Bureau

Jan 2020 incident report

missed opportunities to mitigate critical vulnerability

Exploitation of vital servers

Failure to maintain vital logs

Operating unsupported servers

failure to discover and report incident

 Abbott Labs  Covid test inventory destroyed
 US DoD protection of data Afghanistan withdrawal

 More zero-click spyware for iMessage app

 Malware using GPU to avoid detection



Boarding Pass   QR code



Boarding Passes

 Paper boarding passes had similar info

 QR scan accelerates copy of information

 Protect ANY PII as if it was PII

 Barcode scanner experience at convention



QR codes

 “they all look alike”

 Once scanned …

 BUT

QR scanner with preview function

good cyber hygiene

No scripting, etc.



HIIDE Fingerprints, faces, irises



Current Issues

 HIIDE Handheld Interagency Identity Detection 
Equipment  80% of country 

 And UN Refugee agency
 Install a USB mouse – Gain SYSTEM

Razer Synapse
SteelSeries keyboards, ……..

 Microsoft Power Apps platform
38 million records 
Open permissions by default

 Joker Android malware
Subscribe to pay services
Drain bank accounts

 Coinbase accounts drained
 Realtek Wi-Fi devices – News Blog



Personal Identification Number

 PIN
 T-Mobile, AT&T, ???
 Stolen  - Reset
 Convince T-Mobile I am you

Hacker has more info on you than you do
 SIMjacking
 NEW PHONE – Different carrier
 “recovery” phone – eMail
 THEN …
 Same browser - browser saved accounts

AND passwords (passphrases)
Convenience ours -> Convenience theirs



Cellular numbers

 Integrated Circuit Card ID ICCID

SIM card Identifier

18-22 digit

country code

mobile network code

unique code per SIM



Cellular numbers

 International Mobile Equipment Identity 

IMEI

15 digit

“burned” into device

blocked or blacklisted



Cellular numbers

 International Mobile Subscriber Identity
IMSI
64 bit
Sent to cellular network
home location register
visitor location register
protection against tracking
TMSI
4 octet  (NOT FF)
I want to be found, but not tracked



Insider Threat



IDentity theft

 T-Mobile
 Metro by T-Mobile
 5 reported breaches in 4 years
 WSJ interview

Lousy security   Unsecure router
No detection     No data segregation
No encryption   
Firewall & IDS facing wrong way

 IDentity theft  - misnomer
 AT&T 
 NOT just current customers
 Inquired about T-Mobile home Internet?

 Reset PIN



Other Credit Reporting Agencies

 40+ “other”
 Innovus, ChexSystems, Certegy
 LexisNexis

Customer Risk
92 page report
Address Characteristic records

 Must provide all information you are 
trying to protect

 Freeze – Federal mandated – free



 Freeze credit

GAIN and GUARD the PIN

 Credit monitoring services

 IDentity theft monitoring

 Password health & safety

 Act before the next reported breach

 Lock vs Freeze

 10 day unlock



UPS XSS campaign



UPS XSS campaign



UPS XSS campaign

 Legitimate URLs

 Distribute malicious files convincingly







Current Issues

 Open Banking

Quicken, YNAB, Banktree, Money 
Dashboard, Moneydance

 Firefox  mixed content download block

Version 92





Current Issues

 Yet another Microsoft Exchange server 
vulnerability
ProxyLogon, ProxyShell, ProxyToken
LockFile ransomware

 Web shell
Trivial to plant
Very difficult to detect

 Remotely disable “looted” smart TVs
what could possibly go wrong?

 Netflow data for sale
yeahbut were do they get it?
Team Cymru

 UK person suing cyber currency thieves' parents



Current Issues

 Fake takeout sites increase
Double check   URL, Certificate, ability
Credit vs Debit
Once bitten …

 Cosmos DB Microsoft Azure cloud
2019 tool Jupyter Notebook
Microsoft request customer key change

 August 25 White House Cyber Summit
NIST standards

 F5 fixes for 13 High Severity device bugs
 FBI alert for Hive ransomware

Disk backup copies, snapshots, volume shadow copies
 SSD “binning” practices -> bait-and-switch
 Cryptocurrency clipboard attack
 Labor day CISA & FBI warning



New cybercrime campaign

 Credential phishing with long leadup

 Open redirector links

 “fool” security solutions

 Several redirects

 With captcha

 large number of domains

 Double check certificate whenever asked 
for credentials





Certificate check  Edge



Certificate Check  Edge



Parallels

 Parallels Desktop

High severity privilege escalation bug

“inconvenience” 

Reduce product functionality

CVE-2021-34864  8.8  low complexity

upgrade to Parallels Desktop version 17

Alternatives Boot Camp, VirtualBox, VMWare



Zoom updates

 Zoom via web – no login  no update action

 Zoom updates

Function fixes

Security Issues

 Zoom psychology















Textual eMail sender 



Current Issues

 Microsoft 365  Office 365
Pseudonymize data from 1-September-2021

BUT global administrators can override
Privacy laws 

 Internet shutdown research
Egypt 2011
Russia July 2021
Number of cases down
Duration increased

 8 states 
Arizona, Georgia, Connecticut, Iowa, Kentucky, 

Maryland, Oklahoma, Utah
Digital driver license/ID to Apple Wallet
TSA
Tap function  

view w/o unlock or handing device to someone



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


