
Sun City Computer Club
Cyber Security SIG

August 19, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/589562564


News archive



Current Issues

 Kindle

 Kindle for PC



Kindle  Amazon Fire



Kindle update

 Recent discovered attack

 Load malicious content

 Take over Amazon account



Kindle for PC Update

 Version 1.30.0  59056

 Version 1.32.0  61109



Current Issues

 Facial recognition  - Master Faces
 T-Mobile hack?

Assume your data 
Identity theft – misnomer
Check “your location” for Internet service?
40Million+
Name, DOB, SSN, drivers license/ID, IMEI

 AI scale spear phishing
 Facebook end-to-end encryption 

For messenger  an end to an end
 PrintNightmare
 Crypto mining botnet modifies CPU – tuning
 NortonLifeLock and Avast merge

Symantec Broadcom  Avira
 ASUS motherboard updates BIOS

207 different motherboard models



Miari botnet



My Suddenlink adventures

 7 year Suddenlink customer
 Asus cable modem
 One upgrade attempt
 My complex environment
 Weeklong cable modem firmware update
 Replacement cable modem via postal mail
 Home network gateway
 Turn it all in
 Netgear replacement
 Unable to have landline re-provisioned









IoT RNG

 DEF CON / BLACKHAT 2021
“There’s a crack in the foundation of Internet 
of Things (IoT) security, one that affects 35 
billion
devices worldwide. Basically, every IoT device 
with a hardware random number generator 
(RNG)
contains a serious vulnerability whereby it fails 
to properly generate random numbers, which
undermines security for any upstream use.”



IoT RNG

 Diffie Helman key agreement

 Each side generates random number

 Uses random number to generate “key”

 These “keys” exchanged

 Combine with the side’s random number

 Yields same symmetric key

 Eavesdropper protection

Unless



IoT RNG

 Software generated random number
Never random unless seeded
seeding takes resources – including time

 IoT devices resource constrained
 Return value from hardware RNG 

NOT CHECKED
Pervasive across every SDK and IoT OS
Partial entropy    Uninitialized memory
NULL  

 Advanced military grade encryption
with null crypto key(s)



Current Issues

 Pulse Secure VPN
Pulse CONNECT Secure appliance
Overwrite patches

 et tu Cisco
 ANY VPN can have your secrets
 NicheStack  TCP/IP stack  OT

Widely deployed   for 25 years
Shodan scan   HTTP, FTP, SSH,   telnet
Nation state’s back pocket of vulnerabilities
Hackers are Internet’s immune system



Microsoft Patch Tuesday



Microsoft Patch Tuesday

August 10, 2021—KB5005033 (OS 
Builds 19041.1165, 19042.1165, and 
19043.1165) (microsoft.com)

https://support.microsoft.com/en-us/topic/august-10-2021-kb5005033-os-builds-19041-1165-19042-1165-and-19043-1165-b4c77d08-435a-4833-b9f7-e092372079a4


Microsoft Patch Tuesday

 TCP/IP Remote Code Execution Vulnerability

CVE-2021-26424

Hyper-V triggered by IPv6 ping

 Windows Update Medic Service

CVE-2021-36984

No user interaction, low attack complexity

Actively being exploited

 Print Spooler

CVE-2021-36936

Patch to all versions, even Windows 7

 Windows LSA

CVE-2021-36942

Remote exploit, no user interaction, NTLM authenticate





Yeah, BUT Windows 11



 Layered Group Policy feature
Types of devices allowed

 Parallels Desktop 17
Windows 11 on Intel and M1 based MACs

 Oeclassic  
Outlook Express Windows live Mail replacement

Recent certificate registration

based in Croatia

Free version, then credit card

 Outlook client    Outlook WEB    Outlook extension

Active development by Microsoft



Windows 11 get yours here

 NO   Please  NO



Vipre



PUP PUA defense settings

 Settings -> Update & Security -> Windows Security





Edge Super Duper Secure Mode

 edge://flags



Edge Super Duper Secure Mode

 I want that

 Performance vs increase in security?

 No Chrome Just-In-Time component

 Half of Chrome’s vulnerabilities  JIT



Privacy

 “I don’t have anything to hide. I just don’t 
have anything I want you to see.”



Apple CASM Detection

 Child Sexual Abuse Material
 Stop CASM being loaded into iCloud
 How?

Image hashing and known image comparison
performed on user’s device
Hash  fingerprint   non-reversable
NeuralHash  similar images same NeuralHash
National Center for Missing and Exploited Children report

 Algorithm existed since iOS 14.3
 Tolerates resizing & compression

Not cropping or rotations



Apple Communication Safety in Messages

 Tools to protect children from sending 
and/or receiving sexually explicit images 
in ANY Apple messaging

 Child accounts setup by parents

 Blurred image

 Database  image analysis 

 Ask OK to view or send

 Under 12 years – parents warned

 13-17 warning, no parental notification

 Family account AND parental opt-in



Windows 365

 Virtual desktop service 

 Part of Microsoft 365

 Cloud PC Dedicated to a user

 Fixed price – No consumption pricing

 Not Azure



Windows 365

 Fast Internet download (1.3Gb/s – 230 Mb/s)

 Work on large content

 MINIMAL PROTECTIONS

 Account & Passphrase

 Easy to take over

 Use Multi Factor Authentication 

 Microsoft Authenticator  or   

 It’s just out there



Pegasus

 Intent – Criminals and terrorist
 Discovered – activists, journalist, 

government, business
 NSO group – Israel based
 NSO hacked – installation base leaked
 50,000 phone numbers
 Other companies also provide similar
 Jeff Bezos, Jamal Khashoggi
 Stealthy installation & surveillance
 Camera, Microphone



Pegasus

 Amnesty International 

Mobile Verification Toolkit  (MVT)

PC/MAC based analysis of iPhone & Android





Top Exploit - methodology

 Microsoft/Libre Office Document

 Spoofed sender

 Macro enable “trick”

 Macro enable set & forgot





eMail attachments

 Spoofed sender (trust)

 Macro enabled or Macro “trick”

 Script



Current Issues

 Facebook blocks researchers
FTC privacy order?

 Apple
screen iMessage image attachments
Minor children
on-device screening 
Child Sexual Abuse Material

 IoT RNG (Random Number Generator) 
weaker

 Realtek chip vulnerability – well 12
65 vendors Asus, Belkin, D-Link, Netgear, ZTE, 
Obscure supply chain -> attacks
Firmware patches issued

 Tetris  Chinese espionage tool
Target  Chinese dissidents

 Resignation problem – ransomware, data dump, etc.



Mac Attack

 AdLoad  2017  ->  Now
 Signed current Apple developer certificate
 Gatekeeper 
 Xprotect signature bypass
 Apple “notarized”
 ADMINISTRATOR 
 AdLoad - WEB site advertiser’s fee
 Nuisance -> ??
 Additional protections – suites
 Practice good hygiene





Edge Update   - Vivaldi



Tor Update



Kalay network

 ThroughTek Kalay IoT cloud 

 Millions

 Video, surveillance, home automation

 View live feeds

 Take control for bot net

 ??

 CVE-2021-28372  Device impersonation

 Only UID needed







Kalay mitigation

 Kalay security advisory

ThroughTek Kalay P2P SDK | CISA

https://us-cert.cisa.gov/ics/advisories/icsa-21-229-01


Cloud

 Data leaks

S3 buckets, open databases, SQL access

 Secure platforms  

BUT customer awareness, customization

 Cloud provided VM (Virtual Machines)
 VMs connected via VPN (Virtual Private Network)



Mozilla - Firefox

 Losing market share

 Current version 91.0.1





Mozilla - Firefox

 Since Firefox version 86
 Cookies stored in SITE’S cookie jar
 yeahbut

keep your IDentity, preferences, caches, 
data to survive internet connectivity loss, 
history, settings, permissions, etc.
cross-site e.g. Facebook buttons

 AND THEN
Any and all data, history, cache, etc.
single repository - to be managed or deleted





Firefox - MAC



Safari

 Current 14.1.2

 Beta 15.0



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


